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Section 0.1:Finding Appropriate Documentation iX

Introduction

Welcome to theOfficial Red Hat Linux Reference Guide

The Official Red Hat Linux Reference Guidentains useful information about your Red Hat Linux
system. From fundamental concepts, such as the structure of the Red Hat Linux filesystem, to the
finer points of disk partitioning and authentication control, we hope you will find this book to be a
valuable resource.

This guide is for you if you want to learn a bit more about how your Red Hat Linux system works.
Topics that you will explore include the following:

» Partitioning concepts— An introduction to disk partitions and the techniques for placing more
than one operating system on a single hard drive.

e Booting Red Hat Linux— Information about runlevelsc.d directories, and how to start your
favorite applications at boot time.

» System and network security Find out the most common methods used by attackers to com-
promise your system and how to prevent security problems.

RAID concepts— Making several disk drives act as a single logical unit, for increased perfor-
mance and reliability.

» Secure web server installatiea- Adding encryption capabilities to your Apache web server.

Before reading this guide, you should be familiar with the contents oDffieial Red Hat Linux x86
Installation Guideconcerning installation issues, t@dficial Red Hat Linux Getting Started Guidtar
basic Linux concepts and tt@fficial Red Hat Linux Customization Guider general customization
instructions. Th®©fficial Red Hat Linux Reference Guidentains information about advanced topics
that may not affect every user, depending upon how they use their Red Hat Linux system.

HTML and PDF versions of all Official Red Hat Linux manuals are available online at http://www.red-
hat.com/support/manuals.

Finding Appropriate Documentation

You need documentation that is appropriate to your level of Linux expertise. Otherwise, you might
feel overwhelmed or not find the necessary information to answer your question®ffi¢ial Red

Hat Linux Reference Guid#eals with the more technical aspects and options of your Red Hat Linux
system. This section will help you decide whether to look in this manual for the information you need
or consider other Red Hat Linux manuals, including online sources, in your search.
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Three different categories of people use Red Hat Linux, and each of these categories require differ-
ent sets of documentation and informatative sources. To help you figure out where you should start,
determine your own experience level:

New to Linux

This type of user has never used any Linux (or Linux-like) operating system before or has had
only limited exposure to Linux. They may or may not have experience using other operating
systems (such as Windows). Is this you? If so, skip ahed2bmumentation For First-Time
Linux Users

Some Linux Experience

This type of user has installed and successfully used Linux (but not Red Hat Linux) before or
may have equivalent experience with other Linux-like operating systems. Does this describe
you? If so, turn td-or the More Experienced

Experienced User

This type of user has installed and successfully used Red Hat Linux before. If this describes
you, turn toDocumentation for Linux Gurus

Documentation For First-Time Linux Users

For someone new to Linux, the amount of information available on any particular subject, such as
printing, starting up the system or partitioning your hard drive, can be overwhelming. It helps to

initially step back and gain a decent base of information centered around how Linux works before
tackling these kinds of advanced issues.

Your first goal should be to obtain some useful documentation. This cannot be stressed enough. With-
out documentation, you will only become frustrated at your inability to get your Red Hat Linux system
working the way you want.

You should acquire the following types of Linux documentation:

« Abriefhistory of Linux— Many aspects of Linux are the way they are because of historical prece-
dent. The Linux culture is also based on past events, needs or requirements. A basic understanding
of the history of Linux will help you figure out how to solve many potential problems before you
actually see them.

* An explanation of how Linux works- While delving into the most arcane aspects of the Linux
kernel is not necessary, it is a good idea to know something about how Linux is put together. This
is particularly important if you have been working with other operating systems, as some of the
assumptions you currently hold about how computers work may not transfer from that operating
system to Linux.
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» Anintroductory command overview (with examplesThis is probably the most important thing
to look for in Linux documentation. The underlying design philosophy for Linux is that it's better
to use many small commands connected together in different ways than it is to have a few large
(and complex) commands that do the whole job themselves. Without examples that illustrate this
approach to doing things, you may find yourself intimidated by the sheer number of commands
available on your Red Hat Linux system.

Keep in mind that you do not have to memorize all of the available Linux commands. Different
techniques exist to help you find the specific command you need to accomplish a task. You need
only know the general way in which Linux functions, what you need to accomplish, and how to
access the tool that will give you the exact instructions you need to execute the command.

TheOfficial Red Hat Linux x86 Installation Guids a excellent reference for helping you get your Red

Hat Linux system successfully installed and initially configured. Tfficial Red Hat Linux Getting
Started Guideovers the history of Linux, basic system commands, GNOME, KDE, RPM, and many
other fundamental concepts. You should start with these two books and use them to build the base of
your Red Hat Linux knowledge. Before long, more complicated concepts will begin to make sense
because you already grasp the general ideas.

Beyond reading Red Hat Linux manuals, several other excellent documentation resources are available
for little or no cost:

Introduction to Linux Websites

e http://www.redhat.com — On the Red Hat website, you will find links to the Linux Documen-
tation Project (LDP), online versions of the Red Hat Linux manuals, FAQs (Frequently Asked
Questions), a database which can help you find a Linux Users Group near you, technical informa-
tion in the Red Hat Support Knowledge Base, and more.

*  http://www.linuxheadquarters.com — The Linux Headquarters website features easy to follow,
step-by-step guides for a variety of Linux tasks.

Introduction to Linux Newsgroups

You can participate in newsgroups by watching the discussions of others attempting to solve problems,
or by actively asking or answering questions. Experienced Linux users are known to be extremely
helpful when trying to assist new users with various Linux issues — especially if you are posing your
guestions in the right venue. If you do not have access to a news reader application, you can access
this information via the web at http://www.deja.com. Dozens of Linux-related newsgroups exist,
including the following:

e linux.help — A great place to get help from fellow Linux users.

» linux.redhat — This newsgroup primarily covers Red Hat Linux-specific issues.
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» linux.redhat.install — Pose installation questions to this newsgroup or search it to see how others
solved similar problems.

» linux.redhat.misc — Questions or requests for help that do not really fit into traditional categories
go here.

. linux.redhat.rpm — A good place to go if you are having trouble us®M to accomplish
particular objectives.

Beginning Linux Books

* Red Hat Linux for Dummies, 2nd Edititny Jon "maddog" Hall; IDG

e Special Edition Using Red Hat Lindy Alan Simpson, John Ray and Neal Jamison; Que
* Running Linuxby Matt Welsh and Lar Kaufman; O’Reilly & Associates

* Red Hat Linux 7 Unleashdaly William Ball and David Pitts; Sams

The books suggested here are excellent primary sources of information for basic knowledge about
a Red Hat Linux system. For more in-depth information concerning the various topics discussed
throughout this book, many of the chapters list specific book titles, usuallyAuditional Resources

area.

For the More Experienced

If you have used other Linux distributions, you probably already have a basic grasp of the most fre-
guently used commands. You may have installed your own Linux system, and maybe you have even
downloaded and built software you found on the Internet. After installing Linux, however, configura-
tion issues can be very confusing.

The Official Red Hat Linux Customization Guide designed to help explain the various ways your
Red Hat Linux system can be configured to meet specific objectives. Use this manual to learn about
specific configuration options and how to put them into effect.

When you are installing software that is not covered in @fécial Red Hat Linux Customization
Guide it is often helpful to see what other people in similar circumstances have done. HOWTO
documents from the Linux Documentation Project, available at http://www.redhat.com/mir-
rors/LDP/HOWTO/HOWTO-INDEX/howtos.html, document particular aspects of Linux, from
low-level kernel esoteric changes to using Linux for amateur radio station work.

Documentation for Linux Gurus

If you are a long-time Red Hat Linux user, you probably already know that one of the best ways to un-
derstand a particular program is to read its source code and/or configuration files. A major advantage
of Red Hat Linux is the availability of the source code for anyone to read.
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Obviously, not everyone is a C programmer, so the source code may not be helpful for you. However,
if you have the knowledge and skills necessary to read it, the source code holds all of the answers.

Document Conventions

When you read this manual, you will see that certain words are represented in different fonts, type-
faces, sizes and weights. This highlighting method is systematic; different words are represented in
the same style to indicate their inclusion in a specific category. The types of words that are represented
this way include the following:

command

Linux commands (and other operating system commands, when used) are represented this way.
This style should indicate to you that you can type in the word or phrase on the command line
and pres$Enter] to invoke a command. Sometimes, a command contains words that would be
displayed in a different style on their own (for example, filenames). In these cases, they are
considered to be part of the command, so the entire phrase will be displayed as a command. For
example:

Use thecat testfile command to view the contents of a file, nanteditfile , in the
current working directory.

filename

Filenames, directory names, paths and RPM package names are represented this way. This style
should indicate that a particular file or directory exists by that name on your Red Hat Linux
system. For example:

The.bashrc file in your home directory contains bash shell definitions and aliases for your
own use.

The/etc/fstab file contains information about different system devices and filesystems.

The/usr/share/doc directory contains documentation for various programs.

Install thewebalizer RPM if you want to use a web server log file analysis program.
application

This style should indicate to you that the program named is an end-user application (as opposed
to system software). For example:

Use Netscapélavigator to browse the web.

[key]
A key on the keyboard is shown in this style. For example:
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To use[Tab] completion, type in a character and then presqThig] key. Your terminal will
display the list of files in the directory that start with that letter.

[key]-[combination]
A combination of keystrokes is represented in this way. For example:
The[Ctrl]-[Alt]-[Backspace] key combination will restart the X Window System.

text found on a GUI interface

A title, word or phrase found on a GUI interface screen or window will be shown in this style.
When you see text shown in this style, it is being used to identify a particular GUI screen or an
element on a GUI screen (for example, text associated with a checkbox or field). For example:

On the GNOMEControl Center screen, you can customize your GNOME window manager.

Select theRequire Password checkbox if you'd like your screensaver to require a password
before stopping.

top level of a menu on a GUI screen or window

When you see a word in this style, it indicates that the word is the top level of a pulldown menu.
If you click on the word on the GUI screen, the rest of the menu should appear. For example:

Under Settings on a GNOME terminal, you'll see the following menu itenRreferences ,
Reset Terminal , Reset and Clear , andColor selector .

If you need to select a sequence of commands within a GUI menu, they will be shown like the
following example:

Click on Programs =>Applications =>Emacs to start theEmacs text editor.

button on a GUI screen or window

This style indicates that the text will be found on a clickable button on a GUI screen. For ex-
ample:

Click on theBack button to return to the web page you last viewed.
computer output
When you see text in this style, it indicates text displayed by the computer on the command

line. You will see responses to commands you typed, error messages, and interactive prompts
for your input during scripts or programs displayed in this way. For example:

Use thels to display the contents of a directory:

$Is
Desktop axhome logs nirvana.gif
Malil backupfiles mail reports
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The output returned in response to the command (in this case, the contents of the directory) is
shown in this style.

prompt

user

A prompt, which is a computer’s way of signifying that it is ready for you to input something,
will be shown in this style. Examples:

$

#

[truk@bleach truk]$
leopard login:

input

Text that the user has to type, either on the command line or into a text box on a GUI screen, is
displayed in this style. In the following examptext is displayed in this style:

To boot your system into the text based installation program, you will need to typetexthe
command at th&oot: prompt.

Another example, with the wonsbot displayed as something the user needs to type in:

If you need to log in as root when you first log into your system, and you're using the graphical
login screen, at théogin prompt, typeroot . At the Password prompt, type in the root
password.

glossary entry

A word that appears in the glossary will be shown in the body of the document in this style. For
example:

The Ipddaemonhandles printing requests.

In this case, the style of the wodhemonshould indicate to you that a definition of the term is
available in the glossary.

In addition, several different strategies are used throughout this manual to draw your attention to cer-
tain pieces of information. In order of how critical the information is to your system, these items will
be marked as a note, a caution or a warning. For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE
is not a rOsE.
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€ CAUTION @

Don't do routine tasks as root — use a regular user account unless you need
to use the root account to administer your system.

WARNING I

If you choose not to partition manually, a server-class installation will
remove all existing partitions on all installed hard drives. Do not choose
this installation class unless you are sure you have no data you need to
save.

Using the Mouse

Red Hat Linux is designed to use a three-button mouse. If you have a two-button mouse, you should
have selected three-button emulation during the installation process. If you're using three-button em-
ulation, pressing both mouse buttons at the same time equates to pressing the missing third (middle)
button.

In this document, if you are instructed to click with the mouse on something, that means click the left
mouse button. If you need to use the middle or right mouse button, that will be explicitly stated. (Of
course, this will be reversed if you've configured your mouse to be used by a left handed person.)

The phrase "drag and drop" may be familiar to you. If you're instructed to drag and drop an item on
your GUI desktop, click on something and hold the mouse button down. While continuing to hold
down the mouse button, drag the item by moving the mouse to a new location. When you've reached
the desired location, release the mouse button to drop the item.

Copying and Pasting Text With X

Copying and pasting text is easy using your mouse and the X Window System. To copy text, simply
click and drag your mouse over the text to highlight it. To paste the text somewhere, click the middle
mouse button in the spot where the text should be placed.
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More to Come

The Official Red Hat Linux Reference Guidkepart of Red Hat's commitment to provide useful and
timely support to Red Hat Linux users. Future editions will feature expanded information on changes
to system structure and organization, new and powerful security tools, and other resources to help you
extend the power of your Red Hat Linux system — and your ability to use it.

That's where you can help.

We Need Feedback!

If you find an error in theOfficial Red Hat Linux Reference Guider if you have thought of a
way to make this manual better, we'd love to hear from you! Please submit a report in Bugzilla (
http://bugzilla.redhat.com/bugzilla) against the compoi@fitial Red Hat Linux Reference Guide

Be sure to mention the manual’s identifier:
rhl-rg(EN)-7.1-Print-RHI (2001-03-09T14:50-0500)
If you mention the manual’s identifier, we will know exactly which version of the guide you have.

If you have a suggestion for improving the documentation, try to be as specific as possible when de-
scribing it. If you have found an error, please include the section number and some of the surrounding
text so we can find it easily.

Sign Up for Support

If you have an official edition of Red Hat Linux 7.1, please remember to sign up for the benefits you
are entitled to as a Red Hat customer.

You may be entitled to any or all of the following benefits, depending upon the Official Red Hat Linux
product you purchased:

» Official Red Hat support — Get help with your installation questions from Red Hat, Inc.’s support
team.

» Red Hat Network — Easily update your packages and receive security notices that are customized
for your system. Go to http://www.redhat.com/network for more details.

e Priority FTP access — No more late-night visits to congested mirror sites. Owners of Red Hat
Linux 7.1 receive free access to priority.redhat.com, Red Hat's preferred customer FTP service,
offering high bandwidth connections day and night.

e Under the Brim: The Official Red Hat E-Newsletter Every month, get the latest news and
product information directly from Red Hat.
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To sign up for product support, go to http://www.redhat.com/apps/activate. You'll find your Product
ID on a black, red and white card in your Official Red Hat Linux box.

To read more about technical support for Official Red Hat Linux, refer t&ibtting Technical Support
appendix in theOfficial Red Hat Linux x86 Installation Guide

Good luck, and thank you for choosing Red Hat Linux!!

The Red Hat Documentation Team
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1 Filesystem Structure

1.1 Why Share a Common Structure?

An operating system'’s filesystem structure is its most basic level of organization. Almost all of the
ways an operating system interacts with its users, applications, and security model are dependent upon
the way it stores its files on a primary storage device (normally a hard disk drive). It is crucial for a
variety of reasons that users, as well as programs at the time of installation and beyond, be able to
refer to a common guideline to know where to read and write their binary, configuration, log, and
other necessary files.

A filesystem can be seen in terms of two different logical categories of files:
» Shareable vs. unshareable files

* Variable vs. static files

Shareablefiles are those that can be accessed by various hass$iareablefiles are not available

to any other hostsVariable files can change at any time without system administrator intervention
(whether active or passivestatic files, such as documentation and binaries, do not change without an
action from the system administrator or an agent that the system administrator has placed in motion
to accomplish that task.

The reason for looking at files in this way has to do with the type of permissions given to the directory
that holds them. The way in which the operating system and its users need to utilize the files deter-
mines the directory where those files should be placed, whether the directory is mounted read-only or
read-write, and the level of access allowed on each file. The top level of this organization is crucial,
as the access to the underlying directories can be restricted or security problems may manifest them-
selves if the top level is left disorganized or without a widely-utilized structure.

However, simply having a structure does not mean very much unless it is a standard. Competing
structures can actually cause more problems than they fix. Because of this, Red Hat has chosen the
the most widely-used filesystem structure and extended it only slightly to accommodate special files
used within Red Hat Linux.

1.2 Overview of Filesystem Hierarchy Standard (FHS)

Red Hat is committed to thilesystem Hierarchy Standard(FHS), a collaborative document that
defines the names and locations of many files and directories. We will continue to track and follow
the standard to keep Red Hat Linux FHS-compliant.
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The current FHS document is the authoritative reference to any FHS-compliant filesystem, but the
standard leaves many areas undefined or extensible. In this section, we provide an overview of the
standard and a description of the parts of the filesystem not covered by the standard.

The complete standard is available at:
http://www.pathname.com/fhs

Compliance with the standard means many things, but the two most important are compatibility with
other compliant systems and the ability to mount/t& partition as read-only (because it contains
common executables and is not meant to be changed by users)/\&incean be mounted read-only,

/usr can be mounted from the CD-ROM or from another machine via read-only NFS.

1.2.1 FHS Organization

The directories and files noted here are a small subset of those specified by the FHS document. Check
the latest FHS document for the most complete information.

The /dev Directory

The/dev directory contains filesystem entries which represent devices that are attached to the system.
These files are essential for the system to function properly.

The /etc Directory

The/etc directory is reserved for configuration files that are local to your machine. No binaries
are to be putidetc . Any binaries that were formerly put iletc  should now go intdsbhin  or
possibly/bin

TheX11 andskel directories should be subdirectories/efc

letc
[- X11
|- skel

The X11 directory is for X11 configuration files such &86Config . Theskel directory is for
"skeleton" user files, which are used to populate a home directory when a user is first created.
The /lib  Directory

The/lib  directory should contain only those libraries that are needed to execute the bin#rias in
and/sbin . These shared library images are particularly important for booting the system and exe-
cuting commands within the root filesystem.

The /mnt Directory

The/mnt directory refers to temporarily mounted filesystems, such as CD-ROMs and floppy disks.
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The /opt Directory

The /opt directory provides an area for usually large, static application software packages to be
stored.

For packages that wish to avoid putting their files throughout the filesygtgrn, provides a logical
and predictable organizational system under that package’s directory. This gives the system adminis-
trator an easy way to determine the role of each file within a particular package.

For example, isample is the name of a particular software package located withph , then all
of its files could be placed within directories insifigt/sample , such agopt/sample/bin
for binaries andopt/sample/man for manual pages.

Large packages that encompass many different sub-packages, each of which accomplish a particular
task, also go withiropt , giving that large package a standardized way to organize itself. In this
way, oursample package may have different tools that each go in their own sub-directories, such as
/opt/sample/tooll and/opt/sample/tool2 , each of which can have their ovbim , man,

and other similar directories.

The /shin  Directory

The/sbin directory is for executables used only by the root user. The executablglsiin are
only used to boot and mouhisr and perform system recovery operations. The FHS says:

"/shin typically contains files essential for booting the system in addition to the binaries
in /bin . Anything executed aftefusr is known to be mounted (when there are no
problems) should be placed fasr/sbin . Local-only system administration binaries
should be placed intusr/local/sbin

At a minimum, the following programs should be/sbin

arp, clock, getty, halt, init, fdisk,
fsck.*, ifconfig, lilo, mkfs.*, mkswap, reboot,
route, shutdown, swapoff, swapon, update

The /usr Directory

The/usr directory is for files that can be shared across a whole site./Udre directory usually
has its own partition, and it should be mountable read-only. The following directories should be sub-
directories offlusr :

lusr

- bin

- doc

- etc
games
include
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- kerberos
- lib
libexec
local
man
shin

- share

- src

- X11R6

Thebin directory contains executablegc contains non-FHS compliant documentation pagts,
contains system-wide configuration filegames is for gamesjnclude contains C header files,
kerberos contains binaries and much more for Kerberos,ldnd contains object files and libraries
that are not designed to be directly utilized by users or shell scriptsliéhec  directory contains
small helper programs called by other prograstsn is for system administration binaries (those
that do not belong ifrsbin ), share contains files that aren’t architecture-specific; is for source
code, andX11R6 is for the X Window SystemXFree86 on Red Hat Linux).

The /ustr/local Directory
The FHS says:
"The/usr/local hierarchy is for use by the system administrator when installing soft-

ware locally. It needs to be safe from being overwritten when the system software is up-
dated. It may be used for programs and data that are shareable amongst a group of hosts,
but not found infusr ."

The/usr/local directory is similar in structure to thieisr  directory. It has the following subdi-
rectories, which are similar in purpose to those in/ther  directory:

lusr/local

|- bin

|- doc

|- etc

|- games
|- info

|- lib

|- man
|- shin

|- src

The /var Directory

Since the FHS requires that you be able to mdusit read-only, any programs that write log files or
needspool orlock directories should probably write them to ther directory. The FHS states
Ivar s for:
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"...variable data files. This includes spool directories and files, administrative and log-
ging data, and transient and temporary files."

The following directories should be subdirectorieg\ar :

Ivar

- db
- ftp
- gdm

lib
local
lock

log

- nis
- opt

- run

+- spool

|- tmp
|- www
l- yp

System log files such asessages andlastlog
tory also contains the RPM system databases. Lock files ¢geamiock

- arpwatrch
- cache

kerberos

- named

- preserve

anacron
at

cron

fax

Ipd

mail
mqueue
news

rwho
samba
slrnpull
squid
up2date
uucp
uucppublic
vbox
voice

go in/var/log

. The/var/lib/rpm direc-
, usually in directories
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particular for the program using the file. Thear/spool directory has subdirectories for various
systems that need to store data files.

1.2.2 /usr/local in Red Hat Linux

In Red Hat Linux, the intended use flusr/local is slightly different from that specified by the
FHS. The FHS says thatsr/local should be where you store software that is to remain safe
from system software upgrades. Since system upgrades from Red Hat are done safelyRitNMthe
and Gnome-RPM, you don't need to protect files by putting them/ursr/local . Instead, we
recommend you uskisr/local for software that is local to your machine.

For instance, let's say you have mountadr via read-only NFS from a host namgke . If there

is a package or program you would like to install, but you are not allowed to wrifgkt® , you
should install it undefusr/local . Later perhaps, if you have managed to convince the system
administrator ofake to install the program ofusr , you can uninstall it fromiusr/local

1.3 /proc and Its "Files"

The/proc directory contains special "files" that either extract information from or send information
to the kernel.

However, thelproc  directory is much more powerful than you might initially think. Through the
various "files" in this directory (which are really not files at all but interfaces into the kernel), a sys-
tem administrator can ugproc as an easy method of accessing information about the state of the
kernel, the attributes of the machine, the states of individual processes, and more. Byatsiimg
combination with the interfaces withiproc , you can immediately access an enormous amount of
information about any system. As an example, if you want to see how the memory registers are cur-
rently assigned on your computer:

[truk@tictactoe /proc]$ cat iomem
00000000-0009fbff : System RAM
0009fc00-0009ffff : reserved
000a0000-000bffff : Video RAM area
000c0000-000c7fff : Video ROM
000f0000-000fffff : System ROM
00100000-07ffffff : System RAM
00100000-002553d7 : Kernel code
002553d8-0026d91b : Kernel data
e0000000-e3ffffff : VIA Technologies, Inc. VT82C597 [Apollo VP3]
e4000000-e7ffffff : PCI Bus #01
€4000000-e4003fff : Matrox Graphics, Inc. MGA G200 AGP
e5000000-e57fffff : Matrox Graphics, Inc. MGA G200 AGP
e8000000-e8ffffff : PClI Bus #01
e8000000-e8ffffff : Matrox Graphics, Inc. MGA G200 AGP
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€a000000-ea00007f : Digital Equipment Corporation DECchip 21140
€a000000-ea00007f : ethO

ffff0000-ffffffff : reserved

[truk@tictactoe /proc]$

Or (and more usefully), if were connecting to an unknown machine and wanted to know its CPU type
and speed, you can use the following command:

cat /proc/cpuinfo

Other valuable bits of system information can be gathered érmiine , meminfo , partitions ,
andversion , among others.

The directories inproc  symbolize a collection of information about a particular application or
process. For example, thproc/sys/kernel directory is full of information about the kernel,
such as the maximum number of threattsgads-max ) and the maximum number of messages
(msgmay).

1.4 Special Red Hat Linux File Locations

In addition to the files pertaining tBPM that reside infvar/lib/rpm (see theRPM chapter in
the Official Red Hat Linux Customization Guider more information orRPM), there are two other
special locations reserved for Red Hat Linux configuration and operation.

The configuration tools provided with Red Hat Linux install many scripts, bitmap, and text files in
Jusr/lib/rhs . Since these files are generated by software on your system, you probably won't
want to edit any of them by hand.

The other special locatiorgtc/sysconfig ) stores configuration information. Many scripts that

run at boot time use the files in this directory. These files can be edited by hand, but they can also be
configured usind.inuxconf, a control panel tool, or another configuration tool. €dficial Red Hat

Linux Customization Guidfor instructions on usinginuxconf.
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2 Users and Groups

The control ofusersandgroups exists at the core of Red Hat Linux system administration.

Userscan be either actual people (accounts tied to a particular physical user) or logical users (accounts
that exist for applications so that they can do particular things). Both types of users, actual or logical,
have aUser ID andGroup ID . User IDs are usually unique (but don’t have to be).

Groups are always logical expressions of organization. Users make up groups, and groups form the
foundation of tying users together and giving them permissions to read, write, or execute a given file.

Any file created is assigned a user and group when it is made, as well as being assigned separate read,
write, and execute permissions for the file’s owner, the group assigned to the file, and any other users
on that host. The user and group of a particular file, as well as the permissions on that file, can be
changed by root or, to a lesser extent, by the creator of the file.

Proper management of users and groups, as well as assigning and revoking permissions, is one of the
most important tasks of any system administrator. Thankfully, Red Hat Linux makes this job as easy
as possible while preserving the security of the files on the host.

2.1 Tools for User and Group Administration

Managing users and groups has traditionally been tedious, but Red Hat Linux provides a few tools and
conventions to make users and groups easier to manage.

While you can useiseradd to create a new user from the shell prompt, a popular way to manage
users and groups is througmuxconf (see theOfficial Red Hat Linux Customization Guifter details
on Linuxconf).

2.2 Standard Users

In Table 2—1 Standard Usersyou'll find the standard users set up by the installation process (this is
essentially théetc/passwd  file). The Group ID (GID) in this table is thprimary groupfor the
user. See Section 2.Wser Private Groupdgor details on how groups are used.

Table 2-1 Standard Users

User UID | GID | Home Directory Shell
root 0 0 /root /bin/bash
bin 1 1 /bin

daemon 2 2 /sbin
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User UID | GID | Home Directory Shell
adm 3 4 Ivar/fadm
Ip 4 7 Ivar/spool/lpd
sync 5 0 /sbin /bin/sync
shutdown 6 0 /sbin /sbin/shutdown
halt 7 0 /sbin /sbin/halt
mail 8 12 | /var/spool/mail
news 9 13 | /var/spool/news
uucp 10 | 14 | /var/spool/uucp
operator 11 (O /root
games 12 | 100 | /ust/games
gopher 13 | 30 | /usr/lib/gopher-
data
ftp 14 |50 | /var/ftp
nobody 99 |99 |/

2.3 Standard Groups

In Table 2—-2,Standard Groupsyou'll find the standard groups as set up by the installation process
(this is essentially théetc/group file).

Table 2-2 Standard Groups

Group GID Members

root 0 root

bin 1 root, bin, daemon
daemon 2 root, bin, daemon
sys 3 root, bin, adm
adm 4 root, adm, daemon
tty 5
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Group GID Members
disk 6 root

Ip 7 daemon, Ip
mem 8

kmem

wheel 10 root

mail 12 mail
news 13 news
uucp 14 uucp
man 15

games 20

gopher 30

dip 40

ftp 50

nobody 99

users 100

2.4 User Private Groups

Red Hat Linux uses aser private group (UPG) scheme, which makes UNIX groups much easier to
use. The UPG scheme does not add or change anything in the standard UNIX way of handling groups;
it simply offers a new convention. Whenever you create a new user, by default, he or she has a unique
group. The scheme works as follows:

User Private Group
Every user has a primary group; the user is the only member of that group.
umask = 002

Traditionally, on UNIX systems the umask is 022, which prevents other asersther mem-
bers of a user’s primary groufpom modifying a user’s files. Since every user has his or her own
private group in the UPG scheme, this "group protection” is not needed. A umask of 002 will
prevent users from modifying other users’ private files. The umask is ¢etdfprofile
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setgid bit on Directories

If you set the setgid bit on a directory (withmod g+s directory ), files created in that
directory will have their group set to the directory’s group.

Many IT organizations like to create a group for each major project and then assign people to the
group if they need to access that group’s files. Using this traditional scheme, managing files has been
difficult because when someone creates a file, it is associated with the primary group to which he or
she belongs. When a single person works on multiple projects, it is difficult to associate the right
files with the right group. Using the UPG scheme, however, groups are automatically assigned to files
created within that directory, which makes managing group projects that share a common directory
very simple.

For example, let's say you have a big project catlegte] with many people editing tha@evelfiles in
adevel directory. Make a group calletkvel , chgrp thedevel directory todevel , and add all
of the develusers to thelevel group.

You can add a user to a group usinguxconf (see theDfficial Red Hat Linux Customization Guide
If you prefer to use the command line, use thsr/sbin/groupadd groupname command
to create a group. Thesr/bin/gpasswd -a loginname groupname command will add
a userloginnameto a group. (See thgroupadd andgpasswd man pages if you need more infor-
mation on their options.) Thietc/group  file contains the group information for your system.

If you created thalevel group, added users to tlidevel group, changed the group fdevel
directory to thedevel group, and set the setgid bit for tdevel directory, alldevelusers will be
able to edit theleveffiles and create new files in tlkevel  directory. The files they create will always
retain theirdevel group status, so othélevelusers will always be able to edit them.

If you have multiple projects likeleveland users who are working on multiple projects, these users
will never have to change their umask or group when they move from project to project. If set correctly,
the setgid bit on each project’'s main directory "selects" the proper group for all files created in that
directory.

Since each user’s home directory is owned by the user and their private group, it is safe to set the
setgid bit on the home directory. However, by default, files are created with the primary group of the
user, so the setgid bit would be redundant.

2.4.1 User Private Group Rationale

Although UPG has existed in Red Hat Linux for quite some time, many people still have questions
about it, such as why UPG is necessary. Consider the following rationale for the scheme:

» Youwould like to have a group of people work on a set of files in'tlse/lib/emacs/site-
lisp directory. You trust a few people to modify the directory but certainly not everyone.

* So, first you create aamacs group:
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lusr/shin/groupadd emacs
Next, you enter:
chown -R root.emacs /usr/lib/emacs/site-lisp

to associate the contents of the directory with ¢neacs group and add the proper users to the
group:

lusr/bin/gpasswd -a < username > emacs
To allow the users to actually create files in the directory you enter:
chmod 775 /usr/lib/emacs/site-lisp

But when a user creates a new file it is assigned the group of the user’s default group (usually
users ). To prevent this you enter:

chmod 2775 /usr/lib/emacs/site-lisp

which causes everything in the directory to be created witlethacs group.

But the new file needs to be mode 664 for another user in the emacs group to be able to editit. To
do this you make the default umask 002.

Well, this all works fine, except that if your default groupuisers , every file you create in your
home directory will be writable by everybody users (usually everyone).

To fix this, you make each user have a "private group" as their default group.

At this point, by making the default umask 002 and giving everyone a private default group, you can
easily set up groups that users can take advantage of without any extra work every time users write
files to the group’s common directory. Just create the group, add the users, and do thehalvave
andchmod on the group’s directories.
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3 Boot Process, Init, and Shutdown

This chapter contains information on what happens when you boot or shut down your Red Hat Linux
system.

3.1 Introduction

One of the most powerful aspects of Red Hat Linux concerns its open method of starting and stopping
the operating system, where it loads specified programs using their particular configurations, permits
you to change those configurations to control the boot process, and shuts down in a graceful and or-
ganized way. While other operating systems attempt to control the way the computer boots or prevent
you from customizing what happens at shutdown, Red Hat Linux allows you full access to every step

in the process.

Beyond the question of controlling of the boot or shutdown process, the open nature of Red Hat Linux
makes it much easier to determine the exact source of most problems associated with starting up or
shutting down your system. An understanding of this process is quite beneficial for even basic trou-
bleshooting.

3.2 Behind the Scenes of the Boot Process

Note

This section looks at the x86 boot process, in particular. Depending on your
system’s architecture, your boot process may be slightly different. However,
once the kernel is found and loaded by the system, the default Red Hat Linux
boot process is identical across all architectures. Please see Sectibii-3.8,
ferences in the Boot Process of Other Architectdiogsnore information on

a non-x86 boot process.

When a computer is booted, the processor looks at the end of the system memonBi@$@asic
Input/Output System) and runs it. The BIOS program is written into read-only permanent memory
and is always available for use. The BIOS provides the lowest level interface to peripheral devices
and controls the first step of the boot process.

The BIOS tests the system, looks for and checks peripherals, and then looks for a drive to use to
boot the system. Usually, it checks the floppy drive (or CD-ROM drive on many newer systems) for
bootable media, if present, and then it looks to the hard drive. The order of the drives used for booting
is usually controlled by a particular BIOS setting on the system. Once Red Hat Linux is installed on
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a hard drive of a system, the BIOS looks favlaster Boot Record (MBR) starting at the first sector
on the first hard drive, loads its contents into memory, and passes control to it.

This MBR code then looks for the first active partition and reads the partition’s boot record. The boot
record contains instructions on how to load the boot loddé&) (LInux LOader). The MBR then
loads LILO, which takes over the process (if LILO is installed in the MBR). In the default Red Hat
Linux configuration, LILO uses the settings in the MBR to display boot options and allow for user
input on which operating system to actually start up.

But this begs the question: How does LILO in the MBR know what to do when the MBR is
read? LILO actually has already written the instructions there through the uge of with the
/etcllilo.conf configuration file.

3.2.1 Options in /etc/lilo.conf

Most of the time, you will have no need to change the Master Boot Record on your hard drive un-
less you need to boot a newly installed operating system or are looking to use a new kernel. If you
do need to create a new MBR using LILO but using a different configuration, you will need edit
/etcllilo.conf and runlilo  again.

WARNING I

If you are planning to edit /etc/lilo.conf , be sure to make a backup
copy of the file before making any changes. Also, be sure that you have a
working boot floppy available so that you will be able to boot the system
and make changes to the MBR if there is a problem. See the man pages
for mkbootdisk for more information on creating a boot disk.

The file /etc/lilo.conf is used bylilo  to determine which operating system(s) to utilize or
which kernel to start, as well as to know where to install itself (for examgby/hda  for the first
IDE hard drive). A sampléetc/lilo.conf file looks like this:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt

timeout=50
message=/boot/message
Iba32

default=linux

image=/boot/vmlinuz-2.4.0-0.43.6
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label=linux
initrd=/boot/initrd-2.4.0-0.43.6.img
read-only

root=/dev/hda5

other=/dev/hdal
label=dos

This example shows a system configured to boot two operating systems: Red Hat Linux and DOS.
Here is a deeper look at a few of the lines of this file (yéetc/lilo.conf may look a little
different):

boot=/dev/hda  tells LILO to look on the first hard disk on the first IDE controller.
map=/boot/map locates the map file. In normal use, this should not be modified.

install=/boot/boot.b tells LILO to install the specified file as the new boot sector. In
normal use, this should not be altered. If thetall line is missing, LILO will assume a default
of /boot/boot.b as the file to be used.

The existence gprompt tells LILO to show you whatever is referenced in thessage line.
While it is not recommended that you remove grempt line, if you do remove it, you can still
get a prompt by holding down tHishift] key while your machine starts to boot.

timeout=50 sets the amount of time that LILO will wait for user input before proceeding with
booting thedefault  line entry. This is measured in tenths of a second, with 50 as the default.

message=/boot/message  refers to the screen that LILO displays to let you select the oper-
ating system or kernel to boot.

Iba32 describes the hard disk geometry to LILO. Another common entry héireesr . You
should not change this line unless you are very aware of what you are doing. Otherwise, you could
put your system in a state where it cannot boot.

default=linux refers to the default operating system for LILO to boot from the options listed
below this line. The namkénux refers to thdabel line below in each of the boot options.

image=/boot/vmlinuz-2.4.0-0.43.6 specifies the linux kernel to boot with this par-
ticular boot option.

label=linux names the operating system option in the LILO screen. In this case, it also is the
name that is referred to by thiefault  line.

initrd=/boot/initrd-2.4.0-0.43.6.img refers to thenitial ram disk image that is

used at boot time to actually initialize and start the devices that makes booting the kernel possible.
The initial ram disk is a collection of machine-specific drivers necessary to operate the hard drive
and anything needed to load the kernel. You should never try to share initial ram disks between
machines unless they are identical in their hardware configurations (and even then, itis a bad idea).
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 read-only specifies that the root partition (see ttuot line below) as one that cannot be
changed, only read.

» root=/dev/hda5 tells LILO what disk partition to use as the root partition.

LILO then shows the Red Hat Linux initial screen with the different operating systems or kernels it
has been configured to boot. If you only have Red Hat Linux installed and have not changed anything
in /etc/lilo.conf , you will only seelinux as an option. If you have set up LILO to boot other
operating systems as well, this screen is your chance to select what operating system will boot. Use
your arrow keys to highlight the operating system and pi&ser]

If you would like to have a command prompt to enter commands to LILO, gasf-[X]. LILO
displays aLILO: prompt on the screen and waits for a preset period of time for input from the user.
(The amount of time LILO waits is set by thieneout line in the/etc/lilo.conf file.) If your
/etc/lilo.conf is set to give LILO a choice of operating systems, at this time you could type in
the label for whichever operating system you want to boot.

If LILO is booting Linux, it first loads the kernel into memory, which isalinuz file (plus a version
number, for exampleymlinuz-2.4.0-xx ) located inthéboot directory. Then the kernel passes
control toinit

At this point, with the kernel loaded into memory and operational, Linux is already started, although
at a very basic level. However, with no applications utilizing the kernel and with no ability for the user
to provide meaningful input to the system, not much can be done with itinihe program solves

this problem by bringing up the various services that allow the system to perform its particular role.

3.2.2 Init

The kernel findsnit  in /sbin and executes it, anidit  which coordinates the rest of the boot
process.

Wheninit  starts, it becomes the parent or grandparent of all of the processes that start up automati-
cally on your Red Hat Linux system. First, it runs tleéc/rc.d/rc.sysinit script, which sets

your path, starts swapping, checks the filesystems, and so on. Bagicalginit takes care of
everything that your system needs to have done at system initialization. For example, on a networked
system/c.sysinit uses the information in thietc/sysconfig/network file to initialize
network processes. Most systems use a clock, so on theysinit uses thdetc/syscon-

fig/clock file to initialize the clock. If you have special serial port processes that need to be
initialized, rc.sysinit may also rurrc.serial

Then,init  runs the/etc/inittab script, which describes how the system should be set up in
eachrunlevel and sets the default runlevel. (See Section B Runlevelsor more information on

init runlevels.) This file states, among other things, tlsbin/update should be run whenever a
runlevel starts. Thepdate program is used to flush dirty buffers back to disk.
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Whenever the runlevel changesit uses the scripts ifetc/rc.d/init.d to start and stop
various services, such as your web server, DNS server, and so onirfirstsets the source function
library for the system (commonlietc/rc.d/init.d/functions ), which spells out how to
start or kill a program and how to find out the PID of a program. Thit, determines the current
and the previous runlevel.

Next, init  starts all of the background processes necessary for the system to run by looking in the
appropriaterc directory for that runlevel/étc/rc.d/rc <x>.d , where the<x> is numbered

0-6). init  runs each of the Kkill scripts (their file name starts witawith a stop parameter.
Then,init  runs all of the start scripts (their file names start with$nin the appropriate run-

level directory with astart  so that all services and applications are started correctly. In fact, you
can execute these same scripts manually after the system is finished booting with a command like
letc/re.d/init.d/httpd  stop or service httpd stop logged in as root. This will

stop thehttpd  server.

Note

When starting services manually, you should be root. If you get a error when
executingservice httpd stop , You may not havésbin pathed in
/root/.bashrc (or the correctrc file for your preferred shell). You
can either type the full command fsbin/service httpd stop or
addexport PATH="$PATH:/sbin" to your shell.rc file. If you edit

your shell configuration file, log out and back in as root to make the changed
shell configuration file take effect.

None of the scripts that actually start and stop the services are locatetd/ic.d/rc <x>.d .

Rather, all of the files idetc/rc.d/rc <x>.d aresymbolic links that point to actual scripts lo-

cated in/etc/rc.d/init.d . A symbolic link is nothing more than a file that simply points to
another file, and they are used in this case because they can be created and deleted without affecting
the actual script that kills or starts the service. The symbolic links to the various scripts are numbered
in a particular order so that they start in that order. You can change the order in which the services
start up or are killed by changing the name of the symbolic link that refers to the script that actually
starts or kills the service. You can give symbolic links the same number as other symbolic links if you
want that service start or stop right before or after another service.

For example, for runlevel 3nit  looks into theetc/rc.d/rc5.d directory and might finds the
following (your system and configuration may vary):

KOlpppoe -> ../init.d/pppoe
K05innd -> ../init.d/innd
K10ntpd -> ../init.d/ntpd
K15httpd -> ../init.d/httpd
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K15mysqld -> ../init.d/mysqld
K15pvmd -> ../init.d/pvmd
Kl6rarpd -> ../init.d/rarpd
K20bootparamd -> ../init.d/bootparamd
K20nfs -> ../init.d/nfs

K20rstatd -> ../init.d/rstatd
K20rusersd -> ../init.d/rusersd
K20rwalld -> ../init.d/rwalld
K20rwhod -> ../init.d/rwhod
K25squid -> ../init.d/squid
K28amd -> ../init.d/amd
K30mcserv -> ..[init.d/mcserv
K34yppasswdd -> ../init.d/yppasswdd
K35dhcpd -> ../init.d/dhcpd
K35smb -> ../init.d/smb
K35vncserver -> ..[init.d/vncserver
K45arpwatch -> ../init.d/arpwatch
K45named -> ../init.d/named
K50snmpd -> ../init.d/snmpd
K54pxe -> ..[init.d/pxe
K55routed -> ../init.d/routed
K60mars-nwe -> ..[init.d/mars-nwe
K61lldap -> ../init.d/Idap
K65kadmin -> ../init.d/kadmin
K65kprop -> ../init.d/kprop
K65krb524 -> . /init.d/krb524
K65krb5kdc -> ../init.d/krb5kdc
K75gated -> ../init.d/gated
K80nscd -> ../init.d/nscd
K84ypserv -> ./init.d/ypserv
K90ups -> ../init.d/ups

K96irda -> ../init.d/irda
S05kudzu -> ../init.d/kudzu
SO06reconfig -> ../init.d/reconfig
S08ipchains -> ../init.d/ipchains
S10network -> ../init.d/network
S12syslog -> ../init.d/syslog
S13portmap -> ../init.d/portmap
Sl4nfslock -> ../init.d/nfslock
Si18autofs -> ../init.d/autofs
S20random -> ../init.d/random
S25netfs -> ../init.d/netfs
S26apmd -> ../init.d/apmd
S35identd -> ../init.d/identd
S40atd -> ../init.d/atd
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S45pcmcia -> ../init.d/pcmcia
S55sshd -> ../init.d/sshd
S56rawdevices -> ../init.d/rawdevices
S56xinetd -> ../init.d/xinetd
S60Ilpd -> ../init.d/lpd
S75keytable -> ../init.d/keytable
S80isdn -> ../init.d/isdn
S80sendmail -> ../init.d/sendmail
S85gpm -> ../init.d/gpm
S90canna -> ../init.d/canna
S90crond -> ../init.d/crond
S90FreeWnn -> ../init.d/FreeWnn
S90xfs -> ../init.d/xfs
S95anacron -> ../init.d/anacron
S97rhnsd -> ../init.d/rhnsd
S99linuxconf -> ../init.d/linuxconf
S99local -> ../rc.local

These symbolic links telhit  that it needs to kilpppoe , innd , ntpd , httpd , mysqld , pvmd,
rarpd , bootparamd ,nfs ,rstatd ,rusersd ,rwalld ,rwhod,squid ,amd mcserv ,yp-
passwdd , dhcpd , smb, vncserver , arpwatch , named, snmpd, pxe, routed , mars-nwe ,

Idap , kadmin , kprop , krb524 | krb5kdc , gated , nscd , ypserv , ups, andirda . After

all processes are killedhit  looks into the same directory and finds start scriptskiadzu , re-
config ,ipchains , portmap , nfslock , autofs , random, netfs , apmd, identd , atd ,
pcmcia , sshd , rawdevices , xinetd , Ipd , keytable , isdn , sendmail , gpm, canna,
crond , FreeWnn, xfs , anacron , rhnsd , andlinuxconf . The last thingnit does is run
letc/re.d/rc.local to run any special scripts configured for that host. At this point, the sys-
tem is considered to be operating at runlevel 5.

After init  has progressed through all of the runlevels,/gte/inittab script forks agetty

process for each virtual console (login prompts) for each runlevel (runlevels 2-5 get all six; runlevel
1, which is single user mode, only gets one console; runlevels 0 and 6 get no virtual consoles). Basi-
cally, getty opens tty lines, sets their modes, prints the login prompt, gets the user's name, and then
initiates a login process for that user. This allows users to authenticate themselves to the system and
begin to use it.

Also, /etc/inittab tellsinit  how it should handle a user hittifgtri]-[Alt]-[Delete] at the con-

sole. As Red Hat Linux should be properly shut down and restarted rather immediately power-cycled,
init s told to execute the commarisbin/shutdown -t3 -r now when a user hits those
keys. In addition/etc/inittab states whatnit  should do in case of power failures, if your
system has a UPS unit attached to it.

In runlevel 5 /etc/inittab runs a script calledetc/X11/prefdm . Theprefdm script runs
the preferred X display managegdm if you’re running GNOME kdm if you're running KDE, or
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xdm if you're running AnotherLevel) based on the contents of/géte/sysconfig/desktop
directory.

At this point, you should be looking at a login prompt. All that, and it only took a few seconds.

3.2.3 SysV Init

As we have seen, theit  program is run by the kernel at boot time. Itis in charge of starting all the
normal processes that need to start up with the system. These include the getty processes that allow
you to log in, NFS daemons, FTP daemons, and anything else you want to run when your machine
boots.

SysV initis the standard init process in the Linux world to control the startup of software at boot time,
because it is easier to use and more powerful and flexible than the traditionahBSD

SysV init also differs from BSD init in that the configuration files are/@tc/rc.d instead of
residing directly infetc . In /etc/rc.d , you will find rc , rc.local , rc.sysinit , and the
following directories:

init.d

rcO0.d

rcl.d

rc2.d

rc3.d

rc4.d

rc5.d

rc6.d

SysV init represents each of the init runlevels with a separate directory,ingingand symbolic links
in each of the directories to actually stop and start the services as the system moves from runlevel to
runlevel.

In summary, the chain of events for a SysV init boot is as follows:

* The kernel looks idsbin  for init

e init runs the/etc/rc.d/rc.sysinit script
e rc.sysinit handles most of the boot loader’s processes and therrcisesial (if it ex-
ists)

e init runs all the scripts for the default runlevel

e init runs/etc/rc.d/rc.local

The default runlevel is decided Iatc/inittab . You should have a line close to the top like:
id:3:initdefault:
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The default runlevel is 3 in this example, the number after the first colon. If you want to change it,
you can editetc/inittab by hand. Be very careful when you are editing thiggtab  file. If
you do mess up, you can fix it by rebooting, accessingtha: prompt with[Cntl]-[X], and typing:

boot: linux single
Thisshouldallow you to boot into single-user mode so you can redadibb  toits previous value.

Next, we'll discuss information in the files withfietc/sysconfig that define the parameters used
by different system services when they start up.

3.3 Sysconfig Information

The following information outlines some of the various filegétc/sysconfig , their function,
and their contents. This information is not intended to be complete, as many of these files have a
variety of options that are only used in very specific or rare circumstances.

3.3.1 Files in /etc/sysconfig

The following files are normally found ifetc/sysconfig
e amd

e apmd

« authconfig

* cipe

» clock

» desktop

o firewall

» harddisks
*  hweconf

* i18n

e init

e irda

* keyboard
e kudzu

. mouse
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e network

* pcmcia

e rawdevices
e sendmall

e soundcard

e ups

e vncservers

It is possible that your system may be missing a few of them if the corresponding program that would
need that file is not installed.

Let’s take a look at each one.

/etc/sysconfig/amd

The/etc/sysconfig/amd file contains various parameters useddmd allowing for the auto-
mounting and automatic unmounting of filesystems.

/etc/sysconfig/apmd

The /etc/sysconfig/apmd file is used byapmd as a configuration for what things to

start/stop/change on suspend or resume. It is set up to turn onapraff during startup, depending

on whether your hardware suppodvanced Power Managemen{APM) or if you choose not to

use it.apmis a monitoring daemon that works with power management code within the Linux kernel.
It can alert you to a low battery if you are using Red Hat Linux on a laptop, among other things.

letc/sysconfig/authconfig

The/etc/sysconfig/authconfig file sets the kind of authorization to be used on the host. It
contains one or more of the following lines:

e USEMDb5=value> , where<value> is one of the following:
— yes — MD5 is used for authentication.
— no — MDS5 is not used for authentication.

» USEKERBEROSwalue> , where<value> is one of the following:
— yes — Kerberos is used for authentication.
— no — Kerberos is not used for authentication.
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e USELDAPAUTH<value> , where<value> is one of the following:
— yes — LDAP is used for authentication.
— no — LDAP is not used for authentication.

letc/sysconfig/cipe
The/etc/sysconfig/cipe file configurescipe when it starts.

It may contains the following sample values:
» DEVICE=eth0 , which specifies the network adapter tiogie will utilize.

» PORT=9999 which designates the UDP port number to be used byife process in both
endpoints.

PEER=0.0.0.0 , which specifies the real address of the renmpe endpoint. You can set
this address dynamically by setting this value to 0.0.0.0.

IPADDR=0.0.0.0 , which specifies the virtual address at the local end oftthe tunnel.
PTPADDR=0.0.0.0 , which specifies the virtual address at the remote end ofiffe tunnel.

/etc/sysconfig/clock

The/etc/sysconfig/clock file controls the interpretation of values read from the system clock.
Earlier releases of Red Hat Linux used the following values (which are deprecated):

e CLOCKMODEKwalue> , where<value> is one of the following:
— GMT— Indicates that the clock is set to Universal Time (Greenwich Mean Time).
— ARC—Indicates the ARC console’s 42-year time offset is in effect (for Alpha-based systems
only).
Currently, the correct values are:
 UTC=uvalue> , where<value> is one of the following boolean values:

— true — Indicates that the clock is set to Universal Time. Any other value indicates that it is
set to local time.

« ARC=value> , where<value> is the following:

— true — Indicates the ARC console’s 42-year time offset is in effect. Any other value indi-
cates that the normal UNIX epoch is assumed (for Alpha-based systems only).
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» ZONE=xfilename> — Indicates the timezone file undéusr/share/zoneinfo that
/etc/localtime is a copy of, such as:

ZONE="America/New York"

letc/sysconfig/desktop
The/etc/sysconfig/desktop file specifies the desktop manager to be run, such as:

DESKTOP="GNOME"

letc/sysconfig/firewall

The /etc/sysconfig/firewall file contains various firewall settings. By default, this file is
created but empty.

letc/sysconfig/harddisks
The/etc/sysconfig/harddisks file allows you to tune your hard drive(s).

WARNING I

Don’t make changes to this file lightly. If you change the default values
stored here, you could corrupt all of the data on your hard drive(s).

The/etc/sysconfig/harddisks file may contain the following:

 USE_DMA=1where setting this to 1 enables DMA. However, with some chipsets and hard drive
combinations, DMA can cause data corruptidbheck with your hard drive documentation or
manufacturer before enabling this.

e Multiple_I0=16 , where a setting of 16 allows for multiple sectors per 1/O interrupt. When
enabled, this feature reduces operating system overhead by 30cE@%4vith caution.

EIDE_32BIT=3 enables (E)IDE 32-bit I/O support to an interface card.
« LOOKAHEAD=g&nables drive read-lookahead.
« EXTRA_PARAMSspecifies where extra parameters can be added.

/etc/sysconfig/hwconf

The /etc/sysconfig/hwconf file lists all the hardware thdtudzu detected on your system,
as well as the drivers used, vendor ID and device ID information. Klidzu program detects and
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configures new and/or changed hardware on a system/eftisysconfig/hwconf file is not

meant to be manually edited. If you do edit it, devices could suddenly show up as being added or
removed.

/etc/sysconfig/il8n

The/etc/sysconfig/il8n file sets the default language, such as:

LANG="en_US"

letc/sysconfig/init

The/etc/sysconfig/init file controls how the system will appear and function during bootup.
The following values may be used:

e« BOOTUP=value> , where<value> is one of the following:

— BOOTUP=color means the standard color boot display, where the success or failure of de-
vices and services starting up is shown in different colors.

— BOOTUP=verbose means an old style display, which provides more information than purely
a message of success or failure.

— Anything else means a new display, but without ANSI-formatting.

RES_COL=value> , where<value> is the number of the column of the screen to start status
labels. Defaults to 60.

« MOVE_TO_COl<value> , where<value> moves the cursor to the value in tRES_COL
line. Defaults to ANSI sequences output by echa

» SETCOLOR_SUCCESSwalue> ,where<value> sets the color to a color indicating success.
Defaults to ANSI sequences output by echqg setting the color to green.

e SETCOLOR_FAILURE=value> , where<value> sets the color to a color indicating failure.
Defaults to ANSI sequences output by eckq setting the color to red.

e SETCOLOR_WARNINGwalue> ,where<value> sets the colorto a color indicating warning.
Defaults to ANSI sequences output by eckq setting the color to yellow.

» SETCOLOR_NORMAkwalue> , where<value> sets the colorto’normal’. Defaults to ANSI
sequences output by eche .

e LOGLEVEL=value> , where<value> sets the initial console logging level for the kernel.
The defaultis 7; 8 means everything (including debugging); 1 means nothing except kernel panics.
syslogd will override this once it starts.
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« PROMPT=value> , where<value> is one of the following boolean values:
— yes — Enables the key check for interactive mode.

— no — Disables the key check for interactive mode.

letc/sysconfig/irda

The/etc/sysconfig/irda file controls how infared devices on your system are configured at
startup.

The following values may be used:
* IRDA=<value> , where<value> is one of the following boolean values:

— yes — irattach will be run, which periodically checks to see if anything is trying to
connect to the infrared port, such as another notebook computer trying to make a network
connection. For infrared devices to work on your system, this line must be pes to

— no —irattach  will not be run, preventing infrared device communication.

» DEVICE=<value> , where<value> is the device (usually a serial port) that handles infrared
connections.

» DONGLE=value> , where<value> specifies the type of dongle being used for infrared com-
munication. This setting exists for people who use serial dongles rather than real infrared ports.
A dongle is a device that is attached to a traditional serial port to communicate via infrared. This
line is commented out by default because notebooks with real infrared ports are far more common
than computers with add-on dongles.

 DISCOVERY=value> , where<value> is one of the following boolean values:

— yes — Startsirattach in discovery mode, meaning it actively checks for other infrared
devices. This needs to be turned on for the machine to be actively looking for an infrared
connection (meaning the peer that does not initiate the connection).

— no — Does not starirattach in discovery mode.

letc/sysconfig/keyboard

The/etc/sysconfig/keyboard file controls the behavior of the keyboard. The following val-
ues may be used:
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» KEYBOARDTYPE=sun|p¢ which is used on SPARCs onlysun means a Sun keyboard is
attached oridev/kbd , andpc means a PS/2 keyboard connected to a PS/2 port.

. KEYTABLE=file> , where <file> is the name of a keytable file. For
example: KEYTABLE="us". The files that can be used as keytables start
in  /usr/lib/kbd/keymaps/i386 and branch into different  keyboard
layouts from there, all labeled<file> .kmap.gz . The first file found beneath
{usr/lib/kbd/keymaps/i386 that matches thEEYTABLEsetting is used.

/etc/sysconfig/kudzu

The/etc/sysconfig/kuzdu allows you to specify a safe probe of your system’s hardware by

kudzu at boot time. A safe probe is one that disables serial port and DDC monitor probing.
* SAFE=<value> , where<value> is one of the following:

— yes — kuzdu does a safe probe.

— no — kuzdu does a normal probe.

/etc/sysconfig/mouse

The/etc/sysconfig/mouse file is used to specify information about the available mouse. The
following values may be used:

 FULLNAME=value> ,where<value> refers to the full name of the kind of mouse being used.
»  MOUSETYPEwvalue> , where<value> is one of the following:

— microsoft — A Microsoft™ mouse.

— mouseman— A MouseMan™ mouse.

— mousesystems — A Mouse Systems™ mouse.

— ps/2 — APS/2 mouse.

— msbm— A Microsoft™ bus mouse.

— logibm — A Logitech™ bus mouse.

— atibm — An ATI™ bus mouse.

— logitech — A Logitech™ mouse.

— mmseries — An older MouseMan™ mouse.

— mmhittab — An mmhittab mouse.
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«  XEMU3=value> , where<value> is one of the following boolean values:
— yes — The mouse only has two buttons, but three mouse buttons should be emulated.
— no — The mouse already has three buttons.

» XMOUSETYPEwalue> , where<value> refers to the kind of mouse used when X is running.
The options here are the same asM@USETYPEetting in this same file.

In addition,/dev/imouse is a symbolic link that points to the actual mouse device.

/etc/sysconfig/network

The /etc/sysconfig/network file is used to specify information about the desired network
configuration. The following values may be used:

»  NETWORKING=value> , where<value> is one of the following boolean values:
— yes — Networking should be configured.
— no — Networking should not be configured.

HOSTNAME=value> , where <value> should be theFully Qualified Domain Name
(FQDN), such ashostname.domain.com , but can be whatever hostname you want.

Note

For compatibility with older software that people might install (such as
trn ), the/etc/HOSTNAME file should contain the same value as here.

GATEWAY<value> , where<value> is the IP address of the network’s gateway.
» GATEWAYDEWvalue> , where<value> is the gateway device, such eth0 .
NISDOMAIN=<value> , where<value> is the NIS domain name.

/etc/sysconfig/pcmcia

The/etc/sysconfig/pcmcia file is used to specify PCMCIA configuration information. The
following values may be used:

« PCMCIA=value> , where<value> is one of the following:
— yes — PCMCIA support should be enabled.
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— no — PCMCIA support should not be enabled.

PCIC=<value> , where<value> is one of the following:
— 182365 — The computer has an i82365-style PCMCIA socket chipset.
— tcic — The computer has a tcic-style PCMCIA socket chipset.

PCIC_OPTS=value> , where<value> is the socket driver (i82365 or tcic) timing parame-
ters.

« CORE_OPTS=value> , where<value> is the list ofpcmcia_core options.

+ CARDMGR_OPTSwalue> , where<value> is the list of options for the PCMClgardmgr
(such asqg for quiet mode:m to look for loadable kernel modules in the specified directory, and
so on). Read theardmgr man page for more information.

/etc/sysconfig/rawdevices

The/etc/sysconfig/rawdevices file is used to configure raw device bindings, such as:
/dev/raw/rawl /dev/sdal
/dev/raw/raw2 8 5

letc/sysconfig/sendmail

The/etc/sysconfig/sendmail file allows messages to be sent to one or more recipients, rout-
ing the message over whatever networks are necessary. The file sets the default valueSeéodthe

mail application to run. Its default values are to run as a background daemon, and to check its queue
once an hour in case something has backed up.

The following values may be used:
« DAEMON=value> , where<value> is one of the following boolean values:

— yes — Sendmail should be configured to listen to port 25 for incoming mgits implies
the use ofSendmail’s -bd options.

— no — Sendmail should not be configured to listen to port 25 for incoming mail.

*  QUEUE=1hwhich is given taSendmail as-g$QUEUE The-g option is not given t&&endmail
if /etc/sysconfig/sendmail exists andQUEUESs empty or undefined.
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/etc/sysconfig/soundcard

The/etc/sysconfig/soundcard file is generated bgndconfig  and should not be modified.

The sole use of this file is to determine what card entry in the menu to pop up by default the next time
sndconfig is run. Soundcard configuration information is located in/éte/modules.conf

file.

It may contain the following:

» CARDTYPE=value> , where<value> is set to, for exampleSB16 for a Soundblaster 16
sound card.

letc/sysconfig/ups

The/etc/sysconfig/ups file is used to specify information about albiinterruptible Power
Supplies(UPS) connected to your system. A UPS can be very valuable for a Red Hat Linux system
because it gives you time to correctly shut down the system in the case of power interruption. The
following values may be used:

e SERVER=value> , where<value> is one of the following:
— yes — A UPS device is connected to your system.
— no — A UPS device is not connected to your system.

e MODEL=value> , where<value> must be one of the following or set MONHEf no UPS is
connected to the system:

— apcsmart — For a APC SmartUPS™ or similar device.
— fentonups — For a Fenton UPS™.,

— optiups — For an OPTI-UPS™ device.

— bestups — For a Best Power™ UPS.

— genericups — For a generic brand UPS.

— ups-trust425+625 — For a Trust™ UPS.

» DEVICE=<value> , where <value> specifies where the UPS is connected, such as
/dev/ttyS0

* OPTIONS=<value> ,where<value> is a special command that needs to be passed to the UPS.
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letc/sysconfig/vncservers

The /etc/sysconfig/vncservers file configures how theVirtual Network Computing
(VNC) server starts up. VNC is a remote display system which allows you to view a desktop
environment not only on the machine where it is running but across different networks (from a LAN
to the Internet) and using a wide variety of machine architectures.

It may contain the following:
*  VNCSERVERSwvalue> , where<value> is set to something liké&l:root"

3.3.2 Files in /etc/sysconfig/network-scripts/

The following files are normally found ifetc/sysconfig/network-scripts , Where<if-
name>represents the name of the network interface:

» [etc/sysconfig/network-scripts/ifup
» letc/sysconfig/network-scripts/ifdown
» /etc/sysconfig/network-scripts/network-functions

» Jetc/sysconfig/network-scripts/ifcfg- <if-name>

» /etc/sysconfig/network-scripts/ifcfg- <if-name> - <clone-name>
» /etc/sysconfig/network-scripts/chat- <if-name>

» /etc/sysconfig/network-scripts/dip- <if-name>

» Jetc/sysconfig/network-scripts/ifup-post

Let's take a look at each one.

/etc/sysconfig/network-scripts/ifup and
letc/sysconfig/network-scripts/ifdown
These are symbolic links tsbin/ifup and/shin/ifdown , respectively. These are the only

two scripts in this directory that should be called directly; these two scripts call all the other scripts as
needed. These symbolic links are here for legacy purposes only — they will probably be removed in
future versions, so onlisbin/ifup and/sbin/ifdown should currently be used.

These scripts normally take one argument: the name of the device (seti0as They are called
with a second argument &oot during the boot sequence so that devices that are not meant to be
brought up on bootQNBOOT=ng[see below]) can be ignored at that time.
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letc/sysconfig/network-scripts/network-functions

Not really a public file. Contains functions which the scripts use for bringing interfaces up and down.
In particular, it contains most of the code for handling alternative interface configurations and interface
change notification throughetreport  , which is the program that tells network management scripts

to send a SIGIO signal to the process which calletteport ~ when any network interface status
changes occur.

letc/sysconfig/network-scripts/ifcfg- <if-name> and
letc/sysconfig/network-scripts/ifcfg- <if-name> . <clone-name>

The first file defines an interface, while the second file contains only the parts of the definition that are
different in a "alias" (or alternative) interface. Both require thakdmame> (name of a network
interface) is specified. For example, the network numbers might be different but everything else might
be the same, so only the network numbers would be in the clone file while all the device information
would be in the bas#dcfg file.

The items that can be defined in Bicfg  file depend on the interface type.
The following values are common:

» DEVICE=<name>, where<nameis the name of the physical device (except dynamically-allo-
cated PPP devices where it is the "logical name").

» IPADDR=<addr> , where<addr> is the IP address.

«  NETMASK=mask>, where<mask> is the netmask value.

*  NETWORK<addr> , where<addr> is the network address.

» BROADCAST<addr> , where<addr> is the broadcast address.

e  GATEWAY<addr> , where<addr> is the gateway address.

e ONBOOT=answer> , where<answer> is one of the following:
— yes — This device should be activated at boot-time.

— no — This device should not be activated at boot-time.
 USERCTL=answer> , where<answer> is one of the following:
— yes — Non-root users are allowed to control this device.

— no — Non-root users are not allowed to control this device.

BOOTPROTGeproto> , where<proto> is one of the following:
— none — No boot-time protocol should be used.
— bootp — The BOOTP protocol should be used.
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— dhcp — The DHCP protocol should be used.

The following values are common to all SLIP files:
» PERSIST=<answer> , where<answer> is one of the following:

— yes — This device should be kept active at all times, even if deactivated after a modem hang
up.
— no — This device should not be kept active at all times.

» MODEMPOR%port> , where <port> is the modem port's device name (for example,
"/dev/Imodem ").

e LINESPEED=<baud>, where<baud> is the modem'’s linespeed (for exampl&15200 ").
» DEFABORT=answer> , where<answer> is one of the following:
— yes — Insert default abort strings when creating/editing the script for this interface.
— no — Do not insert default abort strings when creating/editing the script for this interface.

letc/sysconfig/network-scripts/chat- <if-name>

This file is a chat script for SLIP connections and is intended to establish the connection. For SLIP
devices, a DIP script is written from the chat script.

letc/sysconfig/network-scripts/ifup-post

Thisfile is called when any network device (except a SLIP device) comes up. ltetallsyscon-
fig/network-scripts/ifup-routes to bring up static routes that depend on that device,
brings up aliases for that device, and sets the hostname if it is not already set — and a hostname can
be found for the IP for that devicéfup-post  sends SIGIO to any programs that have requested
notification of network events.

This file could be extended to set up nhame service configuration, call arbitrary scripts, and more, as
needed.

3.4 Init Runlevels

The idea behind operating different services at different runlevels essentially revolves around the fact
that different systems can be used in a different ways. Some services cannot be used until the system is
in a particular state, anode, such as ready for more than one user or has networking available. There
are times in which you may want to operate the system at a lower mode, such as testing a networking
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problem in runlevel 2 or leaving the system in runlevel 3 without an X session running. In these cases,
running services that depend upon a higher system mode to function doesn’'t make sense because they
won't work correctly anyway. By already having each service assigned to start when its particular
runlevel is reached, you ensure an orderly start up process and can quickly change the mode of the
machine without worrying about which services to manually start or stop.

Generally, Red Hat Linux operates in runlevel 3 — full multi-user mode. The following runlevels are
defined in Red Hat Linux:

e 0 — Halt

e 1 — Single-user mode

e 2 — Multi-user mode, without networking

* 3 — Full multi-user mode

* 4 — Notused

* 5 — Full multi-user mode (with an X-based login screen)
* 6 — Reboot

The default runlevel for a system to boot to and stop is configurddtafinittab . For more
information on/etc/inittab , see Section 3.2.3ysV Init
If your machine gets into a state where it will not boot due to a teacfinittab or will not

let you log in because you have a corruptett/passwd  (or if you have simply forgotten your
password), boot into single-user mode by typlimgix single at the LILOboot: prompt. A
very bare system will boot, and you will have a command shell from which you can fix things.

3.5 Initscript Utilities

The chkconfig  utility in /sbin  provides a simple command-line tool for maintaining the
/etc/re.d/init.d directory hierarchy. It relieves system administrators from having to directly
manipulate the numerous symbolic links in the directories uretefrc.d

In addition, there is thatsysv utility in /usr/shin that provides a screen-oriented interface,
which you may find easier to use thahkconfig ’s command-line interface. Both of these utilities
should be run as root.

Please see thehkconfig andntsysv man pages for more information.
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3.6 Running Programs at Boot Time

The file /etc/rc.d/rc.local script is run byinit  at boot time, after all other initialization is
complete, and whenever you change runlevels. You can add additional initialization commands here.
For instance, you may want to start up additional daemons or initialize a printer.

In addition, if you require serial port setup, you can create andettitrc.serial , and it will
be executed automatically at boot time. This script can run a numbsstsérial commands to
specially configure the system’s serial ports. Seestiserial man page for more information.

The default/etc/rc.d/rc.local simply creates a login banner with your kernel version and
machine type.

3.7 Shutting Down

To shut down Red Hat Linux, issue tlsautdown command. You can read tlshutdown man
page for complete details, but the two most common uses are:

/sbin/shutdown -h now
/sbin/shutdown -r now

You must rurshutdown as root. After shutting everything down, the option will halt the machine,
and the-r option will reboot.

Although thereboot andhalt commands are now able to invokbutdown if run while the
system is in runlevels 1-5, it is a bad habit to get into, as not all Linux-like operating systems have this

feature.
WARNING I

If your computer does not power itself down, you should not turn off the
computer until you see a message indicating that the system is halted or
finished shutting down.

Failure to wait for this message will mean that you may be turning off
the machine before your hard drive partitions are unmounted. This can
cause filesystem corruption, even to the point where your system may
not boot the next time it attempts to start up. Be patient when halting
your system.
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3.8 Differences in the Boot Process of Other
Architectures

Each computer architecture supported by Red Hat Linux boots the operating system in a different way.
However, once the Red Hat Linux kernel begins booting and hands off the boot proagss tathe

same events happen on each architecture in exactly the same way. The only difference is in the way
Red Hat Linux finds the kernel to load it in order to Stemit

Consult the installation information for each of the architectures for detailed information about the
different boot methods.
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4 Lightweight Directory Access Protocol
(LDAP)

4.1 What is LDAP?

LDAP (Lightweight Directory Access Protoco) is a proposed open standard for global or local di-
rectory services over a network and/or the Internet. A directory, in this sense, is very much like a
phone book. LDAP can handle other information, but at present it is typically used to associate names
with phone numbers and email addresses. LDAP directories are designed to support a high volume of
queries, but the data stored in the directory doesn’t change very often.

LDAP is much more useful than a paper phone book, because LDAP’s design is intended to support
propagation over LDAP servers throughout the Internet, much likBtmeain Name Servic§ DNS).

DNS servers help to connect computers to one another based on fully qualified domain names or the
type of service requested from a domain, such as mail exchange. Without DNS servers, hostnames
could not be translated into IP addresses, which are required for TCP/IP communication. In the future,
LDAP could provide the same type of global access to many types of directory information. Currently,
LDAP is more commonly used within a single large organization, like a college or a company, for
directory services.

LDAP is a client-server system. An LDAP client connects to an LDAP server and either queries it for
information or provides information that needs to be entered into the directory. The server either an-
swers the query, refers the query to another LDAP server, or accepts the information for incorporation
into the directory, based on the permission of the user.

LDAP is sometimes known a6.500 Lite. X.500 is an international standard for directories and full-
featured, but it is also complex, requiring a lot of computing resources and the full OSI stack. LDAP,
in contrast, can run easily on a PC and over TCP/IP. LDAP can access X.500 directories but does not
support every capability of X.500.

This chapter will refer to the configuration and useQienLDAP, an open source implementation
of LDAP. OpenLDAP includesslapd (a stand-alone LDAP serveglurpd (a stand-alone LDAP
replication server), libraries implementing the LDAP protocol, utilities, tools, and sample clients.

4.2 Pros and Cons of LDAP

The main benefit of using LDAP is the consolidation of certain types of information within your or-
ganization. For example, all of the different lists of users within your organization can be merged into
one LDAP directory. This directory can be queried by any LDAP-enabled applications that need this
information. It can also be used by users who need directory information.
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Other LDAP benefits include its ease of implementation (compared to X.500) and its well-defined Ap-
plication Programming Interface (API), which means that the number of LDAP-enabled applications
and LDAP gateways should increase in the future.

On the negative side, if you want to use LDAP, you will need LDAP-enabled applications or the ability
to use LDAP gateways. While LDAP usage should only increase, currently there are not very many
LDAP-enabled applications available for Linux. Also, while LDAP does support some access control,
it does not possess as many security features as X.500.

4.3 Uses for LDAP

Several Netscape applications, including web browsers using the NeRoap®ng Access feature,

are LDAP-enabledSendmail can use LDAP to look up addresses. Your organization can use LDAP
as an organization-wide directory and/or name service (in place of NIS or flat files). You can even use
a personal LDAP server to keep track of your own email address book (see SectioAdditibnal
Resources

Since LDAP is an open and configurable protocol, it can be used to store almost any type of informa-
tion relating to a particular organizational structure.

4.3.1 LDAP Applications

Several LDAP client applications are available that greatly simplify viewing and changing LDAP in-
formation:

» LDAP Browser/Editor — A user-friendly tool written in 100% Java for easy deployment across
different platforms, available at http://www.iit.edu/~gawojar/ldap

* GQ — A GTK-based LDAP client, available with the Red Hat Linux 7.1 distribution or at
http://biot.com/gq

e kldap — An LDAP client for the KDE Project, available at http://www.mountpoint.ch/oliver/kl-
dap

4.3.2 LDAP and PAM

LDAP can be used as an authentication service vipéme _Idap module. LDAP is commonly used

as a central authentication server so that users have a unified login that covers console logins, POP
servers, IMAP servers, machines connected to the network using Samba, and even Windows NT/2000
machines. Using LDAP, all of these login situations can rely on the same user ID and password com-
bination, greatly simplifying administration. Tham_ldap module is provided in thass_Idap

package.
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4.4 LDAP Terminology

An entry is one unit in an LDAP directory. An entry is identified or referenced by its ungjisén-
guished Name(DN).

An entry hasattributes, which are pieces of information directly associated with the entry. For ex-
ample, an organization could be an LDAP entry. Attributes associated with the organization might be
its fax number, its address, and so on. People can also be entries in the LDAP directory. Common
attributes for people include their telephone numbers and their e-mail addresses.

Certain attributes are required, while other attributes are optionabbfettclasssets which attributes
are required and which are optional. Objectclass definitions are found in various schema files, located
in the /etc/openldap/schema directory.

The LDAP Data Interchange Format (LDIF) is an ASCII text format for LDAP entries. Files that
import or export data to and from LDAP servers must be in LDIF format. An LDIF entry looks like
this:

[< id >]

dn: < distinguished name >
<afttrtype >: < attrvalue >
<afttrtype >: < attrvalue >
<afttrtype >: < attrvalue >

An entry can contain as mamsattrtype >. < attrvalue > pairs as needed. A blank line indi-
cates that the entry is finished and that another entry is about to begin.

FVVVVV VN
VOV,

¢ CAUTION @

Your<attrtype > and<attrvalue > pairsmustbe defined in a schema
before they can be used. You cannot simply define them in an LDIF file and
expect an LDAP server without corresponding data in its schema files to be
able to use this information.

Everything enclosed withis > is variable and can be set by you when you add an LDAP entry, with
the exception of th&id >. The<id > is a number normally set by the LDAP tools when you add an
entry, and you will probably never need to manually set one.

4.5 OpenLDAP 2.0 Enhancements

OpenLDAP 2.0 represents a major upgrade for the application, bringing with it:
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LDAPv3 Support— Now works with SASL, TLS, and SSL, among other improvements, in full
compliance with RFC 2251-2256; many of the changes since LDAPv2 are aimed to help make
LDAP a much more secure protocol.

IPv6 Support— Now supports the next generation Internet Protocol.

LDAP Over IPC— OpenLDAP can communicate within a particular system without having to
go over a network, making it more secure.

Updated C AP Improves the way programmers can connect to and use the application.
LDIFv1 Support— Full compliance with the LDAP Data Interchange Format (LDIF) version 1.

Enhanced Stand-Alone LDAP Serverincludes an updated access control system, thread pool-
ing, better tools and much more.

4.6 OpenLDAP Files

OpenLDAP configuration files are installed into thetc/openldap directory. If you do anis

on/etc/openldap , you will see something like:
Idap.conf Idapsearchprefs.conf schema
Idapfilter.conf Idaptemplates.conf slapd.conf

4.6.1 Edit /etc/openldap/slapd.conf

Theslapd.conf file, located in/etc/openidap , contains the configuration information needed
by yourslapd LDAP server. You will need to edit this file to make it specific to your domain and
server.

The suffix line names the domain for which the LDAP server will provide information. The suffix line
should be changed from:

suffix "dc=your-domain, dc=com"

so that it reflects your domain name. For example:

or

suffix "dc=acmewidgets, dc=com"

suffix "dc=acmeuniversity, dc=edu"

The rootdn entry is the DN for a user who is unrestricted by the access control or administrative limit
parameters set for operations on the LDAP directory. The rootdn user can be thought of as the root
user for the LDAP directory. The rootdn line needs to be changed from:

rootdn "cn=root, dc=your-domain, dc=com"
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to something like:
rootdn "cn=root, dc=redhat, dc=com"
or
rootdn "cn=ldapmanager, dc=my_organization, dc=org"
Change the rootpw line from:
rootpw secret
to something like
rootpw {crypt}s4L9s0Ol1Jo4kBM

In the above example, you are using an encrypted root password, which is a much better idea than
leaving a plain text root password in telapd.conf  file. To make this crypt string, you can use
Perl:

perl -e "print crypt( passwd’; a_salt_string "

In the previous Perl linesalt_string is a two character salt, apghsswd is the plain text version
of the password.

You could also copy passwd entry out offetc/passwd , but this won’t work if thepasswd entry
is an MD5 password (the default in Red Hat Linux 7.1).

4.6.2 The schema Directory

New toOpenLDAP version 2, theschema directory holds the various LDAP definitions, previously
located in theslapd.at.conf andslapd.oc.conf files. All attribute syntax definitions and
objectclass definitionsare now located in the different schema files. The various schema files are
referenced ietc/openldap/slapd.conf usinginclude lines, as shown in this example:

include /etc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema

include /etc/openldap/schemal/inetorgperson.schema
include /etc/openldap/schema/nis.schema

include /etc/openldap/schema/rfc822-MailMember.schema
include /etc/openldap/schema/autofs.schema

include /etc/openldap/schema/kerberosobject.schema
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PV VVVVVN
WY,

€ CAUTION @

A AAAAAAD
L e 4 0 4 4 44

You should not modify any of the schema items defined in the schema files
installed byOpenLDAP.

You can extend the schema used ®penLDAP to support additional attribute types and object
classes using the default schema files as a guide. To do this, creatal.achema  file in the
/etc/openldap/schema directory. Reference this new schema witkiapd.conf by adding
the following line below your defauihclude schema lines:

include /etc/openldap/schema/local.schema

Next, go about defining your new attribute types and object classes withiodAeschema  file.

Many organizations use existing attribute types and object classes from the schema files installed by
default and modify them for use in thecal.schema file. This can help you to learn the schema
syntax while meeting the immediate needs of your organization.

Extending schemas to match certain specialized requirements is quite involved and beyond the scope
of this chapter. Visit http://www.openldap.org/doc/admin/schema.html for information on writing
new schema files.

4.7 OpenLDAP Daemons and Utilities

The OpenLDAP package includes two daemorsdapd andslurpd
Theslapd daemon is the stand-alone LDAP daemon, which you'll need to run to support LDAP.

Theslurpd daemon controls the replication of LDAP directories over a network by sending changes
from the master LDAP directory to slave LDAP directories. You won't need tosturpd unless

you have more than one LDAP server on your network. If you have two or more LDAP servers,
slurpd  will keep the various LDAP directories in sync.

OpenLDAP also includes some utilities itusr/bin  for adding, modifying and deleting entries in
an LDAP directory:

e |dapmodify — Modify entries in an LDAP database, accepting input via a file or standard
input.

e Idapadd — Adds entries toyour directory, accepting input via afile or standard ihghagpadd
is actually a hard link tddapmodify -a

» Idapsearch — Searches for entries in the LDAP directory using a shell prompt.
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» Idapdelete — Deletes entries from an LDAP directory, accepting input via a file or a shell
prompt.

With the exception ofdapsearch , each of these ultilities is much more easily used by referencing
a file with the changes to be made rather than typing the commands one after the other. Each of their
respective man pages covers the syntax of these files.

To import or export blocks of information withglapd directory or perform similar administrative

tasks, different utilities, located usr/sbin  , are required:

» slapadd — Adds entries from an LDIF file to an LDAP directory. For example, execute
lusr/sbin/slapadd -I Idif  whereldif is the name of the LDIF file containing the
new entries.

» slapcat — Pulls entries out of an LDAP directory and saves them in an LDIF file. For example,
executdusr/shin/slapcat - Idif  whereldif is the name of the target LDIF file to
contain the entries from the LDAP directory.

» slapindex — Reindexes thalapd database based on the actual current database content.
Execute/usr/sbin/slapindex to begin reindexing.

e slappasswd — Generates a user password value for use ldélpmodify  or therootpw
value in/etc/openldap/slapd.conf . Executdusr/sbhin/slappasswd to create the
password.

WARNING I

Be sure to stopslapd before usingslapadd , slapcat or slapin-
dex. Otherwise, you are risking the consistency of your LDAP database.

See the man pages for each of these utilities for more information about how to use them.

4.8 Modules for Adding Extra Functionality to LDAP
Red Hat Linux includes several packages that add functionality to LDAP.

Thenss_Idap module is an LDAP module for th@olaris Nameservice SwitcliNSS). NSSis a set

of C library extensions necessary for accessing LDAP directory information, instead of or in addition
to theNetwork Information Service (NIS) name service and/or flat files. Timss_Idap module

is needed to use LDAP as a native name service.

Thepam_ldap module is needed to integrate LDAP authentication into the Pluggable Authentica-
tion Modules (PAM) API. If you us@pam_ldap , users can authenticate and change their password
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using LDAP directories. Thass_Idap andpam_ldap modules are provided in thess_Idap
package.

Red Hat Linux also includes LDAP modules for the Apache Web server.atitte [dap module
is for authenticating HTTP clients against the user entries in an LDAP directory.pfjrédap
module adds LDAP support to the PHP4 HTML-embedded scripting languageautheldap
andphp-ldap modules must be compiled into Apache @gnamic Shared Objects(DSOs) in
order to work.

4.9 LDAP How To: A Quick Overview

This section provides a quick overview of the steps you will need to take to get an LDAP directory
working.

1. Make surethepenldap RPM, and any other LDAP-related RPMs that you need, are installed.

2. Refer to either the Quick Start Guide at tBpenLDAP site ( http://www.openldap.org/doc/ad-
min/quickstart.html — start at "Edit the configuration file" since the LDAP files are already in-
stalled) or see the LDAP Linux HOWTO ( http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-
HOWTO.html) for instructions on using LDAP on your system. Both of these documents cover
the rest of these steps in more detail.

3. Edit the/etc/openldap/slapd.conf file to get it right for your system. (See Section
4.6.1,Edit /etc/openidap/slapd.conf for more information on editinglapd.conf )
4. Startslapd by typing /etc/rc.d/init.d/Idap start . (After you have configured

LDAP correctly, you should uskinuxconf or ntsysv  to configure LDAP to start up with the
system.)

5. Create your LDAP directory (examples of LDAP entries are provided at the PADL Software
website at http://www.padl.com/ldap_examples.html).

Add entries to your LDAP directory witldapadd or with a script.
Useldapsearch to see ifslapd is working.

At this point, your LDAP directory should exist. The next step is to configure your LDAP-enabled
applications so that they can use the LDAP directory.

4.10 Configuring Your System to Authenticate Using
OpenLDAP

This section provides a brief overview of how to configure your Red Hat Linux system to authenticate
usingOpenLDAP. Unless you're a®@penLDAP expert, you will probably need more documentation
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than is provided here. Please refer to the references provided in Sectioddditipnal Resources
for more information.

4.10.1 Install the Necessary LDAP Packages

First, you should make sure that the appropriate packages are installed on both the LDAP server and
the LDAP client machines. The LDAP server needsdpenldap package.

The LDAP client machines need the following packages instaltgeEnldap , auth_Ildap , and
nss_ldap

4.10.2 Edit the Configuration Files
Edit /etc/openldap/slapd.conf

Next, edit theslapd.conf  file to make sure it matches the specifics of your organization.

Please refer to Section 4.6.Edit /etc/openldap/slapd.conf for instructions on editing
slapd.conf

Edit |dap.conf
Edit theldap.conf filesin/etc and in/etc/openldap on the LDAP server and clients.

Edit /etc/ldap.conf , the configuration file fomss_ldap andpam_ldap , to reflect your or-
ganization and search base. The fi¢c/openldap/Idap.conf is the configuration file for
the command line tools likelapsearch , Idapadd , etc., and it will also need to be edited for your
LDAP setup. Client machines will need to have both of these files modified..

Edit /etc/nsswitch.conf

To usenss_ldap , you'll need to adddap to the appropriate fields ifetc/nsswitch.conf
(Be very careful when editing this file; be sure that you know what you're doing.) For example:

passwd: files Idap
shadow: files Idap
group: files Idap

PAM and LDAP

To have standard PAM-enabled applications use LDAP for authenticatiorgutingonfig ~ and
selectUse LDAP . (PAM is beyond the scope of this LDAP overview, so if you need help, consult
Chapter 8Pluggable Authentication Modules (PANd the PAM man pages.)
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4.10.3 Migrate Your Old Authentication Information to LDAP
Format

The /usr/share/openldap/migration directory contains a set of shell and Perl scripts for
migrating your old authentication information into LDAP format. (You must have Perl installed on
your system to use these scripts.)

First, you'll need to modify thanigrate_common.ph file so that it reflects your domain. The
default DNS domain should be changed from:

$DEFAULT_MAIL_DOMAIN

"padl.com";
to something like:
$DEFAULT_MAIL_DOMAIN = 'Your_company.com ",
The default base should also be changed, from:
$DEFAULT_BASE = "dc=padl,dc=com";
to something like:
$DEFAULT_BASE = "dc=your_company ,dc= cont";
Next, you'll need to decide which script to use. The following table may help you:

Table 4-1 LDAP Migration Scripts

Existing name service Is LDAP running? Use this script:

letc flat files yes migrate_all_on-
line.sh

letc flat files no migrate_all_of-
fline.sh

NetInfo yes migrate_all_net-
info_online.sh

NetInfo no migrate_all_net-
info_offline.sh

NIS (YP) yes migrate_all_nis_on-
line.sh

NIS (YP) no migrate_all_nis_of-
fline.sh

Run the appropriate script based on your existing name service.
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TheREADMENd themigration-tools.txt files in/usr/share/openldap/migration
provide more details on how to migrate the information.

4.11 Additional Resources

A lot of useful information concerning LDAP is available. Please review these sources, especially the
OpenLDAP website and the LDAP HOWTO, before beginning to set up and configure LDAP on your
system.

4.11.1 Installed Documentation

» Theldap man page is a good place to get started for an introduction to LDAP. Also, man pages
exist for the various LDAP daemons and utilities. Please check the man pages if you need more
information onldapmodify , ldapsearch , and the like.

e /usr/share/docs/openldap- versionnumber — Contains a generdfEADMElocu-
ment and miscellaneous information.

4.11.2 Useful Websites

*  http://www.openldap.org — Home of the OpenLDAP Project, the collaborative effort to develop
a "robust, commercial-grade, fully featured, and open source LDAP suite of applications and de-
velopment tools."

e http://www.redhat.com/mirrors/LDP/HOWTO/LDAP-HOWTO.html — LDAP Linux HOWTO
document, covering the installation through authentication and logging.

e http://www.padl.com — Developers o6s_Idap andpam_ldap , among other useful LDAP
tools.

e http://www.innosoft.com/Idapworld — Contains information concerning LDAP RFCs and LDAP
version 3 specifications.

*  http://www.kingsmountain.com/IdapRoadmap.shtml — Jeff Hodges’ LDAP Road Map contains
links to several useful FAQs and emerging news concerning the LDAP protocol.

. http://www.rudedog.org/auth_ldap — Home of thath_Idap authentication module for
Apache.

*  http://www.stanford.edu/~bbense/Inst.html — Discusses the use of LDARSgitdmail.

e http://www.webtechniques.com/archives/2000/05/wilcox — A useful look at managing groups
in LDAP.

e http://www.ldapman.org/articles — Articles that offer a good introduction to LDAP, including
methods to design an directory tree and customizing directory structures.
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4.11.3 Related Books

Implementing LDARYyY Mark Wilcox; Wrox Press, Inc.

Understanding and Deploying LDAP Directory ServitgsTim Howes et al.; Macmillan Tech-
nical Publishing
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5 Credit Card Verification System (CCVS)
Basics

The Credit Card Verification Syster®@CVS) uses your computer and modem to simulate a credit card
swipe box, also known asRoint of Sale(POS) terminal. A stand-alone produdf,CVS includes
several Application Programming Interfaces (APIs) that facilitate customization and integration with
third party software applications or database products.

CCVS is safe, secure, and easy to use. Written in ANSI C and conforming to POSIX standards,
CCVS s portable and easily integrated with modern operating systems, programming languages, and
the Internet. Designed for easy scripting and programn@@yS can be used to automate batch
processing or enhance any application that requires credit card processing.

CCVS can be used in countries other than the US if your bank or merchant services representative uses
one of the protocols supported BCVS. If you are in CanadaCCVS supports the NDC protocol,

which can be used by any bank in Canada to configure your merchant account. If you're in a country
other than the US or Canada, you will need to check with your merchant services representative. The
protocol supported b CVS that has the best chance of being supported by a financial institution
outside the US is the the Visa 2nd Generation “K Format” protocol (VITAL).

A demonstration version &CVS is included with Red Hat Linux. The demo version is fully func-
tional and can be used for testi@g VS on your system. In demo mode, it will do everything except
connect to your financial institution and transmit the payment request. If you choose @C¥s&

in a production environment to process credit cards, contact Red Hat to purchase a license key. See
http://www.redhat.com/products/software/ecommerce/ccvs for more information on how to activate
CCVSs.

5.1 Uses for CCVS

CCVS excels at making the connection between an e-commerce application and a credit card payment
gateway. While the ways in which you can uUSEVS depend upon the protocol your payment
gateway uses, in many cas€CVS can be used with very few changes to an existing system. See
http://www.redhat.com/products/software/ecommerce/ccvs/support/docs/protocol-specific.html  for
specific information on the different protocols supporteddiyVs.

Consider the following examples of haBCVS can be used:

» CCVS can support a system for telephone operators taking catalog orders over the phone. The
CCVS Tcl extensions can be used to create a Tcl/Tk Graphical User Interface (GUI) that presents
a simple interface for telephone operators. The operators can then use simple X terminals, and all
of the software will run on the central serv€¥CVS only needs to be installed on one computer,
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and the operators don’t have to wait for an available phone line — all of their transactions will go
out over the same phone call.

» CCVScan be usedto help automate billing. For example, an Internet Service Provider (ISP) might
have a customer database on a database server. The ISP’s database administrator could write a Perl
script, combining th€CVS Perl module with a module for the ISP’s database system. The script
would then be run every month. The script will read the customer data, process monthly billing,
and update the records in the database to indicate payment has taken place.

e CCVS can be used to help process payments for a web storefront which also uses a call center
to handle telephone orders. In this way, orders processed over the web using a standard CGI
application or by a sales agent using a custom Java program running over the LAN can go through
the same connection for processing and payment. In add@iONS Address Verification System
(AVS) features can be used to prevent fraud in both order methods without having to worry about
implementing this feature separately in each of the applications, therefore saving development
time.

These are only a few examples of the capabilitie€GVS. It can be used to enhance any aspect of
your operations that require credit card processing. The many featu®€8 include the following:

e AC library with a documented API empowers users to integC®/S seamlessly with existing
applications.

* A Tcl extension enables use 6ICVS with server-side Tcl such as NeoWebScript.

e A Perl 5.0 module allow€CVS to work with the most popular CGI programming language in
use today.

» The ability to quickly construct custom GUIs using Tcl/Tk — typical development time is less
than a day.

e Python, PHP3 and Java modules all@€VS to work with other common programming lan-
guages.

 Command Line Interface (CLI) programs for interactive use — call programs from any UNIX
shell and program in the UNIX language you like best.

* AVS fraud protection, which allows merchants to check for stolen credit cards. Many clearing-
houses offer a better rate to merchants who use AVS, even on orders taken over the phone.

e Support for multiple merchant accounts, allowing users to open their own virtual malls with un-
limited store fronts. Anerchant accountis a special type of bank account which allows a business
to accept credit card payments from customers. The merchant account holds the proceeds from
credit card transactions.

« The ability to conduct multiple transactions in a single session, approaching leased line perfor-
mance (two seconds per transaction!) with no extra cost or complexity.
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e The reassurance of being able to test and do development programming on the product without
charging real credit cards.

5.2 The Credit Card Verification Process

How does a little piece of plastic tell the salesperson that you can afford to buy that TV?

First, a consumer presents their credit card information to the merchant. The merchant transmits this
data, along with their merchant ID code, to a clearinghouse (also referred to as a processor or acquirer).
The clearinghouse might be the bank that has issued the merchant their credit card account, but it is
more likely a firm that has contracted with the merchant’s bank to clear charges in exchange for a flat
fee and a percentage of every charge processed.

The data is transmitted by reading the card and merchant numbers over the phone, by using a credit
card POS terminal, or by usingCVS or some other piece of software to transmit the information
from a computer.

The clearinghouse contacts the bank that issued the consumer’s credit card and verifies that the charge
is acceptable. If it is accepted, the clearinghouse then sends a confirmation message to the merchant.
At the same time, the available credit from the customer’s credit card is frozen by the amount of the
transaction.

At the end of a business day, the merchant (actually, the merchant’s computer or credit card terminal)
calls the clearinghouse and verifies all transactions for that day to ensure that the merchant’'s system
and the clearinghouse agree on the transactions that have occurred during that day. Once the merchant
and the clearinghouse agree on the day’s transactions, the clearinghouse starts the process of transfer-
ring the money from the credit card bank to the merchant’s bank account.

5.3 What You'll Need to Run CCVS

To runCCVS, you will need a modem and a merchant account. You should also follow a few guide-
lines so thatCCVS will run correctly.

5.3.1 Modems

You need at least one modem dedicatecC@VS use. Credit card protocols do not support com-
pression or error correction during modem connects, so compression and error correction cannot be
used. Red Hat can provide you with information about how to turn off such features on the following
modems:

» Hayes Optima
* US Robotics Courier
» US Robotics Sportster
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* Chase Research PCI-RAS

Note
Please use a modem or modems from the above list!

If you use a non-supported modem (anything besides the four modems listed
above), it may be very difficult to get the unsupported modem to work with
CCVS. You should also check the Red Hat Linux Hardware Compatibility
Lists at http://hardware.redhat.com to make sure that your modem will work
with Red Hat Linux.

If the modem you must use does not appear on this list, look through your modem’s manual to find
the string which turns ofélll compression and error correction, as well as the string which resets your
modem for normal use. You will need to provide these two strings when you confRiLives.

5.3.2 Merchant Accounts

If you are just setting up a merchant account or modifying an existing merchant account in order to
useCCVS, your merchant account provider may want to see proof@@a'S can work with the pro-

tocol it uses. Certification letters for specific protocols are available at http://www.redhat.com/prod-
ucts/software/ecommerce/ccvs/support/certifications.html. Print all pages of the letter corresponding
to the protocol you will be using and show it to your merchant account provider.

Your merchant account provider must use one of the protocols supporteG$:

» First Data Corporation’s ETC PLUS protocol (also known as FDR7, ETC+, ETC7, Omaha)
e First Data Corporation’s South Platform protocol (also known as Nabanco)

* Global Payment Systems’ MAPP protocol (also known as St. Louis)

» Global Payment Systems’ NDC protocol (also known as Atlanta)

» Visa International’s VITAL protocol (also known as VisaNet, Visa 2nd generation, K format)
» Paymentech’s UTF protocol (also known as GENSAR)

e NOVA Information Systems protocol

If your merchant account provider one of these protocols, you will be able tCO%S.

Once you've identified which protocol you will be using, review the information applicable to that
protocol at http://www.redhat.com/products/software/ecommerce/ccvs/support/docs/protocol-spe-
cific.html before you start th€CVS configuration process. THeCVS Protocol Guiddescribes the
functionalities supported by different protocols.
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5.3.3 Guidelines for Using CCVS On Your System

The following requirements allol€CVS to run smoothly and efficiently. Please make sure you are
following all these guidelines before attempting to KEVS.

Exclusive Use of the Modem(s) While CCVS is Running

Do not run other software applications that need to access the modem while you are GNBg
They can interfere with proper operation@EVS by making the modem unavailable and preventing
credit card numbers from being processed.

Permissions, Privileges and Access to the Modem

Most of the permissions needed BCVS are set up for you during the installation process through
the creation of a special group called ccvs. However, you will need to be aware of certain issues
involving system permissions a@CVS. These issues are detailed in this section.

All operations for a particulaCCVS configuration must be performed from a single user account.
One account is required so that all file ownerships and permissions are correctly set and protected.
This user account must be added to the ccvs group (by you or by your system administrator) before
you run the configuration program.

After the user has been added to the ccvs group, ru€@¥S configuration programacvs_con-
figure )asthat user. After you've run the configuration program, the same user must QG e
commands for that configuration.

If you wantCCVS to run with a modem, the users in the ccvs group must also be added to the uucp
group. Membership in the uucp group may not be sufficient for running the modems. If this is the
situation on your system, be sure that the ccvs group members also have access to the serial port for
the modem(s) thaECVS needs to use.

If you are using PHP witlCCVS, enable the web server to r@CVS commands. To accomplish
this, you must make the web server user a member of the ccvs group. Usually, the web server user
will also need to be a member of the uucp group.

If you are not using PHP but want to make your web server capable of ru@@i$, you have other
options (such asuexec orsetuid ) other than making the web server user a member of the ccvs
group. You can set it up any way you like, unless you're using PHP.

Software Versions

CCVS requires Tcl version 7.6 or greater to run the included GUI or to use the included Tcl/Tk APIs
to develop your own graphical front end. Tcl version 8.3 is included in Red Hat Linux 7.1.

CCVS requires Perl version 5.0 or greater to use the included Perl APIs. Perl version 5.6 is included
in Red Hat Linux 7.1.
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5.4 Installing CCVS

The CCVS RPMs are available on the Linux Applications Library Workstation CD.

You can useRPM, Gnome-RPM or Kpackage to install theCCVS packages:

CCVS— The coreCCVS programs

CCVS-devel — The C developer’s kit

CCVS-perl — The Perl interface foECVS

CCVS-python — The Python interface fa€CVS

CCVS-php3 — The PHP3 interface foECVS

CCVS-tcl — The Tcl interface folCCVS

CCVS-java — The Java interface fa€CVS (included as source code)

CCVS-examples — Sample source code, needed for development

5.5 Before You Configure CCVS

Before configuringCCVS, you need to be able to answer certain questions about your system and
about how you want to set UpCVS. To prepare for the configuration process, be sure to follow these
steps:

1.

Please read through all documentation and errata that came with the program. See Section 5.11,
Additional Resourcefor the locations of installed and onlif&CVS documentation.

Fill out setup.txt  , which is a worksheet file explaining the different pieces of information
needed when configurinGCVS to use particular protocols. If you fill ougtetup.txt , you
will have all of the information required for the configuration process available at your fingertips,
preventing any surprises when you run the configuration program. You carsdiog.txt
in the /usr/share/doc/CCVS- <version> directory. Alternatively, it is also available at
http://www.redhat.com/products/software/ecommerce/ccvs/support/docs/setup.txt.

Note

On the setup worksheet, you'll be asked for some protocol-specific in-
formation. You only need to provide information for the protocol which
you are going to use. You don't need to fill in the worksheet information
for any of the other protocols.
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3. TheCCVS configuration program will ask you several things about your modem, so be pre-
pared with the appropriate information. The following init strings can be used with the supported
modems:

Hayes Optima or ACCURA

\r~~~\rAT &D3 X4 EO0 &KO &QO
U.S. Robotics Sportster or Courier

\r~~~\rAT EO LO M1 V1 X4 &KO &MO +FCLASS=0
Chase Research PCI-RAS

\r~~~\rAT EO %CO \\NO

If using one of the supported modems, the configuration program will only ask you to confirm
the init string. If your modem is not listed above, look through the modem’s manual to find the
string which turns off all compression and error correction, as well as the string which resets your
modem for normal usage. You will need to set these two modem strings during the configuration
process.

5.6 Configuring CCVS

You must configureCCVS for your system, whether you're runnir@CVS in demo mode or for
processing real data.

Usesu to switch to the user account that you created (a member of the ccvs group) for this configu-
ration.

Run theCCVS configuration program with the following command:
lusr/sbin/ccvs_configure

The rest of this section will walk you through ti@&CVS configuration program. You should see an
initial "splash" screen. PregBnter] to read theCCVS software license. You can use the standard
scrolling and paging commands wifore (or the paging program set by your $PAGER environment
variable) to read the license.

When you have read the license and exited the pager, you will see:
Type "accept" to accept this license, or anything else to exit.

Type the wordaccept to accept the terms of the license and continue configl€i@y'S. Any other
input will exit the program.

You will then see this screen:

This program creates the configuration file for CCVS functions.
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To do this, you will require the following information:

1. The clearing protocol you will be using. This may be MAPP,
ETC+, or any of the other protocols which CCVS supports. There
is also a demo protocol; if you have downloaded the free demo of
CCVS, you will be using the demo protocol.

2: The unigue number which identifies you to the clearing
house. This may be your merchant account number or a terminal id
number, depending on what protocol you will be using. This number
will be supplied when you set up your merchant account.

3. Your modem type, and the serial port your modem is attached
to. You will also need modem configuration strings. (We can
supply modem configuration strings for many popular modems.)

4: The location of your data directory. This is where the
configuration file and data directories will be placed.

5: Other information as needed for particular protocols. This
information will generally be supplied when you set up your
merchant account.

We supply a worksheet which you can use to organize all this
information, including the details for each protocol. See the
file "setup.txt" in /usr/share/doc/CCVS- <version>

The configuration program is running as user " <username>".
It is important that this be the same user which the actual CCVS
software will run as. (We recommend creating a special user

account for just this purpose.)

Do you wish to continue configuring CCVS as user " <username> "?

[Enter Y to continue, or N to stop here:]

PresqY] to continue. If you are runningcvs_configure as root, you will instead get the follow-
ing error. If this happens, you showd to theCCVS user, such as the default ccvs user, and re-run
ccvs_configure

The configuration program may not be run as root. You must run
this as the same user which the actual CCVS software will run as.
(We recommend creating a special user account for just this
purpose.)

When you continue, the program will begin prompting you for information. Atany time, you can back
up to a previous prompt by typing (a period) by itself and pressifignter].

Do you want to configure CCVS for the free demo, or a working
merchant account? (If you have not purchased a license for CCVS,
only the demo configuration is available.)
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[Enter Y to use the demo configuration, N for a real configuration,
or . to exit]

Unless you have purchased a software key and licenge@MS, type[Y]. This installs a demo con-
figuration, which does not dial the modem or use a real merchant account. If you have purchased a
license and are ready to install a working configuration, tjie

Where do you want to place the CCVS configuration files and
transaction queues? This should be a directory name which is
writable by the current user.

The default is "/var/ccvs".

Enter directory, or Return for default value, or . by itself to
back up.

>

Unless you have specific reasons for moving @@VS configuration files and transaction queues,
leave them in their default locations. If you need to move them, remember that you will also need to
set an environment variable.

What do you want to name this configuration? This should be a
short filename.

The default is "ccvs".

Enter name, or Return for default value, or . by itself to back

up.
>

For example, you might have a configuration caltekirt ~ for a merchant who sells T-shirts and
music for the sheet music retailer. The name entered here is the name used to distinguish between
the two configurations.

The demo version dECVS requires no other information; if you chose it, you will immediately see:

Writing "/var/ccvs/ccvs.conf...

The CCVS system is now configured.

You can now begin testing the demo software. The demo acts just like tHeGMS software, except
that it does not dial the modem or talk to a real merchant processor.

If you have a license for the full version @fCVS, and you chose to install a real configuration, you
will instead see something like this:

Which protocol and merchant processor will you be using?
Credit card clearing protocols:

1: ETC PLUS (FDR7/ETC7/FDR "Omaha"): First Data Corporation
2: South Platform (FDR "Nabanco"): First Data Corporation
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MAPP: Global Payment Systems "St. Louis"

NDC: Global Payment Systems "Atlanta" / NDC

VITAL (Visa 2nd generation, K format): Visa/Total System Services
UTF: Paymentech Inc.

NOVA: NOVA Information Systems

Noahow

[Enter a number, or . by itself to back up]

Select the protocol for which you haveC&CVS license and a valid merchant account.

What is the number of your merchant account?
Enter number, or . by itself to back up.
>

This number should have been provided with your merchant account.

What is your CCVS software customer number?

Enter number, or . by itself to back up.
>

This number will have been provided with yoGCVS license.

What is your CCVS software license key?
Enter number, or . by itself to back up.
>

This number will also have been provided with y&E€Vs license.

What is the phone number of your merchant processor?
Enter number, or . by itself to back up.
>

Additional questions may appear, because different information is required by particular protocols. If
you'vefilledinthesetup.txt ~ worksheet section for your protocol, you should be prepared for these
guestions. For example, VITAL continues with several more prompts about your business’s name,
address, bank, and so on. You should already have found out this information when you established
your VITAL merchant account. This is the purpose of tedup.txt worksheet file, which you
should have completed prior to running t8€VS configuration program. See Section 5Bgfore

You ConfigureCCVS for information concerning the use sétup.txt

You must now enter information about how to communicate with your modem. The modem config-
uration information is very important. Be sure that you enter correct information for your system’s
setup.CCVS will not work if the modem is set up incorrectly.

Do you want to configure a pool of several modems? (If you answer
yes, all the modems must be exactly the same make and model. If
you want to use just one modem, answer no.)
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[Enter Y or N, or . to back up:]

If you have several identical modems, you can configQf&V/S to use them all, as a pool. Each
CCVS process which needs to use a modem will draw one from the pool, assuming one is available.
SeveralCCVS configurations can share a collection of modems this way. You can also configure a
single configuration with two modems, so that authorizations and batch settlement can occur at the
same time.

What serial port is your modem connected to? (Do not include the
"Idev/" prefix.) The default is ttySO. The modem should be
connected and ready now, so that the serial port can be tested.

Enter port name, or Return for default value, or . by itself to
back up.
>

The program will test the serial port you enter. If you configure more than one, it will test each of them.
Don't include the/dev/ . This step may take up to thirty seconds if the modem does not respond.

What type of modem do you have? This information makes it
possible to suggest modem configuration strings. If your modem
is not listed, you can choose "none of the above"; but you will
then have to create your own configuration strings, which is a
difficult process.

USR Sportster/Courier
Hayes Optima

Chase Research PCI-RAS
None of the above

[Enter a number, or . by itself to back up]

You will be prompted for the modem initialization, dialing, and hang-up strings. (If you configure a
pool of modems, they must all be identical, so they will all use the same string€EVWS knows
appropriate strings for your modem, they will be suggested and you can jus{pmess

The modem initialization string should set the modem to do no
protocol

negotiation. What string do you want to use?

A string which works for your modem is:

\r~~~\rAT EO LO M1 V1 X4 &KO &MO0 +FCLASS=0

Enter string, or Return for suggested value.
>

The modem dial string should dial the modem. (Do not include a
phone number.)




82

Chapter 5:Credit Card Verification System (CCVS) Basics

What string do you want to use?
A string which works for your modem is:
ATDT

Enter string, or Return for suggested value.
>

The modem hang-up string should hang the modem up if it's
connected. What string do you want to use?
A string which works for your modem is:

F+ \rATHO\r~~~

Enter string, or Return for suggested value.
>

Initialize: \r~~~\rAT EO LO M1 V1 X4 &KO &MO0 +FCLASS=0
Dial: ATDT

Hang up: +++ \rATHO\r~~~
Are these the values you want?

[Enter Y to accept, N to change, . to back up.]

You may not see exactly the same screen as shown above because the suggested defaults will vary
depending on the modem you selected.

The next question concerns the baud rate the modem will use:

What baud rate do you want to use? You should use the
default unless you have explicit information that another
value is appropriate.

The default baud rate is 1200.

Enter rate, or Return for default value, or . by itself to
back up.
>

When you have finished entering configuration information, you will see:
Writing "/var/ccvs/ccvs.conf...

The CCVS system is now configured.

5.7 Multiple Merchant Accounts

If you need to support more merchant accounts, simply follow the configuration procedure again. Use
a different configuration name for each merchant account.

Different configurations may share the same serial port or the same pool of serial ports. The modems
will be used first-come-first-served.
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5.8 Starting CCVS

To run CCVS for a particular application, you should be logged in as the user account who created
that configuration. If you are using a ccvs user account for this purpose and are already logged into
the system as a different user, tyge ccvs to switch to the correct user.

When logged in as the user set up to @E@VS programs, you will need to start tleevsd daemon

for each merchant account. In addition, you will need to runcthgpload program on a regular
basis. Usingron to runcvupload every day will accomplish this task; see ttren man pages
for instructions concerning automating processes.

5.8.1 The ccvsd Daemon

To runCCVS, you must run thecvsd daemon. Thecvsd daemon actually makes the phone calls
and conducts the transactions. Tdewvsd command must be followed by the name of the account
specified when you configured the account.

For example, if you want to start processing transactions for the example sheet music retailer men-
tioned during the configuration program, and you installed the software in its default location of
/usr/sbin , you would type in the following command to stadvsd :

/usr/shin/ccvsd music

Every time you add a merchant account, you need to startd for that account, if you want to
process transactions for that account.

For more information orecvsd , see theccvsd man page.

5.8.2 The cvupload Command

Some transactions (such as authorizations) occur at the time that the credit card is presented. Other
transactions (such as sales and returns) are saved up and are not processed immediately. These trans-
actions are gathered together and are then processed as a group.

CCVS uses thecvupload  program to do this batch processing. We recommend invoking
pload as an (at least) dailgron job, so thatvupload will automatically run every day, without
any intervention on your part.

For example, the following command would be used to do the periodic processing for the sheet music
retailer:

lusr/shin/cvupload music

For more information omvupload , see theevupload man page.
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5.9 Special Language Considerations

e C—TheCCVS_Clibraryisincludedinth€CVS-devel package. When compiling C programs
that useCCVS, add the-lccvs  flag on the linkage line.

» Java— Please see http://www.redhat.com/products/software/ecommerce/ccvs/support/docs/Ad-
minJava.html for more information on building tR€VS Java interface. The source code for the
Java interface is provided in tl&CVS-java package.

e Perl — The Perl interface is provided in tR&CVS-perl package.

e Python — The Python interface is provided in BEVS-python package.
e« PHP — The PHP3 interface is provided in tBEVS-php3 package.

* Tcl— The Tcl interface is included in theCVS-tcl package.

5.10 Support for CCVS

Support forCCVS can be purchased from Red Hat. When you purchase your key to aciiZatg,
be sure to review the support options available. See http://www.redhat.com/products/software/ecom-
merce/ccvs for more information about purchasing a key and obtaining suppQCiss.

If you do need support, be sure to have the following information available before you contact support:
* Your company name

e The version ofCCVS you are using

* Your merchant number

* Your CCVS customer number

*  Your operating system and version

Red Hat technical support will attempt to address any issues that deal direct@@NB. We cannot
support third party products, except for issues regarding integrationGGwWS.

5.11 Additional Resources

Additional information concernin@CVS is available.

5.11.1 Installed Documentation

* Jusr/share/doc/CCVS—  <version-number>  — Contains theCHANGESLICENSE,
and READMHiles, plus thesetup.txt worksheet to help gather the necessary information
before running the configuration program.
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Typeman ccvs for a description of the different states of a transacti6@VS error codes,
and much more. The man pages éovsd , cvreport , andcvupload describe a number of
different options that can be used with those commands.

5.11.2 Useful Websites

http://www.redhat.com/products/software/ecommerce/ccvs — From this location, you can link
to many differentCCVS resources, including FAQs, technical specifications, and general infor-
mation abouCCVS.

http://www.redhat.com/products/software/ecommerce/ccvs/support/documentation.html  —
Contains links to several guides, written specifically to explain how to@G¥'S in different
ways. These online manuals cover everything from installing and config@®\gs to a full
description of the APIs for the various languages that can be used.
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6 Sendmall

6.1 Introduction to Sendmail

Sendmail is a very populamail transfer agent (MTA ) used on the Internet, handling a very large
percentage of all Internet-routed email at some point as it moves from one host to the other. Other
mail transfer agents do exist (and can be used well with Red Hat Linux), but most administrators elect
to useSendmail as their MTA due to its power, scalability and compliance to Internet standards.

Sendmail’s core duty, like other MTAs, is to safely move email between hosts, usually utilizing the
Simple Mail Transfer Protocol (SMTP). However,Sendmail is highly configurable, allowing you
to control almost every aspect of how email is handled.

Sendmail’s roots can be traced to the birth of email, occurring in the decade before the birth of
ARPANET, the precursor to the Internet. In those days, every user’s mailbox was a file that only they
had rights to read, and mail applications simply added text to that file. Every user had to wade through
their mail file to find any old mail, and reading new mail was a chore. The first actual transfer of a
mail message file from one host to another didn’t take place until 1972, where email began to to be
moved by FTP over the NCP network protocol. This easier method of communication quickly became
popular, even to the point where it made up most of ARPANET’s traffic in less than a year. However,
a lack of standardization between competing protocols made email much harder to send from some
systems, and this continued until the ARPANET standardized on TCP/IP in 1982. A new protocol,
SMTP, materialized for message transporting. These developments, combined with HOSTS files be-
ing replaced with DNS, allowed full-featured MTAs to materiali&&ndmail, which grew out of an

earlier email delivery system callddklivermail, quickly became the standard as the Internet began

to expand and be widely utilized.

It is important to be aware of wh&endmail is and what it can do for you as opposed to what it is
not. In these days of monolithic applications that fulfill multiple roles, you might initially think that
Sendmail is the only application you need to run an email server within your organization. Techni-
cally, that is true, aSendmail can spool mail to your users’ directories and accepts new email via
the command line. But, today’s users actually require much more than simple email delivery. They
almost always desire to interact with their email usingail user agent(MUA ) that utilizes théPost

Office Protocol (POP), Internet Message Access ProtocqIMAP ), or even the Web. These other
protocols can work in conjunction withendmail and SMTP, but they actually exist for different rea-
sons and can operate separately from one another.

Itis beyond the scope of this chapter to go into all thahdmail should or could be configured to do.
Rather, consult the many excellent online and offline sources of informati@endmail in order to

shape it to fit your exact specifications. You should, however, understand what files are installed with
Sendmail by default on your system, know how to make basic configuration changes, be aware of
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how to stop unwanted email (spam) being sent thrdsgidmail, and know how to exten8endmail
with the Lightweight Directory Access Protocol(LDAP).

6.2 The Default Sendmail Installation

While you can download the source code &@mdmail and build your own copy, many users prefer
to install Sendmail via RPM from the CD-ROM (at the time of the Red Hat Linux installation or at
a later point).

The Sendmail application is placed ifusr/shin

Sendmail’s lengthy and detailed configuration filséndmail.cf ) is installed infetc . You
should not edit theendmail.cf  file directly unless you know exactly what you are doing, due to
the fact it is very lengthy and complex. Instead, to make configuration chandssndmail, edit
the /etc/mail/sendmail.cf file and use the includeth4 macro processor to create a new
letc/sendmail.cf (after backing up the origindetc/sendmail.cf , of course). More
information on configuringsendmail can be found in Section 6.8 ommon Configuration Changes

VariousSendmail configuration files are installed ifetc/mail including:

* access — Specifies which systems can uSendmail for relaying email.

e domaintable — Allows you to provide domain name mapping.

e local-host-names — The place where you include all aliases for your machine.

e mailertable — Specifies instructions that override routing for particular domains.

» virtusertable — Permits you to do a domain-specific form of aliasing, allowing multiple
virtual domains to be hosted on one machine.

Several of the configuration files ifetc/mail , such asaccess , domaintable , mail-

ertable  and virtusertable , must actually store their information in database files before

Sendmail can use any configuration changes. To include any changes you make to these

configuration in their database files, you must run a command with the synédoemap hash
letc/mail/ name < [etc/mail/ name wherenameis the name of the configuration file to
convert.

For example, if you want all email addressed to atpmain.com account to be delivered to

bob@otherdomain.com , you need to add a line to thértusertable file:

@domain.com bob@otherdomain.com
Then, to add this new information to thertusertable.db file, executemakemap hash
/etc/mail/virtusertable < /etc/mail/virtusertable as root. This will create a

newvirtusertable.db that contains the new configuration.
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6.3 Common Configuration Changes

A defaultsendmail.cf  file will be installed in/etc . The default configuration should work for
most SMTP-only sites. It wilhot work for UUCP (UNIX to UNIX Copy) sites; you will need to
generate a newendmail.cf  if you must use UUCP mail transfers.

Note

Although SMTP servers are supported automaticllAP (Internet Mes-

sage Access Protocol) servers are not. If your ISP uses an IMAP server rather
than an SMTP sever, you must install the IMAP package. Without it, your
system won't know how to pass information to the IMAP server or retrieve
your mail.

If you need to generate a ndetc/sendmail.cf file to configureSendmail, you should utilize
themdmacro processor. If you ever edit tfetc/mail/sendmail.mc to add functionality to
Sendmail, backup your currenetc/sendmail.cf file, generate a new one by executing thé
/etc/mail/sendmail.mc > /etc/sendmail.cf command, and add any previous changes
from the/etc/sendmail.cf you backed up to the nelgtc/sendmail.cf file. After creat-

ing a new'etc/sendmail.cf , you must restar$endmail to make it take effect. The easiest way
to do this is to type thésbin/service sendmail restart command as root.

By default, them4macro processor is installed wiBendmail. Them4macro processor is included
with thesendmail-cf ~ package, which is installed isr/lib/sendmail-cf

You should consult théusr/lib/sendmail-cf/README file before you edit any of the files
in the directories under theisr/lib/sendmail-cf directory, as they can affect how future
/etc/sendmail.cf files are configured.

WARNING I

Do not useLinuxconf to configure Sendmail ! The Linuxconf mod-
ule mailconf , designed to make editingetc/sendmail.cf easier,
is broken and contains out-of-date information about rule sets used in
Sendmail configuration.

One commorSendmail configuration is to have a single machine act as a mail gateway for all the
machines on your network. For instance, a company may want to have a machinenzallbi-
corp.com that does all our mail. On that machine, we simply need to add the names of machines
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for which mail.bigcorp.com will handle mail to/etc/mail/local-host-names . Here
is an example:

# sendmail.cw - include all aliases for your machine
# here.

torgo.bigcorp.com

poodle.bigcorp.com

devel.bigcorp.com

Then on the other machingsrgo , poodle , anddevel , we need to editetc/sendmail.cf
to "masquerade" asail.bigcorp.com when sending mail and to forward any local mail process-
ing tobigcorp.com . Find theDHandDMlines in/etc/sendmail.cf and edit them as such:

# who | send unqualified names to
# (null means deliver locally)
DRmail.bigcorp.com

# who gets all local email traffic
DHmail.bigcorp.com

# who | masquerade as (null for no masquerading)
DMbigcorp.com

With this type of configuration, all mail sent will appear as if it were sent floigcorp.com
and any mail sent ttorgo.bigcorp.com or the other hosts will be delivered toail.big-
corp.com

Please be aware that if you configure your system to masquerade as another, any email sent from
your system to your system will be sent to the machine you are masquerading as. For example, in
the above illustration, log files that are periodically sentdot@poodle.bigcorp.com by the

cron daemon would be sent toot@mail.bigcorp.com

6.4 Stopping Spam

Email spam can be defined as unnecessary and unwanted email received by a user that probably
doesn’t know the sender and never requested the communication. It is a very disruptive, costly, and
widespread abuse of Internet communication standards.

Thankfully, Sendmail has made it (relatively) easy to block hew spamming techniques being em-
ployed to send junk email. It even blocks many of the more usual spamming methods by default, so
that you would need to consciously activate them by changing Aatctmail/sendmail.cf

file in a particular way to make your system susceptible. For example, forwarding of SMTP mes-
sages, also referred to 8MTP relaying, has been disabled by default since the 8.9 versi@eof-

mail. Before this change occurreB8endmail would direct your mail hostqorg ) to accept mes-
sages from one party com ) and send them to a different parz/rfet ). Now, however, you have
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to specifically tellSendmail to permit a domain to relay mail through your domain. Simply edit
/etc/mail/relay-domains and restarSendmail by typing the/sbin/service send-
mail restart command as root to activate the changes.

However, many times, your users may be bombarded by spam from other servers throughout the Inter-
net beyond your control. In these instances, you carseseimail’s access control features available
through thdetc/mail/access file. Asroot, simply add the domains that you would like to block

or specifically allow access, such as:

badspammer.com 550 Go away and don’t spam us anymore

tux.badspammer.com OK

10.0 RELAY
Becausdetc/mail/access is a database, you need to msakemap to activate your changes by
recreating the database map. This is easily done by runnimgakemap hash /etc/mail/ac-
cess < /etc/mail/access command as root.

This example shows that any email sent frbadspammer.com to you would be blocked with 550

RFC 821 compliant error code and message back to the spammer, except for email send from the
tux.badspammer.com  sub-domain, which would be accepted. The last line shows that any email
sent from the 10.0.*.* network can be relayed through your mail server.

As you might expect, this example only scratches the surface of 8d¢radmail can do in terms of
allowing or blocking access. See thesr/share/doc/sendmail/README.cf for more de-
tailed information and examples.

6.5 Using Sendmail with LDAP

As we have already seen in Chaptet_fghtweight Directory Access Protocol (LDAR)ightweight
Directory Access Protocol (LDAP) is a very quick and powerful way to find specific information about

a particular user from a much larger group. For example, you could use an LDAP server to look up
a particular email address from a common corporate directory by a user’s last name. In this kind
of implementation, LDAP is largely separate frddendmail, with LDAP storing the hierarchical

user information an&endmail only being given the result of LDAP queries in pre-addressed email
messages.

However,Sendmail supports a much greater integration with LDAP, where it uses LDAP to replace
separately maintained files, suchaedisses andvirtusertables , on different mail servers that
work together to support a medium- to enterprise-level organization. In short, you can use LDAP to
abstract the mail routing level fro®endmail and its separate configuration files to a powerful LDAP
cluster that is being leveraged by many different applications.

The current version dbendmail contains support for LDAP. To extend yoBendmail server using
LDAP, first get an LDAP server, such &penLDAP, running and properly configured. Then, you
need to edit youfetc/mail/sendmail.mc to include:
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LDAPROUTE_DOMAIN(ourdomain.com ")dnl
FEATURE('Idap_routing’)dnl

Note

This is only for a very basic configuration &endmail with LDAP. Your
configuration should differ greatly from this depending on your implementa-
tion of LDAP, especially if you wish to configure seveB#ndmail machines

to use a common LDAP server.

Consult /usr/share/doc/sendmail/README.cf for detailed
LDAP routing configuration instructions and examples.

Next, recreate youetc/sendmail.cf file by runningm4and restartinggendmail. See Section
6.3, Common Configuration Changéar instructions on doing this.

For more information on LDAP, see Chapteildghtweight Directory Access Protocol (LDAP)

6.6 Additional Resources

Many users initially findSendmail difficult to configure, primarily due to the large number of options
available. Access to additiondendmail documentation can be very helpful, especially when setting
configuration options.

6.6.1 Installed Documentation

The best sources of information about how to configbeadmail are included with theendmail
andsendmail-cf  packagess.

» Jusr/share/doc/sendmail/README.cf — Contains information omn4, file locations
for Sendmail, supported mailers, how to access enhanced features, and much more.

e Jusr/share/doc/sendmail/README — Contains information on theendmail directory
structure, IDENT protocol support, details on directory permissions and the common problems
these permissions can cause if misconfigured.

6.6.2 Useful Websites

* http://Imww.sendmail.net— News, interviews and articles concer@ergimail, offering a larger
view of the many options available.

e http://www.sendmail.org — Offers a thorough technical breakdow8efdmail features and
configuration examples.
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6.6.3 Related Books

e Sendmaiby Bryan Costales with Eric Allman et al; O’Reilly & Associates — A gddendmail
reference written with the assistance of the original creat@edifvermail andSendmail.
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7 Red Hat Security Primer

Beyond the proper installation and configuration of your Red Hat Linux system, it is critical that you
secure the system to an acceptable level of risk given its role, importance, and expected use. Security
is an incredibly complex subject that constantly involves emerging problems, as well as potential ones.

Due to its amorphous and intricate nature, many system administrators and users make the mistake of
tackling small, isolated problems while letting much larger and dangerous issues slip by. True system
security goes far beyond the installation of the latest update, the configuration of a certain file, or the
careful administration of user access to system resources. It is a way of looking at the various threats
to your system and the lengths you will go to prevent them.

No system is completely secure unless itis turned off (and even then, it is susceptible to being stolen).
Any time the system is on, it is susceptible to attack, ranging from a harmless prank to a hardware-
destroying virus to data being erased. But all is not lost. With the proper outlook, as well as some
good tools, you can enjoy many years without experiencing a single security problem. The following
sections are designed to outline a way to approach system security and potential threats, a context
within which to consider various security tools, costs, and benefits when running Red Hat Linux.

7.1 The Inescapable Security Dilemma

All users of any operating system face a common dilemma when constructing a security paradigm for
their system. On one hand, they seek to avoid making the system so secure that nothing will run on it
properly. But on the other hand, they also try to avoid making the system so insecure that anyone can
(and will) do anything on it they they wish to, including deleting the work of others or much worse
scenarios.

There is no one right way to solve this dilemma. Some systems, either by the nature of their purpose or
the importance of the data they protect, fall on one side of the dilemma while other systems, whether
because of the wide variety of users utilizing them or the fact that they are test machines, fall on the
other side.

The most important thing you can do when configuring the security of your system is to determine
where on the security dilemma spectrum your particular system lies. This may be done for you by
company policy. Or, you may be a researcher with a system that you never connect to public networks,
and no one other than you has physical access to the machine. Or, you may be a home user that is
connected to a broadband connection and (rightfully) concerned about ways malicious users a world
away could damage your data.

Regardless which of the countless possible scenarios you may fit in, you bear the responsibility to
determine your proper exposure to risk versus the goals your system must accomplish. Then, once
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you make this determination, use this knowledge as a guide of how to set up and maintain security
guidelines on your system.

7.2 Active vs. Passive Approaches

Security approaches can always be broken down into two different tgp#ge or passive An active
approach to security covers all actions designed to prevent a breech of your system’s security model.
A passiveapproach to security refers to the actions taken to monitor the security of your system based
on that security model.

All users should employ both active and passive approaches to security. Each of these approaches
strengthens the other. The fact that you know from server logs that a particular user is trying to crack
your security (passive approach to security) may lead to you install an application to block them from
even getting a login prompt in the first place (active approach to security). Likewise, the fact that you
are not using shadow passwords to protect your system (active) may lead you to watch vigorously for
changes to key files on your system using a tool sucfripsvire (passive). (For more information on
Tripwire, please see Chapter lfistalling and ConfiguringTripwire.)

Red Hat Linux includes a variety of tools that will help you implement both approaches to security.
But the proper use of methods with each approach is crucial to prevent an over-dependence on tools
to protect your system.

7.2.1 Tools and Methods for an Active Approach to Security

The vast majority of security tools for Red Hat Linux work to actively protect your system. Here are
a few of the most common and useful open source tools:

» Shadow Utilities— A collection of industry-standard tools to administer local users and groups
on a system using encrypted passwords.

» Kerberos 5— A secure system for providing network authentication services. Prevent the use of
plaintext passwords being passed over a network to gain access to services. (See Clajrtgr 9,
Kerberos 5 on Red Hat Linuor more information on Kerberos 5.)

e OpenSSl— Helps you to protect a wide variety of services that support operation over an en-
cryption layer. (See th&fficial Red Hat Linux Customization Guider more information on
OpenSSL.)

» OpenSSH- A set of utilities that can easily replace such ubiquitous yet insecure tohas
andftp with the powerful and secuish andscp . (See théfficial Red Hat Linux Customiza-
tion Guidefor more information on OpenSSH.)

Methods that support an active approach to security include the following:
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« Limiting the number of users that can execute commands as+odthether intentional or by
accident, a large percentage of security problems result at least indirectly from someone knowing
the root password or being given permissionsi@o to perform a root-level command.

» Knowing what software packages you have installed on your system and remaining alert for newly
discovered security holes- You won't know what packages to look out for unless you are aware
of which ones are installed on your system, and you won't know they need updating unless you
monitor sources of information, such as the Red Hat Network.

* Limiting the services running on the system to only those that you actually-reRdsically,
the more you have running, the more that can break or provide unauthorized access. Save system
resources (and the trouble of maintaining things you don’t use) and remove packages you aren’t
using. At the very least, run a tool suchrasysv to prevent unnecessary services from starting
with the system at boot. (Sé&gontrolling Access to Servicés the Official Red Hat Linux Cus-
tomization Guidg

* Require users to create secure passwords and change therm-eftérst security problems begin
with unauthorized access to the system. This risk can be minimized by requiring your users to also
practice active security methods by protecting their keys to your gate.

e Making sure file permissions aren’t unnecessarily ope\imost no files should be writable by
all.

7.2.2 Tools and Methods for an Passive Approach to Security

While most security tools for Red Hat Linux are designed for an active approach to security, there are
a few tools that can make passive security much less of an administrative burden:

e Tripwire — An application designed to alert you if specified system files and directories are
changed. In this way, you will at least know if unauthorized users are gaining access to your
system or authorized users are making unwanted changes to important files. (See Chéapter 10,
stalling and ConfiguringTripwire for more information orfripwire.)

» COPS— A collection of security tools designed to do a number of different things, from checking
open ports on a particular host to looking out for poor user passwords.

Methods that support an passive approach to security include the following:

» Making it a routine practice to monitor system logsBy default, Red Hat Linux traps an enor-
mous amount of useful data in the system logs located invin#log directory, especially in
themessages file. One simple task run as root, such asgnep "session opened for
user root" /var/log/messages | less command, allows you to perform a powerful
partial audit on your system and monitor who is accessing the system as root. This would allow
you, for example, to quickly narrow the number of possible users that could have changed a par-
ticular file that can only be written to by root, simply by comparing the time the file in question
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was changed with the time of the logins in tlvar/log/messages file. However, consider
that this is not a foolproof method, as someone with write control over an important system file
may also have rights to chanfear/log/messages to erase their tracks.

7.3 Developing Security Policies

Every system, from a machine used by only one person to an enterprise-level server utilized by thou-
sands of users, should have a security policy. A security policy is a set of guidelines used to gauge
whether a particular activity or application should or should not be done or utilized on a system, based
on the particular objectives for that system.

Security policies between different systems can vary greatly, but the most important thing is that one
actually does exist for your system - whether or not is written down in company policy manual or
simply remembered.

Any security policy should be constructed using these features as guides:

« Simple rather than complex The more simple and straightforward the security policy, the more
likely the guidelines will be followed and the system kept secure.

» Easy to maintain rather than difficul Security methods and tools, like everything, are subject
to change based on new challenges and needs. Your security policy should be built around mini-
mizing the impact changes will have on your system and its users.

» Promote freedom through confidence in the system’s integrity rather than stifling system usability
— Avoid security methods and tools that unnecessarily decrease the usefulness of your system
when making the system more secure. Quality security methods and tools are almost always win-
win, making the system more secure while offering more choice to users wherever possible.

« Recognition of fallibility rather than a false sense of securityfOne of the most successful ways
to invite a security problem is through the belief that your system could not possibly have that
problem. Rather than resting on your laurels, be eternally vigilant.

» Focus on real problems rather than being overoccupied by theoretical-en€pend your time
and effort dealing with the biggest real problems and work down from there. Prioritize your efforts
and plug the biggest holes first. To help determine what you should be on the lookout for first,
consider turning to http://www.sans.org/topten.htm or similar web sites that detail precise security
problems that really do post a threat and exactly what you can do about them.

« Immediacy rather than procrastinatioa- Fix problems when you find them and determine that
they pose a risk. Don't fall prey to thinking that you can take care of this at a later time. There
really is no time like the present, particularly when your system is at stake.

If you find that your security policy is so restrictive that it prevents the system from being used in
the way intended, then consider sufficiently changing the policy to loosen access to the system. In
the same way, if you find that your system’s security is continually being compromised, you should
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change aspects of your security policy to restrict access. Most importantly, remember that a security
policy is not a static document or idea. It must be amended as the needs of your system’s objectives
and users change. Continuously reconsider your current security policy in the reflection of real world
requirements.

7.4 Beyond Protecting Root

Many users put most of their security emphasis in restricting the number of users that can gain root
access on their system. While this is obviously a very good and an important first step, much more
must be done to make a system secure. For one thing, security is only one part of the larger issue of
system stability. Security issues are often intertwined with larger points of stability, and a successful
system balances methods and tools used for security protection with an awareness of alternate ways
in which similar damage can be inflicted.

First of all, if your system is used by multiple users and those users change, be sure to delete the
accounts of old users immediately after those accounts are no longer being used. Better still, develop
a clear and concise checklist of items that must be done when a user account or group is no longer
required.

Limit physical access to your system. If you have valuable files on your secure system, someone
looking to access them may find that this job is easier if they can walk off with the hard drive and try
to get in at their own pace. Things can be made much harder for an attacker if they are kept unaware
of the physical aspects of a machine they wish to compromise.

Above all, think beyond the most basic ways to get around your security methods. Consider that
you shouldn’t protect one possible way to access the system only to leave another avenue far more
susceptible. Of course, how you go about doing this is dependent on you or your users’ needs. Just
be sure not to focus too much on one way in which your system can be attacked.

7.5 The Importance of Secure Passwords

Passwords are the keys to your system. It goes without saying that they should be as secure as possible
to prevent an unauthorized login, which is the first step to much bigger security problems. Using
passwords that are strong enough to blunt an attack is a crucial yet simple step that can save you a lot
of trouble in the future.

Many passwords used by users are quite easy to guess. Red Hat Linux provides a number of different
ways to provide authentication to the system, including encrypted passwordscoging, shadow
passwords (covered in greater detail in Section 18tadow Utilitie¥, Kerberos 5, and beyond. In

every situation where you select a password as part of an authentication scheme, the security of that
scheme is at least partially at the mercy of the complexity of the password chosen.
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Why should you always try to create secure passwords that are difficult to guess? In short, the price
of powerful computer hardware continues to decrease while the number of quality and freely-avail-
able tools and methods for cracking passwords continues to increase. Due to the way that passwords
are stored in many of the simpler authentication schemes, if an attacker ever gains access to the file
containing the passwords of your system’s users, they can usually guess one of them in a relatively
short amount of time by testing the encrypted passwords against a list of dictionary words. While the
authentication schemes are aware of these kinds of attacks and try various methods to help make them
less likely, none of these methods is foolproof. Therefore, you should pay great attention to the kind
of password you select and how often you change it, especially with the root account.

A good password has the following qualities:
* Has at least eight characters- The shorter the password, the generally easier it is to crack.

» Is made up of characters, numbers, and symbelslumbers and symbols hidden within letters
(or vice versa) lengthens the possible number of options for a given character, which strengthens
the overall password.

* Is unigue— Select passwords that are different than other passwords you may be using. If all
of your passwords are the same or very similar, the magnitude of a security breach can be much
greater.

You should avoid using passwords that

» Aredictionary words— By using dictionary words as passwords, you are making it exponentially
easier for your system to be cracked. Don't do it, and don't override authentication schemes that
prevent the use of dictionary words to allow your users to do it.

» Are tied to your personal informatior- If you use passwords that are your birthday, spouse’s
name, or the make of your car, you are asking for trouble. Think about every password you use
and determine whether or not someone who knows you could guess it. If there is even a slight
chance they could, don’t use that password.

» Cannot be typed quickky- If your password is so complicated that you must hunt-and-peck for
the characters each time you type it, prying eyes could easily watch your fingers and guess your
password. At the very least, practice typing your password while alone to increase the speed in
which you can type it.

7.6 Network Security

If you use your Red Hat Linux system on a network (such as a local area network, wide area network,
or the Internet), you must be aware that your system is at a greater degree of risk than if you were
not connected to that network. Beyond brute attacks on password files and users having inappropriate
access, the presence of your system on a larger network widens the opportunity for a security problem
and the possible form it may appeatr.
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A number of network security measures have been built into Red Hat Linux, and many open source
security tools are also included with the primary distribution. However, despite your preparedness,

network security problems may occur, due in part to your network topology or a dozen other factors.

To help you determine the source and method of a network security problem, consider the the most
likely ways such a problem can occur:

Sniffing for authentication data— Many default authentication methods in Linux and other op-
erating systems depend on sending your authentication information "in the clear," where your
username and password is sent over the network in plain text or unencrypted. Tools are widely
available for those with access to your network (or the Internet, if you are accessing your system
using it) to "sniff" or detect your password by recording all data transferred over the network and
sifting through it to find common login statements. This method can be used tarihfor-

mation you send unencrypted, even your root password. It is imperative that you implement and
utilize tools like Kerberos 5 an@penSSH to prevent passwords and other sensitive data form be-
ing sent without encryption. If, for whatever reason, these tools cannot be used with your system,
then definitely never log in as root unless you are at the console.

Frontal attack— Denial of Service (DoS) attacks and the like can cripple even a secure system
by flooding it with improper or malformed requests that overwhelm it or create processes that put
your system and its data, as well as other systems that communicate with it, at risk. A number of
different protections are available to help stop the attack and minimize the damage, such as packet-
filtering firewalls. However, frontal attacks are best handled with a comprehensive look at ways
in which untrusted systems communicate with your trusted systems, putting protective barriers
between the two, and developing a way to quickly respond to any event so that the disruption and
possible damage is limited.

Exploiting a security bug or loophole- Occasionally, bugs are found in software that, if ex-
ploited, could do grievous damage to an unprotected system. For that reason, run as few processes
as root as possible. Also, use the various tools available to you, such as the Red Hat Network for
package updates and security alerts, to fix security problems as soon as they are discovered. Also,
make sure that your system has no unnecessary programs starting up at boot time. The fewer pro-
grams you have started, the fewer possible security bugs can affect you.

7.7 Additional Resources

Security information is constantly changing, and websites provide a convenient way to get the latest
scoop. To stay on top of the recent security notices or to find out more about various security issues
involving Red Hat Linux, visit Linux and general security websites regularly. Also, if you need help
constructing a solid security policy around the particular needs for your system, use a good security
book to give you ideas.
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7.7.1 Useful Websites

http://www.redhat.com/support/errata — Go to the Support section of the Red Hat website for
security advisories issued and updates posted for each version of Red Hat Linux by Red Hat.

http://www.cert.org — The CERT web site offers a very up-to-date list of high-impact security
incidents and vulnerabilities, including detailed information on each security notice and how to
recover a system after being compromised.

http://www.sans.org — The System Administration, Networking and Security Institute (SANS)
website offers security alerts in a digest form, including convenient links to updated RPMs (when
available).

http://www.linuxsecurity.com — The Linux-Specific Security website has a collection of Linux
security-related links, documentation and much more.

http://www.securityportal.com — The Security Portal website contains a mix of recent security
news, Linux-specific fixes, and documents explaining how to construct better security models and
policies.

7.7.2 Related Books

Securing and Optimizing Linux: Red Hat Editibyp Gerhard Mourani; OpenNA — This book is
also available for free download as a PDF file at http://www.openna.com.

Secrets & Liedy Bruce Schneier; John Wiley & Sons, Inc. — A thorough and pragmatic exam-
ination of the current computer security issues.
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8 Pluggable Authentication Modules
(PAM)

Programs that give privileges to users must properly authenticate (verify the identity of) each user.
When you log in to a system, you provide your username and password, and the login process uses the
username and password to authenticate the login — to verify that you are who you say you are. Forms
of authentication other than passwords are possible, and the passwords can be stored in different ways.

Pluggable Authentication Modules (PAM) is a way of allowing the system administrator to set an
authentication policy without having to recompile authentication programs. With PAM, you control
how particular authentication modules are plugged into a program by editing that program’s PAM
configuration file in/etc/pam.d

Most Red Hat Linux users will never need to alter PAM configuration files for any of their pro-
grams. When you usePM to install programs that require authentication, they automatically make
the changes necessary to do normal password authentication using PAM. However, if you need to
customize your configuration, you must understand the structure of a PAM configuration file. More
information can be found in Section 8.2RAM Modules

8.1 Advantages of PAM

When used correctly, PAM provides many advantages for a system administrator, such as the follow-
ing:
» A common authentication scheme that can be used with a wide variety of applications.

* PAM can be implemented with various applications without having to recompile the applications
to specifically support PAM.

» Great flexibility and control over authentication for the administrator and application developer.

» Application developers do not need to develop their program to use a particular authentication
scheme. Instead, they can focus purely on the details of their program.

8.2 PAM Configuration Files

The directory/etc/pam.d  contains the PAM configuration files. In earlier versions of PAM,
/etc/pam.conf was used. Theam.conf file is still read if no/etc/pam.d/ entry is found,
but its use is deprecated.
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Each application (oservice as applications designed to be used by many users are commonly known)
has its own file. Each file has five different elemengervice name module type control flag,
module path, andarguments

8.2.1 PAM Service Names

The service name of every PAM-enabled application is the name of its configuration file in
/etc/pam.d . Each program which uses PAM defines its own service hame.

For example, théogin  program defines the service natogin , ftpd defines the service name
ftp , and so on.

In general, the service name is the name of the program usactésshe service, not the program
used toprovidethe service.

8.2.2 PAM Modules

PAM includes four different types of modules for controlling access to a particular service:

« Anauth module provides the actual authentication (perhaps asking for and checking a password)
and sets credentials, such as group membership or Kerberos tickets.

* Anaccount module checks to make sure that the authentication is allowed (the account has not
expired, the user is allowed to log in at this time of day, and so on).

e A password module is used to set passwords.

» A session module is used after a user has been authenticateskes8ion module allows
someone to use their account (for example, mounting the user’s home directory or making their
mailbox available).

These modules may ksacked or placed upon one another, so that multiple modules are used. The
order of a module stack is very important in the authentication process, because it makes it very easy
for an administrator to require that several conditions exist before allowing user authentication to oc-
cur.

For examplerlogin  normally uses at least four stacked authentication methods, as can be seen in
its PAM configuration file:

auth required llib/security/pam_nologin.so

auth required llib/security/pam_securetty.so

auth required llib/security/pam_env.so

auth sufficient  /lib/security/pam_rhosts_auth.so

auth required [lib/security/pam_stack.so service=system-auth
account required /lib/security/pam_stack.so service=system-auth
password required /lib/security/pam_stack.so service=system-auth

session required /lib/security/pam_stack.so service=system-auth
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Before someone is allowed ttogin , PAM verifies that theetc/nologin does not exist, that

they are not trying to log in remotely as root, and that any environmental variables can be loaded.
Then, a successfahosts authentication is performed before the connection is allowetholfts
authentication fails, then standard password authentication is done.

New PAM modules can be added at any time, and PAM-aware applications can then be made to use
them. For example, if you create a one-time-password creation method and write a PAM module to
support it, PAM-aware programs can immediately use the new module and password method without
being recompiled or otherwise modified in any way. As you can imagine, this is very beneficial,
because it lets you mix-and-match, as well as test, authentication methods very quickly with different
programs without having to recompile the programs.

Documentation on writing modules is included with the systefasn/share/doc/pam— <ver-
sion-number>

8.2.3 PAM Control Flags

All PAM modules generate a success or failure result when checked. Control flags tell PAM what do
with the result. Since modules can be stacked in a particular order, control flags give you the ability
to set the importance of a module in respect to the modules that follow it.

Again, consider thelogin ~ PAM configuration file:

auth required /lib/security/pam_nologin.so

auth required /lib/security/pam_securetty.so

auth required /lib/security/pam_env.so

auth sufficient  /lib/security/pam_rhosts_auth.so

auth required /lib/security/pam_stack.so service=system-auth
account required /lib/security/pam_stack.so service=system-auth
password required /lib/security/pam_stack.so service=system-auth
session required /lib/security/pam_stack.so service=system-auth

After the module type is specified, the control flags decide how important that particular module type
should be considered to the overall goal of allowing access to the program to that user.

Four types of control flags are defined by the PAM standard:

» required flagged modules must be successfully checked in order for the authentication to be
allowed. If arequired module check fails, the user is not notified until any other modules of
the same module type have been checked.

e requisite flagged modules also must be successfully checked in order for the authentication
to be successful. However, ifraquisite module check fails, the user is notified immediately
with a message reflecting the first faileglquired  or requisite module.

» sufficient flagged modules checks are ignored if they fail. But, dudficient flagged
module is successfully checked and megiuired  flagged modules above it have failed, then
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no other modules of this module type are checked and this module type is considered to have
successfully been checked as a whole.

» optional flagged modules are not crucial for the overall success or failure of that module type’s
authentication. The only time they play a role is when no other modules of that module type
have succeeded or failed. In this case, the success or failureagtemal  flagged module
determines the overall PAM authentication for that module type.

A newer control flag syntax that allows for even more control is now available for PAM. Please see
the PAM docs located ifusr/share/doc/pam— <version-number>  for information on this
new syntax.

8.2.4 PAM Module Paths

Module paths tell PAM where to find the pluggable module to be used with the module type specified.
Usually, it is provided as the full path to the module, sucHiibgsecurity/pam_stack.so

However, if the full path is not given (in other words, the path does not start wijhtaen the module
indicated is assumed to be/itb/security , the default location for PAM modules.

8.2.5 PAM Arguments

PAM uses arguments to pass information to a pluggable module during authentication for a particular
module type. These arguments allow the PAM configuration files for particular programs to use a
common PAM module but in different ways.

For example, thgpam_userdb.so module uses secrets stored in a Berkeley DB file to authenti-

cate the user. (Berkeley DB is an open source database system designed to be embedded in many
application to track particular types of information.) The module takdls argument, specifying the
Berkeley DB filename to use, which can be different for different services.

So, thepam_userdb.so line in a PAM configuration file look like this:
auth required /lib/security/pam_userdb.so db= path | to / file

Invalid arguments are ignored and do not otherwise affect the success or failure of the PAM module.
When an invalid argument is passed, an error is usually writtbratlog/messages . However,

as the reporting method is controlled by the PAM module, so it is up to the module to correctly log
the error.

8.2.6 PAM Configuration File Samples
A sample PAM application configuration file looks like this:

#%PAM-1.0
auth required /lib/security/pam_securetty.so
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auth required /lib/security/pam_unix.so shadow nullok

auth required /lib/security/pam_nologin.so

account  required /lib/security/pam_unix.so

password required /lib/security/pam_cracklib.so

password required /lib/security/pam_unix.so shadow nullok use_authtok
session required /lib/security/pam_unix.so

The first line is a comment (any line starting witkt @haracter is a comment). Lines two through four
stack three modules to use for login authentication.

auth required /lib/security/pam_securetty.so

Line two makes sure th#tthe user is trying to log in as root, the tty on which they are logging in is
listed in the/etc/securetty file, if that file exists.

auth required /lib/security/pam_unix.so shadow nullok
Line three causes the user to be asked for a password and the password to be checked.
auth required /lib/security/pam_nologin.so

Line four checks to see if the filletc/nologin exists. If/etc/nologin exists and the user is
not root, the authentication fails.

Note that all threeauth modules are checke@yen if the firstauth module fails This strategy
prevents the user from knowing why their authentication was not allowed. Knowing why their au-
thentication failed might allow them to break the authentication more easily on their next try. You can
change this behavior by changirgquired torequisite . If any requisite module returns
failure, PAM fails immediately without calling any other modules.

account  required /lib/security/pam_unix.so

The fifth line causes any necessary account verification to be done. For example, if shadow passwords
have been enabled, tipam_unix.so  module will check to see if the account has expired or if the
user has not changed his or her password within the grace period allowed.

password required /lib/security/pam_cracklib.so

The sixth line tests a newly changed password by seeing whether the password can easily be deter-
mined by a dictionary-based password cracking program.

password required /lib/security/pam_unix.so shadow nullok use_authtok

The seventh line specifies that if thegin  program changes the user’s password, it should use the
pam_unix.so module to do so. (This will happen only if @auth module has determined that the
password needs to be changed — for example, if a shadow password has expired.)

session required /lib/security/pam_unix.so
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The eighth and final line specifies that tpam_unix.so module should be used to manage the
session. Currently, that module does not do anything; it could be replaced by any necessary module
or supplemented by stacking.

Note that the order of the lines within each file matters. While the order in whigghired modules
are called does not matter much, there are other control flags available. dptideal is rarely
used sufficient andrequisite cause order to become important.

As the next example, we will review threuth configuration forrlogin

#%PAM-1.0
auth required /lib/security/pam_nologin.so
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_env.so
auth sufficient  /lib/security/pam_rhosts_auth.so
auth required /lib/security/pam_stack.so service=system-auth
First, pam_nologin.so  checks to see ifetc/nologin exists. If is does, no one can log in

except for root.

auth required /lib/security/pam_securetty.so

Secondpam_securetty.so keeps root logins from occurring on insecure terminals. This effec-
tively disallows all rootrlogin  attempts. If you wish to allow them (in which case you should be
behind a good firewall or not be connected to the Internet), see Sectidos8ngyrlogin , rsh , and
rexec with PAM

auth required /lib/security/pam_env.so

Third, the pam_env.so module loads the environmental variables specifiedeiit/secu-
rity/pam_env.conf

auth sufficient  /lib/security/pam_rhosts_auth.so

Fourth, if pam_rhosts_auth.so authenticates the user usirrposts  in the user’'s home di-
rectory, PAM immediately authenticates tHegin  without moving on to do a normal password
authentication withpam_stack.so . If pam_rhosts_auth.so fails to authenticate the user,
that failed authentication is ignored.

auth required /lib/security/pam_stack.so service=system-auth

Fifth, if pam_rhosts_auth.so has failed to authenticate the user, gan_stack.so module
performs normal password authentication, and is passesktivee=system-auth argument.
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Note

If you do not want to prompt for a password when Hezuretty  check

fails and determines that the user is trying to login as root remotely, you can
change thepam_securetty.so module fromrequired to requi-

site . Alternatively, if you want to allow root logins remotely (which is not

a good idea), you can comment out this line.

8.3 Shadow Passwords

If you are using shadow passwor@gsam_unix.so  will automatically detect that they are in use and
will use them to authenticate users.

Please refer to Section 123hadow Utilitiedfor more information on shadow passwords.

8.4 Using rlogin , rsh , and rexec with PAM

For security reasonsexec , rsh , andrlogin  are not enabled by default in Red Hat Linux 7.1.
You should use the OpenSSH suite of tools instead. Information concerning the OpenSSH tools can
be found in Chapter 1I5SH Protocoand theOfficial Red Hat Linux Customization Guide

If you must useexec ,rsh ,andrlogin , and if you need to use them as root, you will need to make
a few modifications to théetc/securetty file. All three of these tools have PAM configuration
files that require th@am_securetty.so PAM module, so you must edigtc/securetty to
allow root access.

Before you can log in as root using these tools, you first have to have them properly set up. First,
install thersh-server ~ RPM, which is included with Red Hat Linux 7.1. See thfficial Red Hat
Linux Customization Guidié you need assistance usiiRPM.

Next, runntsysv and enablegexec , rsh , andrlogin . See thentsysv man page if you need
help using this tool.

Finally, restartxinetd with /sbin/service xinetd restart to activate thentsysv
changes. At this point, all users except root will be able toragec , rsh , andrlogin

To allow root to use these tools, add the names of the tools you wish to allow fettiige-
curetty . If you wanted to enable root login usimgxec , rsh , andrlogin , add the following
lines to/etc/securetty

rexec
rsh
rlogin
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To allow root to log in using these tools vtalnet  (an even worse idea but necessary in some
environments), add a few more lines:

pts/O
pts/1

8.5 Additional Resources

Much more information about PAM is available than what is covered in this chapter. Various additional
sources of information exist and will prove invaluable in helping to configure and use PAM on your
system.

8.5.1 Installed Documentation

* pamman page — Good introductory information on PAM, including the structure and purpose
of the PAM configuration files.

»  Jusr/share/doc/pam— <version-number>  — Contains excellent HTML documenta-
tion on PAM, including aSystem Administrators’ Guigda Module Writers’ Manualand anAp-
plication Developers’ ManualAlso contains a copy of the PAM standard, DCE-RFC 86.0.

8.5.2 Useful Websites

. http://www.kernel.org/pub/linux/libs/pam — The primary distribution website for the
Linux-PAM project, containing information on various PAM modules and applications in use or
in development, a FAQ, and additional PAM documentation.

In addition to these sources, we suggest that you read as many configuration file examples as possible
when beginning to work with PAM. Many websites offer code examples, both for administrators who
want to change default configuration files and for application developers who want to use PAM with
their programs.
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9 Using Kerberos 5 on Red Hat Linux

Kerberos is a secure system for providing network authentication services. Authentication means:
* The identities of entities on the network are verified.
» Traffic on the network is from the source who claims to have sent it.

Kerberos uses passwords to verify the identity of users, and these passwords are always sent over the
network in encrypted form.

9.1 Why Use Kerberos?

Most conventional network systems use password-based authentication schemes. When a user needs
to authenticate to a service running on a network server, they type in their password for each service
that requires authentication. Their password is sent over the network, and the server verifies their
identity using the password.

Transmission of passwords in plaintext using this method, while commonly done, is a tremendous
security risk. Any system cracker with access to the network and a packet analyzer (also known as a
packet sniffer) can intercept any passwords sent this way.

The primary design goal of Kerberos is to ensure that passwordeaeesent across a network unen-
crypted and are preferably never sent over the network at all. The proper use of Kerberos will eradicate
the threat of packet sniffers intercepting passwords on your network.

9.2 Why Not Use Kerberos?

Kerberos removes a common and severe security threat, so why is it not in use on every network? For
several reasons, Kerberos may be difficult to implement:

* No quick solution exists for migrating user passwords from a standard UNIX password data-
base (such aetc/passwd  or/etc/shadow )to a Kerberos password database. Migration is
technically feasible, but this issue is beyond the scope of this chapter. For help deciding whether a
password migration makes sense for your Kerberos installation, see the Kerberos FAQ Question
2.23 or the information referenced in Section RA8ditional Resourcefr more detailed infor-
mation concerning this issue.

» Kerberos is only partially-compatible with the Pluggable Authentication Modules (PAM) system
used by most servers running Red Hat Linux. For more information on this issue, see Section 9.7,
Kerberos and Pluggable Authentication Modules (PAM)

e For an application to use Kerberos, its sources must be modified to make the appropriate calls
into the Kerberos libraries. For some applications, this may require too much programming effort.
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For other applications, changes must be made to the protocol used between network servers and
their clients. Again, this may require extensive programming. Furthermore, it may be impossible
to make certain closed-source applications work with Kerberos.

» Kerberos assumes that you are using trusted hosts on an untrusted network. Its primary goal is to
prevent plaintext passwords from being sent across that network. However, if anyone other than
the proper user has physical access to any of the hosts, especially the one that issues tickets used
for authentication, the entire Kerberos authentication system is at risk of being compromised.

« Finally, if you decide to use Kerberos on your network, you must realize that it is an all-or-nothing
proposition. Ifany services that transmit plaintext passwords remain in use, passwords can still
be compromised, and your network gains no net benefit from the use of Kerberos. To secure your
network with Kerberos, you must eithkerberize (make it work with Kerberosall applications
that send plaintext passwords or stop using those insecure applications on your network.

9.3 Kerberos Terminology

Like any other system, Kerberos has its own terminology. Before we talk about how it works, here is
a list of terms that you will need to know:

ciphertext

Encrypted data.
client

An entity on the network (a user, a host, or an application) that can get a ticket from Kerberos.
credential cache or ticket file

A file which contains the keys for encrypting communications between a user and various net-
work services. Kerberos 5 provides a framework for using other cache types (such as shared
memory), but files are better supported.

key

Data used when encrypting or decrypting other data. Encrypted data cannot be decrypted with-
out the proper key or extremely good guessing.

Key Distribution Center (KDC)
A service thatissues Kerberos tickets, usually run on the same host as the Ticket Granting Server.
key table or keytab

A file that includes an unencrypted list of principals and their keys. Servers retrieve the
keys they need from keytab files instead of usikigit . The default keytab file is
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letc/krb5.keytab . Thekadmind command is the only service that uses any other file
(it usesf/var/kerberos/krb5kdc/kadm5.keytab ).
plaintext

Unencrypted data.
principal

A user or service that can authenticate using Kerberos. A principal’'s name is in the form
"root]/instanc@@REALM'. For a typical user, theoot is the same as their login ID. The-
stanceis optional. If the principal has an instance, it is separated from the root with a forward
slash (7"). An empty string (") is actually a valid instance (which differs from the default,
NULL instance), but using it can be confusing. All principals in a realm have their own key,
which is derived from their password (for users) or randomly set (for services).

realm

A network that uses Kerberos, composed of one or a few servers (also known as KDCs) and a
potentially very large number of clients.

service
A program or computer accessed over the network.
ticket

A temporary set of electronic credentials that verify the identity of a client for a particular ser-
vice.

Ticket Granting Service (TGS)

Issues tickets for a desired service that are used by the user to actually gain access to the service.
The TGS usually runs on the same host as the KDC.

Ticket Granting Ticket (TGT)

A special ticket which allows the client to obtain additional tickets without applying for them
from the KDC.

9.4 How Kerberos Works

Now that you have heard a few of the terms that Kerberos uses, here is a simplified explanation of how
a Kerberos authentication system works:

On a "normal" network which uses passwords to authenticate users, when a user requests a network
service that requires authentication, the user is prompted to type in their password. Their password is
transmitted in plaintext over the network, and access to the network service is granted.
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As mentioned previously, the central problem solved by Kerberos is how to use passwords for au-
thentication without sending them over the network. On a kerberized network, the Kerberos database
contains principals and their keys (for users, their keys are derived from their passwords). The Ker-
beros database also contains keys for all of the network services.

When a user on a kerberized network logs in to their workstation, their principal is sent to the Key
Distribution Center (KDC) as a request for a Ticket Granting Ticket (TGT). This request can be sent
by the login program (so that it is transparent to the user) or can be sent kipithe program after

the user logs in.

The KDC checks for the principal in its database. If the principal is found, the KDC creates a TGT,
encrypts them using the user’s key, and sends it back to the user.

The login program okinit ~ decrypts the TGT using the user’s key (which it computes from the user’'s
password). The TGT, which is set to expire after a certain period of time, is stored in your credentials
cache. An expiration time is set so that a compromised TGT can only be used for a certain period of
time, usually eight hours (unlike a compromised password, which could be used until changed). The
user won't have to re-enter their password until the TGT expires or they logout and login again.

When the user needs access to a network service, the client uses the TGT to request a ticket for the
service from the Ticket Granting Service (TGS), which runs on the KDC. The TGS issues a ticket for
the desired service, which is used to authenticate the user.

As you might have guessed, this explanation is a simplified description of Kerberos authentication
events. If you need a more in-depth explanation of how Kerberos works, see Sectidddit®&nal
Resources

Note

Kerberos depends on certain network services to work correctly. First,
Kerberos requires approximate clock synchronization between the machines
on your network. If you haven't set up a clock syncing program for your
network, you will need to do so. Also, since certain aspects of Kerberos
rely on the Domain Name System (DNS), be sure that the DNS entries and
hosts on your network are all correctly configured. SeeKbeberos V5
System Administrator's Guigd@rovided in PostScript and HTML formats,

in  /usr/share/doc/krb5-server- <version-number> , for

more information on these issues.
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9.5 Setting Up a Kerberos 5 Server on Red Hat Linux
7.1

When you're setting up Kerberos, install the server(s) first. If you need to set up slave servers, the
details of setting up relationships between master and slave servers are covereeénberes 5
Installation Guidg(in the/usr/share/doc/krb5-server- <version-number>  directory).

To install a Kerberos server:

1.

Be sure that you have clock synchronization and DNS working on your server before installing
Kerberos 5. Pay particular attention to time synchronization between the Kerberos server and
its various clients. If the server and client clocks are different by more than five minutes (this
default amount is configurable in Kerberos 5), Kerberos clients will not be able to authenticate
to the server. This clock synchronization is necessary to prevent an attacker from using an old
authenticator to masquerade as a valid user.

You should set up a Network Time Protocol (NTP) compatible client/server network using Red
Hat Linux, even if you aren’t using Kerberos. Red Hat Linux 7.1 includesitpe package for
easy installation. See http://www.eecis.udel.edu/~ntp for additional information on NTP.

Install thekrb5-libs  , krb5-server , andkrb5-workstation packages on the dedicated
machine which will run your KDC. This machine needs to be secure — if possible, it shouldn’t
run any services other than the KDC.

If you'd like to use a Graphical User Interface (GUI) utility to administrate Kerberos, you should
also install thegnome-kerberos  package. It containkrb5 , a GUI tool for managing tickets,
andgkadmin , a GUI tool for managing Kerberos realms.

Edit the/etc/krb5.conf and /var/kerberos/krb5kdc/kdc.conf configuration
files to reflect your realm name and domain-to-realm mappings. A simple realm can be con-
structed by replacing instancesEXAMPLE.COMandexample.corwith your domain name (be
sure to keep uppercase and lowercase names in the correct format) and by changing the KDC from
kerberos.example.coto the name of your Kerberos server. By convention, all realm names are
uppercase and all DNS hostnames and domain names are lowercase. For full details on the formats
of these files, see their respective man pages.

Create the database using kKub5_util  utility from a shell prompt:
lusr/kerberos/sbin/kdb5_util create -s

Thecreate command creates the database that will be used to store keys for your Kerberos
realm. The-s switch forces creation of stashfile in which the master server key is stored. If

no stash file is present from which to read the key, the Kerberos sémkdc ) will prompt

the user for the master server password (which can be used to regenerate the key) every time it is
started.
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5. Edit the/var/kerberos/krb5kdc/kadmb5.acl file. This file is used bykadmind to
determine which principals have access to the Kerberos database and their level of access. Most
organizations will be able to get by with a single line:

*admin@EXAMPLE.COM  *

Most users will be represented in the database by a single principal (\WtiL&, or empty, in-
stance, such gee @EXAMPLE.COM With this configuration, users with a second principal with
an instance oadmin(for examplejoe/admin@EXAMPLE.COMwill be able to wield full power
over the realm’s Kerberos database.

Oncekadmind is started on the server, any user will be able to access its services by running
kadmin or gkadmin on any of the clients or servers in the realm. However, only users listed
in thekadmb5.acl file will be able to modify the database in any way, except for changing their
own passwords.

Note

Thekadmin andgkadmin utilities communicate with th&admind

server over the network, and they use Kerberos to handle authentication.
Of course, you need to create the first principal before you can connect
to the server over the network to administer it. Create the first principal
with the kadmin.local command, which is specifically designed to

be used on the same host as the KDC and doesn't use Kerberos for au-
thentication.

Type the followingkadmin.local command at the KDC terminal to create the first principal:

lusr/kerberos/sbin/kadmin.local -q "addprinc username /admin"
6. Start Kerberos using the following commands:

/sbin/service krb5kdc start
/shin/service kadmin start
/shin/service krb524 start

7. Add principals for your users using thedprinc command withkadmin or using thePrin-
cipal => Add menu option ingkadmin . kadmin (andkadmin.local on the master KDC)
is a command line interface to the Kerberos administration system. As such, many commands
are available after launching thk@dmin program. Please see tkadmin man page for more
information.
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8. Verify that your server will issue tickets. First, rlamit  to obtain a ticket and store it in
a credential cache file. Then ukéist to view the list of credentials in your cache and use
kdestroy to destroy the cache and the credentials it contains.

Note

By default,kinit  attempts to authenticate you using the login username
of the account you used when you first logged into your system (not the
Kerberos server). If that system username does not correspond to a prin-
cipal in your Kerberos database, you will get an error message. If that
happens, just givkinit  the name of your principal as an argument on
the command linekinit  principal ).

Once you have completed the steps listed above, your Kerberos server should be up and running. Next,
you will need to set up your Kerberos clients.

9.6 Setting Up a Kerberos 5 Client on Red Hat Linux
7.1

Setting up a Kerberos 5 client is less involved than setting up a server. At minimum, you should install
the client packages and provide your clients with a vaitlib.conf  configuration file. Kerberized
versions ofrsh andrlogin  will also require some configuration changes.

1. Be sure that you have time synchronization in place between the Kerberos client and KDC. See
Section 9.5Setting Up a Kerberos 5 Server on Red Hat Linuxférimore information. In addi-
tion, DNS should be working properly on the Kerberos client before installing the Kerberos client
programs.

2. Install thekrb5-libs andkrb5-workstation packages on all of the clients in your realm.
You must supply your own version éétc/krb5.conf for your client workstations; usually
this can be the sameb5.conf  used by the KDC.

3. Before a particular workstation in your realm can allow users to connect using kerhestized
andrlogin , that workstation will need to have tivinetd package installed and have its own
host principal in the Kerberos database. kabd andklogind server programs will also need
access to the keys for their service’s principal.

Using kadmin , add a host principal for the workstation. The instance in this case will be the
hostname of the workstation. Because you'll never need to type the password for this principal
again, and you probably don’t want to bother with coming up with a good password, you can use
the-randkey option to kadmin’'saddprinc command to create the principal and assign it a
random key:
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addprinc -randkey host/ blah.example.com

Now that you have created the principal, you can extract the keys for the workstation by running
kadmin on the workstation itsgland using th&tadd command withirkadmin :

ktadd -k /etc/krb5.keytab host/ blah.example.com

In order to use the kerberized versionssif andrlogin , you must enablklogin , eklogin
andkshell , usually accomplished usingsysv or chkconfig

4. Other kerberized network services will need to be started. To use kerbegizetd , you must
enablekrb5-telnet . Use thentsysv or chkconfig  programs to set thkerb5-telnet
service to start up with your system.

To provide FTP access, create and extract a key for a principal with a root of ftp, with the instance
set to the hostname of the FTP server. Thennisgsv or chkconfig  to enablegssftp

The IMAP server included in thimap package will use GSS-API authentication using Kerberos
5ifit finds the proper key ietc/krb5.keytab . The root for the principal should beap .
The CVS gserver uses a principal with a roote$ and is otherwise identical toserver

That should be all you need to do to set up a simple Kerberos realm.

9.7 Kerberos and Pluggable Authentication Modules
(PAM)

Currently, kerberized services do not make use of PAM at all — a kerberized server bypasses PAM
completely. Applications that use PAM can make use of Kerberos for password checking if the
pam_krb5 module (provided in thggam_krb5 package) is installed. Thgam_krb5 package
contains sample configuration files that will allow services likgin and gdm to authenticate

users and obtain initial credentials using their passwords. If access to network servers is always done
using kerberized services (or services that use GSS-API, like IMAP), the network can be considered
reasonably safe.

Careful system administrators will not add Kerberos password checking to all network services, be-
cause most of the protocols used by these services do not encrypt the password before sending it over
the network — obviously something to avoid.

9.8 Additional Resources

Kerberos can be a challenge for new users to understand, implement and configure. For more examples
and instructions on using Kerberos, refer to the following sources of information:
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9.8.1 Installed Documentation

Jusr/share/doc/krb5-server- <version-number>  — TheKerberos V5 Installation
Guideand theKerberos V5 System Administrator's Guidle PostScript and HTML formats, are
installed by thekrb5-server RPM.

/usr/share/doc/krb5-workstation- <version-number> — The Kerberos V5
UNIX User’s Guidein PostScript and HTML formats, is installed by tkido5-workstation
RPM.

9.8.2 Useful Websites

http://web.mit.edu/kerberos/www — The Kerberos home page on MIT’s website.

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html — The Kerberos Frequently Asked
Questions (FAQ).

ftp://athena-dist.mit.edu/pub/kerberos/doc/usenix.PS — Link to a PostScript vergierbefos:
An Authentication Service for Open Network Systeynkennifer G. Steiner, Clifford Neuman, and
Jeffrey I. Schiller. This document is the original paper describing Kerberos.

http://web.mit.edu/kerberos/www/dialogue.htmlBesigning an Authentication System: a Dia-
logue in Four Sceneariginally by Bill Bryant in 1988, modified by Theodore Ts'o in 1997. This
document is a conversation between two developers who are thinking through the creation of a
Kerberos-style authentication system. The conversational style of the discussion make this a good
starting place for people who are completely unfamiliar with Kerberos.

http://www.ornl.gov/~jar/HowToKerb.html — Practical advice on kerberizing your network.
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10 Installing and Configuring Tripwire

Tripwire software can help to ensure the integrity of critical system files and directories by identifying

all changes made to thertipwire configuration options include the ability to receive alerts via email

if particular files are altered and automated integrity checking \@eoa job. UsingTripwire for

intrusion detection and damage assessment helps you keep track of system changes and can speed the
recovery from a break-in by reducing the number of files you must restore to repair the system.

Tripwire compares files and directories against a baseline database of file locations, dates modified,
and other data. It generates the baseline by taking a snapshot of specified files and directories in a
known secure state. (For maximum securiijpwire should be installed and the baseline created
before the system is at risk from intrusion.) After creating the baseline datdlvgseire compares

the current system to the baseline and reports any modifications, additions, or deletions.

10.1 How to Use Tripwire

The following flowchart illustrates howripwire should be used:
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Figure 10-1 How to Use Tripwire

1.
Install Tripwire
& customize
palicy file

I

2.
Initialize
Tripwire

databaze

I

» 3.
Fun Tripwire
integrity check

Changes
found?

Yes
A. 1
Update Tripwire -
databaze file Examine
Tripwire report
file

7.
Update the
palicy file

Mo

Mo—w

a.
Take appropriate
SecUnty
measures

The following steps should be taken to properly install, use and maiftigiwire:




Section 10.2:Installation Instructions 125
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Install Tripwire and customize the policy file- If not already done, install thigipwire RPM
(see Section 10.2.RPM Installation Instructions Then, customize the sample configuration
(/etc/tripwire/twcfg.txt ) and policy (etc/tripwire/twpol.txt ) files and run
the configuration script/étc/tripwire/twinstall.sh ). For more information, see Sec-
tion 10.2.2,Post-Installation Instructions

2. Initialize the Tripwire database— Build a database of critical system files to monitor based
on the contents of the new, sign&dpwire policy file (/etc/tripwire/tw.pol ). For more
information, see Section 10.lhitializing the Database

3. Run aTripwire integrity check— Compare the newly-creatddipwire database with the actual
system files, looking for missing or altered files. For more information, see SectionRuh8jng
an Integrity Check

4. Examine thefripwire report file— View theTripwire report file usingwprint  to note integrity
violations. For more information, see Section 1®€éinting Reports

5. Take appropriate security measuresIf monitored files have been altered inappropriately, you
can either replace the originals from backups or reinstall the program.

6. Update theTripwire database file— If the integrity violations are intentional and valid, such
as if you intentionally edited a file or replaced a particular program, you shouldripWire’s
database file to not report them as violations in future reports. For more information, see Section
10.10,Updating the Database after an Integrity Check

7. Update theTripwire policy file— If you need to change the list of fil&@ipwire monitors or how
it treats integrity violations, you should update your sample policy fdec(tripwire/tw-
pol.txt ), regenerate a signed copitc/tripwire/tw.pol ), and update youfripwire
database. For more information, see Section 1QJptlating the Policy File

Refer to the appropriate sections within this chapter for detailed instructions on these steps.

10.2 Installation Instructions

Once installed]ripwire must also be correctly initialized to be able to keep a close watch on your
files. These sections detail how to install the program, if it is not already present on your system, and
then how to initialize th8ripwire database.

10.2.1 RPM Installation Instructions

The easiest way to instalkipwire is to install thetripwire RPM during the Red Hat Linux 7.1
installation process. However, if you've already installed Red Hat Linux 7.1, you caRiBbg
Gnome-RPM, or Kpackage to install theTripwire RPM from the Red Hat Linux 7.1 CD-ROMs.
The following steps outline this process usiRBM:
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=

W

Locate theRedHat/RPMS directory on the Red Hat Linux 7.1 CD-ROM.

Locate thetripwire binary RPM by typingls -l tripwire* in the RedHat/RPMS
directory.

Typerpm -Uvh <name>(where<name>is the name of tha@ripwire RPM found in step 2)
After installing thetripwire RPM, follow the post-installation instructions outlined below.

Note
The release notes and README file are located in
{usr/share/doc/tripwire- <version-number> . These

documents contain important information about the default policy file
and other issues.

10.2.2 Post-Installation Instructions

The tripwire

RPM installs the program files needed to run the software. After you've installed

Tripwire, you must configure it for your system as outlined in the following steps:

1.

If you already know of several changes that should be made to the configuration file
(/etc/tripwire/twcfg.txt ) or the policy file (etc/tripwire/twpol.txt ), edit
those files now.

Note

While you should edit your configuration and policy files to customize
Tripwire to your particular situation, editing the configuration or policy
files is not required to us&ipwire. If you plan to modify the configura-

tion or policy files, you must make these changes before running the con-
figuration script (etc/tripwire/twinstall.sh ). If you modify

the configuration or policy files after running the configuration script, you
must re-run the configuration script before initializing the database file.
Keep in mind that yowcan edit the configuration and policy fileafter
initializing the database file and running an integrity check.

2. Typeletc/tripwire/twinstall.sh at the command line as root and prg&ster] to run

the configuration script. Thavinstall.sh

script walks you through the processes of setting
passphrases, generating the cryptographic keys that protekighgre configuration and policy
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files, and signing these files. See Section 1&électing Passphrasésr more information on
setting passphrases.

Note
Once encoded and signed, the configuration fileto{trip-
wire/tw.cfg ) and policy file (etc/tripwire/tw.pol )
generated by running thietc/tripwire/twinstall.sh script

should not be renamed or moved.

3. Initialize theTripwire database file by issuing thesr/sbin/tripwire --init com-
mand at the command line.

4. Runthe firstintegrity check comparing your n&ipwire database to your system files by issuing
the/usr/sbin/tripwire --check command at the command line and looking for errors
in the generated report.

Once you finish these steps successfullypwire has the baseline snapshot of your filesystem that
it needs to check for changes to critical files. Additionally, thpwire RPM adds a file called
tripwire-check to the/etc/cron.daily directory that will automatically run an integrity
check once per day.

10.3 File Locations

Before working withTripwire, you should know where important files for the application are located.
Tripwire stores its files in a variety of places depending on their role:

e Thelusr/shin directory stores th&ipwire , twadmin , andtwprint  programs.

» The/etc/tripwire directory contains the local and site keykéy files) and the initial-
ization script fwinstall.sh ), as well as the sample and actual configuration and policy files.

e The /varl/lib/tripwire directory contains th@ripwire database of your system’s files
(*.twd )andareport directory wherélripwire reports are stored. THeipwire reports, named
host_name - date_of report - time_of _report twr , detail the differences between

the Tripwire database and your actual system files.
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10.4 Tripwire Components

The Tripwire policy file is a text file containing comments, rules, directives, and variables. This file
dictates the wajyripwire checks your system. Each rule in the policy file specifies a system object to
be monitored. Rules also describe which changes to the object to report and which to ignore.

System objects are the files and directories you wish to monitor. Each object is identified by an object
name. A property refers to a single characteristic of an objectTitiavire software can monitor.
Directives control conditional processing of sets of rules in a policy file. During installation, the text
policy file (/etc/tripwire/twpol.txt ) is encrypted and renamed, becoming the active policy
file (/etcitripwire/tw.pol ).

When first initialized, Tripwire uses the signed policy file rules to create the database file
(/var/lib/tripwire/ host name .twd ). The database file is a baseline snapshot of the
system in a known secure statélripwire compares this baseline against the current system to
determine what changes have occurred. This comparison is callategrity check.

When you perform an integrity checRripwire produces report files in thésar/lib/trip-
wire/report directory. The report files summarize any file changes that violated the policy file
rules during the integrity check.

The Tripwire configuration file (etc/tripwire/tw.cfg ) stores system-specific information,
such as the location diripwire data files. Tripwire generates the necessary configuration file infor-
mation during installation, but the system administrator can change parameters in the configuration
file at any time after that point. Note that the altered configuration file must be signed in the same way
as the policy file in order for it to be used by default.

The configuration file variableBOLFILE, DBFILE, REPORTFILE, SITEKEYFILE, andLOCALKEY-

FILE specify the locations of the policy file, database file, report files, and site and local key files.
These variables are defined by default at the time of installation. If you edit the configuration file and
leave any of them undefined, the configuration file will be considered invalittipyvire. This causes

an error on the execution ¢fipwire  , making the program exit.

Note that the altered configuration file must be signed in the same way as the policy file in order for it
to be used bylripwire. See Section 10.11.$jgning the Configuration Filéor instructions on signing
the configuration file.

10.5 Modifying the Policy File

You can specify howTripwire checks your system by modifying thEipwire policy file (tw-

pol.txt ). Modifying the policy file to your particular system configuration increases the usefulness
of Tripwire reports by minimizing false alerts for files or programs you aren’t usingThptvire

is still reporting as altered or missing.
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Locate the default policy file aetc/tripwire/twpol.txt . An example policy file (located
at/usr/share/doc/tripwire- <version-number>  /policyguide.txt )isincludedto

help you learn the policy language. Read the example policy file for instructions on how to edit the
default policy file.

If you modify the policy file immediately after installing theipwire package, be sure to type
[etc/tripwire/twinstall.sh to run the configuration script. This script signs the modified
policy file and renames it ttw.pol . This is the active policy file used by thgpwire program
when it executes.

If you modify the sample policy file after running the configuration script, see Section 10pthkting
the Policy Filefor instructions on signing it to make the requitedpol file.

Note
If you modify the sample policy file, it will not be used Ayipwire until it is
signed, encrypted and made into the nete/tripwire/tw.pol file

(see Section 10.11)pdating the Policy Filg

10.6 Selecting Passphrases

Tripwire files are signed or encrypted using site and local keys, which protect the configuration, policy,
database, and report files from being viewed or altered except by users who know the site and/or
local passphrases. This means that, even if an intruder can obtain root access to your system, they
will not be able to alter th@ripwire files to hide their tracks unless they also know the passphrases.
When selecting passphrases, you must use at least eight alphanumeric and symbolic characters for
each passphrase. The maximum length of a passphrase is 1023 characters. Quotes should not be used
as passphrase characters. Also, make sure that your passphrases are completely different from the root
password for the system.

You should assign unique passphrases for both the site key and the local key. The site key passphrase
protects the site key, which is used to silyipwire configuration and policy files. The local key signs
Tripwire database and report files.
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€ CAUTION @

Store the passphrases in a secure locafibere is no way to decrypt a signed
file if you forget your passphras#.you forget the passphrases, the files are
unusable and you will have to run the configuration script again, which also
reinitializes theTripwire database.

10.7 Initializing the Database

When initializing its databas@ripwire builds a collection of filesystem objects based on the rules in
the policy file. This database serves as the baseline for integrity checks.

To initialize theTripwire database, use the following command:
lusr/shin/tripwire --init

This command can take several minutes to run.

10.8 Running an Integrity Check

When running an integrity checHripwire compares the current, actual filesystem objects with their
properties as recorded in its database. Violations are printed to standard output and saved in a report
file that can be accessed later toyprint . For more information on viewingripwire reports, see
Section 10.9Printing Reports

An email configuration option in the policy file even allows particular email addresses to be sent no-
tices when certain integrity violations occur. See Section 10M2wire and Emailfor instructions
on how to set this up.

To run an integrity check, use the following command:
[usr/sbin/tripwire --check

This command requires some time to run in most situations, depending upon the number of files to be
checked.

10.9 Printing Reports

Thetwprint -m r  command will display the contents offapwire report in clear text. You must
tell twprint  which report file to display.

A twprint  command for printingripwire reports looks similar to the following (all on one line):
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lusr/shin/twprint -m r --twrfile

Ivarllib/tripwire/report/ <name>.twr

The-m r option in the command tellsvprint  to decode dripwire report. The--twrfile
option tellstwprint  to use a specifidripwire report file.

The name of thdripwire report that you want to see includes the name of the hostTiawire
checked to generate the report, plus the creation date and time. You can review previously saved
reports at any time. Simply typs /var/lib/tripwire/report to see a list ofTripwire

reports.

Tripwire reports can be rather lengthy, depending upon the number of violations found or errors gen-
erated. A sample report starts off like this:

Tripwire(R) 2.3.0 Integrity Check Report

Report generated by:
Report created on:
Database last updated on:

root
Fri Jan 12 04:04:42 2001
Tue Jan 9 16:19:34 2001

Report Summary:

Host name:

Host IP address:

Host ID:

Policy file used:
Configuration file used:
Database file used:
Command line used:

some.host.com
10.0.0.1
None
[etc/tripwire/tw.pol
[etc/tripwire/tw.cfg
Ivarllib/tripwire/some.host.com.twd
lusr/sbin/tripwire --check

Rule Summary:

Section: Unix File System

Rule Name Severity Level Added Removed Modified
Invariant Directories 69 0 0 0
Temporary directories 33 0 0 0

* Tripwire Data Files 100 1 0 0
Critical devices 100 0 0 0
User binaries 69 0 0 0

Tripwire Binaries 100 0 0 0
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10.9.1 Using twprint  to View the Tripwire Database

You can also uséwprint

to view the entire database or information about selected files in the

Tripwire database. This is useful for seeing just how much informaligewire is tracking on your

system.

To view the entirelripwire database, type this command:

usr/sbin/twprint -m d --print-dbfile | less

This command will generate a large amount of output, with the first few lines appearing similar to this:

Tripwire(R) 2.3.0 Database

Database generated by: root
Database generated on: Tue Jan 9 13:56:42 2001
Database last updated on: Tue Jan 9 16:19:34 2001

Database Summary:

Host name:
Host IP address:
Host ID:

Policy file used:

some.host.com
10.0.0.1
None
[etc/tripwire/tw.pol

Configuration file used: [etc/tripwire/tw.cfg

Database file used:
Command line used:

Ivar/lib/tripwire/some.host.com.twd
usr/sbin/tripwire --init

Object Summary:

# Section: Unix File System

Mode uib Size Modify Time
/

drwxr-xr-x  root (0) XXX XXXXX XXX XXXXXXXXX
/bin

drwxr-xr-x  root (0) 4096 Mon Jan 8 08:20:45 2001
/bin/arch

-rwxr-xr-x  root (0) 2844 Tue Dec 12 05:51:35 2000
/bin/ash

-rwxr-xr-x  root (0) 64860 Thu Dec 7 22:35:05 2000

/bin/ash.static
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-rwxr-xr-x  root (0) 405576 Thu Dec 7 22:35:05 2000

To see information about a particular file thEtpwire is tracking, such agetc/hosts | type a
differenttwprint  command:

usr/sbin/twprint -m d --print-dbfile /etc/hosts
The result will look similar to this:

Object name: /etc/hosts

Property: Value:
Object Type Regular File
Device Number 773

Inode Number 216991
Mode -IW-r--r--
Num Links 1

uiD root (0)
GID root (0)

See thewprint  man page for other options.

10.10 Updating the Database after an Integrity Check

If you run an integrity check andripwire finds violations, you will first need to determine whether

the violations discovered are actual security breaches or the product of authorized modifications. If
you recently installed an application or edited critical system filegwire will (correctly) report
integrity check violations. In this case, you should update yoipwire database so those changes

are no longer reported as violations. However, if unauthorized changes are made to system files that
generate integrity check violations, then you should restore the original file from a backup or reinstall
the program.

To update youtripwire database to accept the violations found in a report, you must specify the report
you wish to use to update the database. When issuing the command to integrate those valid violations
into your database, be sure to use the most recent report. Type the following command (all on one
line), wherenameis the name of the report to be used:

lusr/shin/tripwire --update --twrfile
Ivarllib/tripwire/report/ <name>.twr

Tripwire will show you the particular report using the default text editor (specified inTthpmvire
configuration file on th&DITOR line). This is your chance to deselect files that you do not wish to be
updated in thdripwire database. It is important that you only allow authorized integrity violations to
be changed in the database.
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All proposed updates to thEipwire database start with[a] before the file name. If you want to
specifically exclude a valid violation from being added to Tinpwire database, remove thxefrom

the box. To accept any files with anbeside them as changes, write the file in the editor and quit the
text editor. This signals tdripwire to alter its database and not report these files as violations.

For example, the default text editor fétipwire isvi . To write the file withvi and make the changes

to theTripwire database when updating with a specific report, type in vi 's command mode and
press[Enter]. You will be asked to enter your local passphrase. Then, a new database file will be
written to include the valid violations.

After a newTripwire database is written, the newly authorized integrity violations will no longer show
up as warnings when the next integrity check is run.

10.11 Updating the Policy File

If you want to actually change the filGsipwire records in its database or modify the severity in which
violations are reported, you need to edit yduipwire policy file.

First, make whatever changes are necessary to the sample policyefitéripwire/tw-

pol.txt ). A common change to this policy file is to comment out any files that do not exist on
your system so that they will not generatéla not found error in yourTripwire reports. For
example, if your system does not havéetc/smb.conf file, you can tellTripwire not to try to

look for it by commenting out its line itwpol.txt

# letc/smb.conf -> $(SEC_CONFIG) ;

Next, you must tellripwire to generate a nefetc/tripwire/tw.pol signed file and then gen-
erate an updated database file based on this policy information. Assimtivtgipwire/tw-
pol.txt is the edited policy file, use this command:

lusr/shin/twadmin --create-polfile -S site.key /etc/tripwire/twpol.txt
You will be asked for the site passphrase. Then piyol.txt file will be parsed and signed.

Itis important that you update tAeipwire database after creating a nitc/tripwire/tw.pol
file. The most reliable way to accomplish this is to delete your cufféptire database and create a
new database using the new policy file.

If your Tripwire database file is nameailbur.domain.com.twd , type this command:
rm /var/lib/tripwire/wilbur.domain.com.twd

Then type the command to create a new database:
[usr/sbin/tripwire --init

A new database will be created according to the instructions in the new policy file. To make sure the
database was correctly changed, run the first integrity check manually and view the contents of the
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resulting report. See Section 10 nning an Integrity Checknd Section 10.FRrinting Reportsor
specific instructions on these points.

10.11.1 Signing the Configuration File

The text file with the configuration file changes (commofdyc/tripwire/twcfg.txt ) must

be signed to replace thetc/tripwire/tw.cfg and be used byripwire when it runs its in-
tegrity check.Tripwire will not recognize any configuration changes until the configuration text file
is correctly signed and used to replace fbie/tripwire/tw.pol file.

If your altered configuration text file igetc/tripwire/twcfg.txt , type this command to sign
it, replacing the currenfetc/tripwire/tw.pol file:

lusr/shin/twadmin --create-cfgfile -S site.key /etc/tripwire/twcfg.txt

Since the configuration file does not not alter anipwire policies or files tracked by the application,
it is not necessary to regenerate the database of monitored system files.

10.12 Tripwire and Email

Tripwire can email someone if a specific type of rule in the policy file is violated. To configipe

wire to do this, you first have to know the email address of the person to be contacted if a particular
integrity violation occurs, plus the name of the rule you would like to monitor. Note that on large sys-

tems with multiple administrators, you can have different sets of people notified for certain violations

and no one notified for minor violations.

Once you know who to notify and what to notify them about, addraailto= line to the rule directive
section of each rule. Do this by adding a comma aftestverity= line and puttingemailto= on the

next line, followed by the email addresses to send the violation reports for that rule. Multiple emails
will be sent if more than one email address is specified and they are separated by a semi-colon.

For example, if you would like two administrators, Sam and Bob, notified if a networking program is
modified, change the Networking Programs rule directive in the policy file to look like this:

(

rulename = "Networking Programs",
severity = $(SIG_HI),
emailto = bob@domain.com;sam@domain.com

)

Once a new signed policy file is generated from Ate/tripwire/twpol.txt file, the speci-
fied email addresses will be notified upon violations of that particular rule. For instructions on signing
your policy file, see Section 10.1WUpdating the Policy File
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10.12.1 Sending Test Email Messages

To make sure thafripwire’s email naotification configuration can actually send email correctly, use
the following command:

lusr/shin/tripwire --test --email your@email.address

A test email will immediately be sent to the email address bytripgvire program.

10.13 Additional Resources

Tripwire can do more than what is covered in this chapter. Refer to these additional sources of infor-
mation to learn more abodtipwire.

10.13.1 Installed Documentation

» /usr/share/doc/tripwire- <version-number>  — An excellent starting point for
learning about how to customize the configuration and policy files in/éte/tripwire
directory.

» Also, refer to the man pages foipwire  , twadmin andtwprint  for help using those util-
ities.

10.13.2 Useful Websites

*  http://mwww.tripwire.org — The home of the Tripwire Open Source Project, where you can find
the latest news on the application, including an FAQ list.
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11 SSH Protocol

This chapter covers the benefits of the SSH™ protocol, the sequence of events that occur when a
secure connection is made to a remote system, the different layers of SSH, and methods to ensure
SSH is used by users connecting to your system.

Common methods for remotely logging into another system through a sdlek{ |, rlogin , or

rsh ) or copying files between hostiiff orrcp ) are insecure and should be avoided. Instead, you
should only connect to a remote host using a secure shell or an encrypted virtual private network.
Using secure methods to remotely log in to other systems will decrease the security risks for both your
system and the remote system.

11.1 Introduction

SSH (orSecureSHell) is a protocol for creating a secure connection between two systems. Using
SSH, the client machine initiates a connection with a server machine. The following safeguards are
provided by SSH:

» After an initial connection, the client can verify that it is connecting to the same server during
subsequent sessions.

e The client can transmit its authentication information to the server, such as a username and pass-
word, in an encrypted format.

» All data sent and received during the connection is transferred using strong encryption, making it
extremely difficult to decrypt and read.

« The client has the ability to use X34pplications launched from the shell prompt. This technique
provides a secure, graphical interface (cakdd forwarding).

The server benefits from SSH, as well, especially if it is running a number of services. If yponise
forwarding , otherwise insecure protocols (for example, POP) can be encrypted for secure communi-
cation with remote machines. SSH makes it relatively simple to encrypt different types of communi-
cation normally sent insecurely over public networks.

Red Hat Linux 7.1 includes the OpenSSH servapegnssh-server ) and client ppenssh-
clients ) packages, as well as the general OpenSSH packggmésh ) which must be installed
for either of them to work. Please see fficial Red Hat Linux Customization Guidter instructions
on installing and deploying OpenSSH on your Red Hat Linux system.

1 X11 refers to the X11R6 windowing display system, traditionally referred to as X. Red Hat Linux includes
XFree86, a widely used, open source X Window System, which is based on X11R6.
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The OpenSSH packages require the OpenSSL packagegsl ). OpenSSL installs several impor-
tant cryptographic libraries that help OpenSSH provide encrypted communications. You must install
theopenssl package before installing any OpenSSH packages.

A large number of client and server programs can use the SSH protocol, including many open source
and freely available applications. Several different SSH client versions are available for almost every

major operating system in use today. Even if the users connecting to your system are not running Red
Hat Linux, they can still find and use an SSH client native for their operating system.

11.1.1 Why Use SSH?

Threats to network traffic include packet sniffing, DNS and IP spodfimgl the promulgation of fake
routing information. In general terms, these threats can be categorized as follows:

» Interception of communication between two systenis this scenario, a third party exists some-
where on the network between communicating entities and makes a copy of the information being
passed between them. The intercepting party may intercept and keep the information, or it may
alter the information and send it on to the intended recipient.

» Impersonation of a particular host Using this strategy, an intercepting system pretends to be the
intended recipient of a message. If the strategy works, the client remains unaware of the deception
and continues to communicate with the interceptor as if its traffic had successfully reached its
destination.

Both techniques cause information to be intercepted, possibly for hostile reasons. The results can be
disastrous, whether that goal is achieved by listening for all packets on a LAN or a hacked DNS server
pointing to a maliciously duplicated host.

If SSH is used for remote shell logins and file copying, these security threats can be greatly diminished.
A server’s digital signature provides verification for its identity. The entire communication between
client and server systems cannot be used if intercepted, because each of the packets is encrypted.
Attempts to spoof the identity of either side of a communication will not work, since each packet is
encrypted using a key known only by the local and remote systems.

11.2 Event Sequence of an SSH Connection

A certain series of events helps protect the integrity of an SSH communication between two hosts.

First, a securéransport layer is created so that the client knows that it is communicating with the
correct server. Then, the communication is encrypted between the client and server using a symmetric
cipher.

2 Spoofing commonly means appearing to others to be a particular system when you are actually not that system.
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Next, with a secure connection to the server in place, the client authenticates itself to the server without
worrying that the authentication information may be compromised. OpenSSH on Red Hat Linux uses
DSA or RSA keys and version 2.0 of the SSH protocol for authentication by default.

Finally, with the client authenticated to the server, several different services can be safely and se-
curely used through the connection, such as an interactive shell session, X11 applications, and tun-
neled TCP/IP ports.

The entire connection process occurs with very little extra work required on the local system. In fact,
in many respects, SSH works well because it is familiar to users who are accustomed to less secure
connection methods.

In the following example, userl on the client system is initiating an SSH connection to a server. The
server’s IP address is 10.0.0.2, but its domain name could be used instead. The login name of userl
on the server is user2. Tlsh command is written as follows:

[userl@machinel userl]$ ssh user2@10.0.0.2

The OpenSSH client will request the user’s private key passphrase to decrypt the private key, which is
used to perform authentication. However, the private key passphrase is not sent across the now secure
connection between the client and server. Instead, the passphrase is used to uritbdlsthe file

and generate a signature, which it then sends to the server. If the server has a copy of the user’s public
key which can be used to verify the signature, the user is authenticated.

In this example, the user is using a DSA key (RSA keys, among many others, can also be used) and
sees the following prompt:

Enter passphrase for DSA key '’home/userl/.ssh/id_dsa’:

If the public key authentication fails for whatever reason (perhaps the passphrase is entered incorrectly
or the authentication information does not already exist on the server), another type of authentication
is usually attempted. In our example, the OpenSSH server allows userl to authenticate herself using
user2’s password because the signature sent did not match a public key stored by user2:

user2@machine2’'s password:

With a correctly entered password, the user is given a shell prompt. Of course, user2 must already
have an account on the 10.0.0.2 machine for password authentication to work.

Last login: Mon Apr 15 13:27:43 2001 from machinel
[user2@machine2 user2]$

At this point, the user can interact with the shell in the same way as they might deelvigt  or
rsh , except that the communication is encrypted.

Other SSH toolsscp andsftp , work in a similar way as the insecurep andftp , respectively.
See théfficial Red Hat Linux Customization Guidtar instructions and examples for using these and
other SSH commands.
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11.3 Layers of SSH Security

The SSH protocol allows any client and server programs built to the protocol’s specifications to com-
municate securely and be used interchangeably.

Two different varieties of SSH currently exist. SSH version 1 contains several patented encryption
algorithms (however, several of these patents have expired) and a security hole that potentially allows
for data to be inserted into the data stream. It is recommended that you use SSH version 2-compatible
servers and clients, if at all possible.

OpenSSH includes support for version 2 (and freely available DSA encryption keys). Combined with
the OpenSSL encryption libraries, OpenSSH provides a full-range of security capabilities.

Both SSH protocol versions (1 and 2) use similar layers of security to strengthen the integrity of the
communication from several different angles. Each layer provides its own type of protection, which
when used together with the others, strengthens the overall security of the communication and makes
it easier to use.

11.3.1 Transport Layer

The primary role of the transport layer is to facilitate safe and secure communication between the
two hosts at the time of and after authentication. Usually running over TCP/IP, the transport layer
accomplishes this by handling the encryption and decryption of data, verifying that the server is the
correct machine for authentication, and providing integrity protection of data packets as they are sent
and received. In addition, the transport layer can also provide compression of the data, effectively
speeding the transfer of information.

Once a client contacts a server using the SSH protocol, several important points are negotiated so that
the two systems can correctly construct the transport layer:

» Key exchange

» The public key algorithm to be used

» The symmetric encryption algorithm to be used

e The message authentication algorithm to be used
e The hash algorithm to be used

During the key exchange, the server identifies itself to the client whbst key. Of course, if this

client has never communicated with this particular server before, then the server’'s key will be un-
known to the client. OpenSSH gets around this problem by allowing the client to accept the server’'s
host key the first time an SSH connection occurs. Then, in subsequent connections, the server’s host
key can be checked with a saved version on the client, providing confidence that the client is indeed
communicating with the intended server.
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€ CAUTION @

The host key verification method used by OpenSSH is not perfect. An at-

tacker could masquerade as the server during the initial contact, as the lo-
cal system would not necessarily know the difference between the intended
server and the attacker at that point. But, until a better host key distribution

method becomes widely available, this initially insecure method is better than

nothing.

SSH is designed to work with almost any kind of public key algorithm or encoding format. After an
initial key exchange creates two values (a hash value used for exchanges and a shared secret value),
the two systems immediately begin calculating new keys and algorithms to protect authentication and
future data sent over the connection.

11.3.2 Authentication

Once the transport layer has constructed a secure tunnel to pass information between the two systems,
the server tells the client the different authentication methods supported, such as using a private key-
encoded signature or typing a password. The client will then try to authenticate itself to the server
using any of the supported methods.

Since servers can be configured to allow different types of authentication, this method gives each side
the optimal amount of control. The server can decide which encryption methods it will support based
on its security model, and the client can choose the order of authentication methods to attempt from
among the available options. Thanks to the secure nature of the SSH transport layer, even seemingly
insecure authentication methods, such as a host-based authentication, are safe to use.

Most users requiring a secure shell will authenticate using a password. Unlike other security authen-

tication schemes, the password is transmitted to the server in cleartext. However, since the entire
password is encrypted when moving over the the transport layer, it can be safely sent across any net-
work.

11.3.3 Connection

After a successful authentication over the SSH transport layer, muttiplenelsare opened by multi-
plexing3the single connection between the two systems. Each of these channels handles communica-
tion for a different terminal session, forwarded X11 information, or any other separate service seeking
to use the SSH connection.

3 A multiplexed connection consists of several signals being sent over a shared, common medium. With SSH,
different channels are sent over a common secure connection.
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Both clients and servers can create a new channel, with each channel being assigned a different number
at each end. When one side attempts to open a new channel, that side’s number for the channel is sent
along with the request. This information is stored by the other side and used to direct a particular type
of service’s communication to that channel. This is done so that different types of sessions will not
affect one another and channels can be closed without disrupting the primary SSH connection between
the two systems.

Channels also support flow-control, which allows them to send and receive data in an orderly fashion.
In this way, data is not sent over the channel until the host receives a message that the channel is able
to receive it.

Channels are particularly useful with X11 forwarding and TCP/IP port forwarding with SSH. Separate
channels can be configured differently, perhaps to use a different maximum packet size or to transfer
a particular type of data. This allows SSH to be flexible in handling different types of remote connec-
tions, such as dial-up over public networks or high speed LAN links, without having to change the
basic infrastructure of the protocol. The client and server negotiate the configuration of each channel
within the SSH connection for the user automatically.

11.4 OpenSSH Configuration Files

OpenSSH has two different sets of configuration files, one for the client progsshs écp , and
sftp ) and the other for the server serviasiid ), located in two different areas.

System-wide SSH configuration information is stored inféte/ssh  directory:

e primes — Contains Diffie-Hellman groups used for the Diffie-Hellman key exchange. Basi-
cally, this key exchange creates a shared secret value that cannot be determined by either party
alone and is used to provide host authentication. This file is critical for constructing a secure
transport layer.

» ssh_config — The system-wide SSH client configuration file used to direct the SSH client.
If a user has her own configuration file available in her home directatggh/config ), then
its values will override the values stored/atc/ssh/ssh_config

» sshd_config — The configuration file forsshd .

e ssh_host dsa key — The DSA private key used bgshd .

* ssh_host_dsa_key.pub — The DSA public key used bgshd .

» ssh_host key — The RSA private key used Isshd for version 1 of the SSH protocol.

e ssh_host _key.pub  — The RSA public key used bgshd for version 1 of the SSH protocol.

» ssh_host rsa_key = — The RSA private key used t3shd for version 2 of the SSH protocol.
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e ssh_host _rsa_key.pub — The RSA public key used bgshd for version 2 of the SSH
protocol.

User-specific SSH configuration information is stored in the user's home directory withiashe
subdirectory:

e authorized_keys2 — The file that holds a list of "authorized" public keys. If a connecting
user can prove that she knows the private key which corresponds to any of these, then she is au-
thenticated. Note that this is only an optional authentication method.

* id_dsa — Contains the DSA authentication identity of the user.
e id_dsa.pub — The DSA public key of the user.
* known_hosts2 — Stores the DSA host keys of the servers a user logs into via SSH when the

user elects to record them. If a server has its host keys legitimately altered, perhaps on a re-instal-
lation of Red Hat Linux, the user will be notified that the host key stored irkittoevn_hosts2

file that corresponds with this host does not match. Then, the user must delete that host’s key in
known_hosts in order to store the new host key for that system. Khewn_hosts2 file

is very important for ensuring that the client is connecting the correct server. If a host's key has
changed, and you are not absolutely certain why it has changed, then you should contact the host's
system administrator to make sure that the host has not be compromised.

See the man pages fesh andsshd for information concerning the various directives available in
the SSH configuration files.

11.5 More Than a Secure Shell

A secure command line interface is just the beginning of the many ways SSH can be used. Given
the proper amount of bandwidth, X11 sessions can be directed over an SSH channel. Or, by using
TCP/IP forwarding, previously insecure port connections between systems can be mapped to specific
SSH channels.

11.5.1 X11 Forwarding

Opening an X11 session over an established SSH connection is as easy as running an X program while
already running an X client on your host. When an X program is run from the secure shell prompt,
the SSH client and server create a new secure channel within the current SSH connection, and the X
program data is sent over that channel to your client machine as if you were connected to the X server
via a local terminal.

As you might imagine, X11 forwarding can be very useful. For example, you can use X11 forward-
ing to create a secure, interactive session withughzdate GUI on the server to selectively update
packages (if you have the necessary Red Hat Network packages installed on the server). To do this,
simply connect to the server usisgh and type:
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up2date

You will be asked to supply the root password for the server. ThenR#éteHat Update Agent
will appear and you can update your packages on the server as though you were sitting in front of the
machine.

The processing overhead required to encrypt and decrypt the secure information being sent over the
channel, plus the extra bandwidth necessary to send encrypted X application data, may be significant,
however. Adequate testing is required to make sure that the X program is still usable, given your
particular hardware and bandwidth conditions.

11.5.2 TCP/IP Forwarding

TCP/IP forwarding works with the SSH client requesting that a particular port on the client or server
side be mapped over the existing SSH connection.

To map a local port on the client to a remote port on the server, you first have to know the port numbers
on both machines. It is even possible to map two non-standard, different ports to each other.

To create a TCP/IP forwarding channel which listens for connections on the local host, use the follow-
ing command (all on one line):

ssh -L <local-port> . <remote-hostname> . <remote-port>
<username> @<hostname>

Note

Setting up TCP/IP forwarding to listen on ports below 1024 requires root
access, just as starting services that listen on ports below 1024.

For example, if you want to check your email on a server called mail.domain.com using POP and SSH
is available on that server, you can use this command to set up TCP/IP forwarding:

ssh -L 1100:mail.domain.com:110 mail.domain.com

After the TCP/IP forwarding is in place between the two machines, you can direct your POP mail
client to use localhost as the POP server and 1100 as the port to check for new mail. Any requests sent
to port 1100 on your system will be directed securely to the mail.domain.com server.

If mail.domain.com is not running an SSH server daemon but you can log in via SSH to a machine
near it, perhaps through a firewall, you can still use SSH to secure the part of the POP connection that
occurs over public networks. A slightly different command is needed:

ssh -L 1100:mail.domain.com:110 other.domain.com
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In this example, you are forwarding your POP request from port 1100 on your machine through the
SSH connection on port 22 to other.domain.com. Then, other.domain.com connects to port 110 on
mail.domain.com to allow you to check for new mail. Only the connection between your system
and other.domain.com is secure, but in many situations, this is enough to get your information safely
through public networks by providing more security than you had before.

Of course, in this example and the one above it, you must be able authenticate to the SSH server to
perform the TCP/IP forwarding. Be sure that you can execute normal SSH commands before attempt-
ing to set up TCP/IP forwarding.

TCP/IP forwarding can be particularly useful for getting information securely through network fire-
walls. If the firewall is configured to allow SSH traffic via its standard port (22) but block access
through other ports, a connection between two hosts using the blocked ports is still possible by redi-
recting their communication over an established SSH connection between them.

Note

This can be very dangerous, however. Using TCP/IP forwarding to forward
connections in this manner allows any user on the client system to connect
to the service you are forwarding connections to, which can be hazardous if
your client system becomes compromised.

Check with the system administrator who administers your firewall
before using TCP/IP forwarding to bypass it. System administrators
concerned about TCP/IP forwarding can disable this functionality on the
server by specifying &lo parameter for thé\llowTcpForwarding line in
letc/ssh/sshd_config and restarting theshd service.

11.6 Requiring SSH for Remote Connections

For SSH to be truly effective in protecting your network connections, you must stop using all insecure
connection protocols, such #g&lnet andrsh . Otherwise, a user’s password may be protected
usingssh on one day only to be captured when they log in the next day usingt

To disable insecure connection methods to your systemptsysv or chkconfig  to make sure
that these services do not start up with the system. Totsysv to configure services that start at
runlevels 2, 3, and 5, type the command:

lusr/sbin/ntsysv 235

Within ntsysv , you can disable services from starting up by deselecting them[Spheebar] tog-
gles a service between being active or inactive. At a minimum, you should detsdtestt , rsh ,
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ftp , andrlogin . When finished, select theK button to save yountsysv changes. See the
ntsysv man page for additional assistance using this utility.

Changes made to withisysv ~ will not take affect until either the system is restarted or changes run-
levels. If you disabled services used wiiinetd , you must restartinetd . By default,rlogin
rsh , andtelnet are controlled byinetd . To restariinetd , type:

/shin/service xinetd restart

For services not used wittinetd , you must stop them manually unless you are restart your system
after usingntsysv . To stop a service, you will probably use a command such as:

/sbin/service <service-name>  stop

After restartingxinetd and stopping any other services you have configured not to start up auto-
matically, disabled connection methods will no longer be accepted by your system. If you disable all
remote connection methods other thangbled service daemon, users will have to use an SSH client
application to connect to the server.
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12 Controlling Access and Privileges

System security relies heavily on users or groups not being able to do more than they should, according
to a common security policy. Most of the day-to-day changes concerned with controlling access and
privileges revolves around properly using users and groups. (See Chapteer®,and Group$or

more information on properly creating and configuring users and groups.)

However, many organizations using Red Hat Linux have particular guidelines or work environments
that require tighter security or special configurations for enhanced or restricted access to applications
or system devices. This section discusses a few ways you can tweak your system to provide an appro-
priate level of access and privileges for your users based on your situation.

12.1 Shadow Utilities

If you are in a multiuser environment and not using PAM or Kerberos, you should consider using
Shadow Utilities (also known ashadow passwordy for the enhanced protection offered for your
system’s authentication files. During the installation of Red Hat Linux, shadow password protection
for your system is enabled by default, as Bi@5 passwords(an alternative and arguably more secure
method of encrypting passwords for storage on your system).

Shadow passwords offer a few distinct advantages over the previous standard of storing passwords on
UNIX and Linux systems, including:

. Improved system security by moving the encrypted passwords (normally found in
letc/passwd ) to/etc/shadow  which is readable only by root

» Information concerning password aging (how long it has been since a password was last changed)
e Control over how long a password can remain unchanged before the user is required to change it

» The ability to use théetc/login.defs file to enforce a security policy, especially concerning
password aging

The shadow-utils package contains a number of utilities that support:
e Conversion from normal to shadow passwords and bpekdnv , pwunconv )
* Verification of the password, group, and associated shadow fileslk(, grpck )

e Industry-standard methods of adding, deleting and modifying user accasetadd , user-
mod, anduserdel )

» Industry-standard methods of adding, deleting, and modifying user grgrqagpadd , group-
mod, andgroupdel )

* Industry-standard method of administering te&e/group  file usinggpasswd
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Note
There are some additional points of interest concerning these utilities:
*  The utilities will work properly whether shadowing is enabled or not.

e The utilities have been slightly modified to support Red Hat’s user pri-
vate group scheme. For a description of the modifications, sesstre
add man page. For more information on user private groups, turn to Sec-
tion 2.4,User Private Groups

e The adduser script has been replaced with a symbolic link to
/usr/sbin/useradd

e The tools in theshadow-utils package are not Kerberos or LDAP
enabled. New users will be local only. For more information on Ker-
beros and LDAP, see Chaptening Kerberos 5 on Red Hat Linaad
Chapter 4Lightweight Directory Access Protocol (LDAP)

12.2 Configuring Console Access

When normal (non-root) users log in to a computer locally, they are given two types of special per-
missions:

1. They can run certain programs that they would not otherwise be able to run

2. They can access certain files (normally special device files used to access diskettes, CD-ROMs,
and so on) that they would not otherwise be able to access

Since there are multiple consoles on a single computer and multiple users can be logged into the com-
puter locally at the same time, one of the users has to "win" the race to access the files. The first user
to log in at the console owns those files. Once the first user logs out, the next user who logs in will
own the files.

In contrast,everyuser who logs in at the console will be allowed to run programs that accomplish
tasks normally restricted to the root user. If X is running, these actions can be included as menu items
in a graphical user interface. As shipped, the console-accessible programs hradtudgooweroff
andreboot .
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12.2.1 Disabling Shutdown Via Ctrl-Alt-Del

By default,/etc/inittab specifies that your system is set to shutdown and reboot the system in
response to Ctrl]-[Alt]-[Del] key combination used at the console. If you'd like to completely disable
this ability, you will need to comment out the following line f@tc/inittab

ca:.ctrlaltdel:/sbin/shutdown -t3 -r now

Alternatively, you may just want to allow certain non-root users the right to shutdown the system
from the console usinfCtrl]-[Alt]-[Del]. You can restrict this privilege to certain users, by taking the
following steps:

1. Adda-a option to the/etc/inittab line shown above, so that it reads:

ca::ctrlaltdel:/sbin/shutdown -a -t3 -r now

The-a flag tellsshutdown to look for the/etc/shutdown.allow file, which you'll create
in the next step.

2. Create a file nameshutdown.allow in /etc . Theshutdown.allow file should list the
usernames of any users who are allowed to shutdown the systenj@isig\lt]-[Del]. The format
of the/etc/shutdown.allow file is a list of usernames, one per line, like the following:

stephen
jack
sophie

According to this examplehutdown.allow file, stephen, jack, and sophie are allowed to shut-
down the system from the console usii@rl]-[Alt]-[Del]. When that key combination is used, the
shutdown -a in/etc/inittab checks to see if any of the userdétc/shutdown.allow

(orroot) are logged in on a virtual console. If one of them is, the shutdown of the system will continue;
if not, an error message will be written to the system console instead.

For more information oishutdown.allow  see theshutdown man page.

12.2.2 Disabling Console Program Access
In order to disable access by users to console programs, you should run this command as root:

rm -f /etc/security/console.apps/*

In environments where the console is otherwise secured (BIOS and LILO passwords gelset,
[Alt]-[Delete] is disabled, the power and reset switches are disabled, and so forth), you may not want
to allow any user at the console to rpaweroff |, halt , andreboot , which are accessible from

the console by default.

To remove these abilities, run the following commands as root:
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rm -f /etc/security/console.apps/poweroff
rm -f /etc/security/console.apps/halt
rm -f /etc/security/console.apps/reboot

12.2.3 Disabling All Console Access

The PAM pam_console.so module manages console file permissions and authentication. (See
Chapter 8Pluggable Authentication Modules (PANtr more information on configuring PAM.) If

you want to disable all console access, including program and file access, comment out all lines that
refer topam_console.so inthe/etc/pam.d  directory. The following script will do the trick:

cd /etc/pam.d
for i in * ; do
sed ’'/[M].*pam_console.so/s/M#I < $i > foo && mv foo $i

done
12.2.4 Defining the Console
Thepam_console.so  module uses théetc/security/console.perms file to determine

the permissions for users at the system console. The syntax of the file is very flexible; you can edit the
file so that these instructions no longer apply. However, the default file has a line that looks like this:

<console>=tty[0-9][0-9]* :[0-9]\.[0-9] :[0-9]

When users log in, they are attached to some sort of named terminal, either an X server with a name
like :0 or mymachine.example.com:1.0 or a device like/dev/ttySO or /dev/pts/2

The default is to define that local virtual consoles and local X servers are considered local, but if you
want to consider the serial terminal next to you on paet/ttyS1  to also be local, you can change

that line to read:

<console>=tty[0-9][0-9]* :[0-9]\.[0-9] :[0-9] /dev/ttyS1

12.2.5 Making Files Accessible From the Console

In /etc/security/console.perms , there is a section with lines like:

<floppy>=/dev/fd[0-1]* \
/dev/floppy/*

<sound>=/dev/dsp* /dev/audio* /dev/midi* \
/dev/mixer* /dev/sequencer \
/dev/sound/*

<cdrom>=/dev/cdrom* /dev/cdwriter*

You can add your own lines to this section, if necessary. Make sure that any lines you add refer to the
appropriate device. For example, you could add the following line:

<scanner>=/dev/sga
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(Of course, make sure thatev/sga s really your scanner and not, say, your hard drive.)

That's the first step. The second step is to define what is done with those files. Look in the last section
of /etc/security/console.perms for lines similar to:

<console> 0660 <floppy> 0660 root.floppy
<console> 0600 <sound> 0640 root
<console> 0600 <cdrom> 0600 root.disk

and add a line like:
<console> 0600 <scanner> 0600 root

Then, when you log in at the console, you will be given ownership ofdbe/sga  device and the
permissions will be 0600 (readable and writable by you only). When you log out, the device will be
owned by root and still have 0600 (now: readable and writable by root only) permissions.

12.2.6 Enabling Console Access for Other Applications

If you wish to make other applications accessible to console users, you will have to do just a little bit
more work.

First of all, console accesmly works for applications which reside isbin  or/usr/sbin  , sothe
application that you wish to run must be there. After verifying that, do the following steps:

1. Create a link from the name of your application, such as our safapleprogram, to the
{usr/bin/consolehelper application:

cd /usr/bin
In -s consolehelper foo

2. Create the fildetc/security/console.apps/ foo :

touch /etc/security/console.apps/ foo

3. Create a PAM configuration file for theo service infetc/pam.d/ . An easy way to do this
is to start with a copy of the halt service’s PAM configuration file, and then modify the file if you
want to change the behavior:

cp /etc/pam.d/halt /etc/pam.d/foo

Now, when you runfusr/bin/ foo , it will call consolehelper , which will authenticate the
user with the help ofusr/shin/userhelper . To authenticate the usegnsolehelper  will
ask for the user’s password/détc/pam.d/  foo is a copy ofletc/pam.d/halt (otherwise, it
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will do precisely what is specified ifetc/pam.d/  foo ) and then rurusr/shin/ foo with root
permissions.

12.3 The floppy Group

If, for whatever reason, console access is not appropriate for you and you need to give non-root users
access to your system'’s diskette drive, this can be done usinfipti@y group. Simply add the
user(s) tothéloppy group using the tool of your choice. Here's an example showingdmagswd

can be used to add user fred to fleppy  group:

[root@bigdog root]# gpasswd -a fred floppy
Adding user fred to group floppy
[root@bigdog root]#

Now, user fred will now be able to access the system’s diskette drive.
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13 Using Apache as a Secure Web Server
13.1 Introduction

This chapter provides basic information on how to install the Apache World Wide Web (WWW or
Web) server with the mod_ssl security module and the OpenSSL library and toolkit. The combination
of these three components, provided with Red Hat Linux, will be referred to in this manual as the
secure Web server or just as the secure server.

Simply stated, Web servers provide Web pages in response to requests from browsers. Well-known
browsers include Netscap¢avigator and Microsoftinternet Explorer. In more technical terms,

Web servers and browsers communicate using the HyperText Transfer Protocol (HTTP), the Internet
standard for Web communications. When users click on a link on a Web page, an HTTP request is sent
to a Web server for the content named by the link. The Web server receives the request and provides
the content that was asked for, such as a HyperText Markup Language (HTML) page, a CGlI script, or

a Web page dynamically generated from a database. If a Web server cannot fulfill the request, it sends
back an error message. Apache, the Web server provided in Red Hat Linux, is the most widely used
Web server on the Internet today (see http://www.netcraft.net/survey).

The Apache Web server is modular in design; it consists of many separate pieces of code which apply
to different aspects or functionalities of the Web server. This modularity was intentional, so that any
developer can write their own small piece of code to address a particular need. Their code, called a
module, can then be integrated into the Apache Web server with relative ease.

The mod_ssl module is a security module for the Apache Web server. The mod_ssl module uses the
tools provided by the OpenSSL Project to add a very important feature to Apache — the ability to
encrypt communications. In contrast, using regular HTTP, communications between a browser and
a Web server are sent in plaintext, which could be intercepted and read by someone along the route
between the browser and the server.

The OpenSSL Projectincludes a toolkit which implements the Secure Sockets Layer (SSL) and Trans-
port Layer Security (TLS) protocols and a general purpose cryptography library. The SSL protocol
is used for secure data transmission over the Internet today. The TLS protocol is a proposed Internet
standard for private and reliable communications over the Internet. OpenSSL tools are used by the
mod_ssl module to provide security for Web communications.

This chapter is not meant to be complete and exclusive documentation for any of these programs.
When possible, this guide will point you to appropriate places where you can find more in-depth doc-
umentation on particular subjects.

This chapter will show you how to install these programs. You will also learn the steps necessary to
generate a private key and a certificate request, how to generate your own self-signed certificate, and
how to install a certificate to use with your secure Web server.
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13.3 An Overview of Security-Related Packages
To install the secure server, you will need to install three packages at minimum:
apache

The apache package contains thaettpd daemon and related utilities, configuration files,
icons, Apache modules, man pages and other files used by the Apache Web server.

mod_ssl

Themod_ssl package includes the mod_ssl module, which provides strong cryptography for
the Apache Web server via the Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
protocols.

openssl

Theopenssl package contains the OpenSSL toolkit. The OpenSSL toolkit implements the
SSL and TLS protocols and also includes a general purpose cryptography library.

Additionally, other software packages included with Red Hat Linux can provide certain security func-
tionalities (but are not required by the secure server to function):

apache-devel

The apache-devel package contains the Apache include files, header files and the APXS
utility. You will need all of these if you intend to load any extra modules, other than the modules
provided with this product. Please see Section 14Addling Modules to Your Servésr more

information on loading modules into your secure Web server using Apache’s DSO functionality.
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If you do not intend to load other modules into your secure Web server, you do not need to install
this package.

apache-manual

The apache-manual package contains the Apache Projed&jsache 1.3 User's Guidm
HTML format. This manual is also available on the Web at http://httpd.apache.org/docs/.

OpenSSH packages

The OpenSSH packages provide the OpenSSH set of network connectivity tools for logging in
to and executing commands on a remote machine. OpenSSH tools encrypt all traffic (including
passwords), so you can avoid eavesdropping, connection hijacking, and other attacks on the
communications between your machine and the remote machine.

Theopenssh package includes core files needed by both the OpenSSH client programs and
the OpenSSH server. Tlipenssh package also contaissp , a secure replacement fap
(for copying files between machines) aftd (for transferring files between machines).

Theopenssh-askpass package supports the display of a dialog window which prompts for
a password during use of the OpenSSH agent with RSA authentication.

Theopenssh-askpass-gnome  package contains a GNOME GUI desktop environment di-
alog window which is displayed when OpenSSH programs prompt for a password. If you are
running GNOME and using OpenSSH utilities, you should install this package.

Theopenssh-server  package contains theshd secure shell daemon and related files. The
secure shell daemon is the server side of the OpenSSH suite, and must be installed on your host
if you want to allow SSH clients to connect to your host.

The openssh-clients package contains the client programs needed to make encrypted
connections to SSH servers, including the followisgh , a secure replacement frgh ; and
slogin , a secure replacement fidogin  (for remote login) andelnet  (for communicat-

ing with another host via the TELNET protocol).

For more information about OpenSSH, see ChapteBEH Protocohnd the OpenSSH website
at http://www.openssh.com.

openssl-devel

Theopenssl-devel package contains the static libraries and the include file needed to com-
pile applications with support for various cryptographic algorithms and protocols. You need to
install this package only if you are developing applications which include SSL support — you
do not need this package to use SSL.

stunnel
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Thestunnel package provides the Stunnel SSL wrapper. Stunnel supports the SSL encryption
of TCP connections, so it can provide encryption for non-SSL aware daemons and protocols
(such as POP, IMAP and LDAP) without requiring any changes to the daemon'’s code.

Table 13-1 Security Packagedisplays the location of the secure server packages and additional se-
curity-related packages within the package groups provided by Red Hat Linux. This table also tells
you whether each package is optional or not for the installation of a secure Web server.

Table 13-1 Security Packages

Package Name Located in Group Optional?
apache System Environment/Daemons no
mod_ssl System Environment/Daemons no
openssl System Environment/Libraries no
apache-devel Development/Libraries yes
apache-manual Documentation yes
openssh Applications/Internet yes
openssh-askpass Applications/Internet yes
openssh-askpass- Applications/Internet yes
gnome

openssh-clients Applications/Internet yes
openssh-server System Environment/Daemons yes
openssl-devel Development/Libraries yes
stunnel Applications/Internet yes

13.4 How to Install the Secure Server

You can install the secure Web server in the following ways:

» During a fresh installation of Red Hat Linux Since the secure Web server is included with the
Red Hat Linux operating system, the easiest method is during the installation of Red Hat Linux.
If you are about to do a complete installation of Red Hat Linux, this is how you should install
your secure server. See Section 13istalling the Secure Server with Red Hat Lirfox more
information on this method.
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When you are upgrading Red Hat Linux using the installation progrant you already have

a previous version of Red Hat Linux running on your system and you are upgrading to Red Hat
Linux 7.1, you can install the secure server packages during the upgrade process. See Section
13.6,Upgrading from a Previous Version of Red Hat Lirfox more information on this method.

Installing the secure server after installing Red Hat Linux#if you previously installed Red

Hat Linux 7.1 but did not install the secure server packages, and at a later date decide that you want
to install the secure server, you can M, Ghome-RPM or Kpackage to install the secure
server packages from a Red Hat Linux CD. See Section Ii¥sflling the Secure Server After

Red Hat LinuxXor instructions on how to install the secure server after you have already installed
Red Hat Linux.

Upgrading Apache

When you install the secure Web server, if you are upgrading from any pre-
vious version of Apache (including any previous secure server product from
Red Hat), you will need to understand certain issues concerning the Apache
upgrade process. If you are upgrading Apache, see Sectiony&ding

from a Previous Version of Apachefore you begin the installation process.

13.5 Installing the Secure Server with Red Hat Linux

If you are installing Red Hat Linux and the secure Web server at the same time, follow the instructions
provided in the installation manual appropriate for your architecture. If you are planning to use your
Red Hat Linux system as a secure server, you will probably choose to perform a server- or custom-class
installation. The various installation classes to choose from are as follows:

If you choose a server-class installation, #ipache , mod_ssl andopenssl packages will be
selected automatically. Thetunnel andopenssh packages, which provide security-related
functionalities, will also be selected.

If you choose a workstation-class installation (or a laptop-class installation, if available for your
system), the secure server packages and the security-related packages will not be automatically se-
lected for installation, but you can choose to install them during the package selection customiza-
tion process.

If you choose a custom-class installation, since you have complete control over what packages
are installed, you will need to select the secure server packages and any security-related packages
you want.

Once you have chosen an installation class, continue following the installation instructions to partition
and configure your system. When you reach the section on selecting package groups, or components,
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select theweb Server package groupWeb Server includes theapache andmod_ssl packages
that you must install to run the secure server. Siogenssl is a dependency for theod_ssl
packageppenssl will also be chosen for installation.

If you would like to install any of the additional security-related packages described in Section 13.3,
An Overview of Security-Related Packagesu will need to identify their packages to the installation
program. To do this, choosgelect individual packages on the saméackage Group Selection

screen.

Select the security-related packages that you want to install according to the instructions provided in
your installation manual. To help you find them, a table of their locations is provided as Table 13-1,
Security Packages

After making sure that the packages you need are selected, continue with the installation process.
When you have finished installing Red Hat Linux and the secure server, see SectichnQ\&rview
of Certificates and Security

13.6 Upgrading from a Previous Version of Red Hat
Linux

If you are already running a previous version of Red Hat Linux on your system, you may choose to
upgrade to Red Hat Linux 7.1 instead of performing a full installation. If you decide to upgrade, you
must chooseaJpgrade instead of choosing an installation class. Follow the instructions on how to
upgrade your system contained in the installation manual appropriate for your architecture. During
the upgrade, you will need to make sure that the secure server packages are selected by the installation
program.

When you perform an upgrade to your Red Hat Linux system, the installation program checks to see
what packages are already installed. Those packages will automatically be updated to the versions
included in Red Hat Linux 7.1 during the upgrade process. However, if you do not have a particular
package installed, the installation program will not install the new version of that package — unless
you customize your upgrade.

If you are upgrading from Red Hat Linux 7.0 or later and had the secure Web server packages installed,
the upgrade process will upgrade the secure server packages. If you are upgrading from Red Hat Linux
7.0 or later, but you did not have the secure Web server packages installed, you will need to select the
apache , mod_ssl andopenssl packages during the package customization process. See Section
13.6.1,Customizing Your Upgrade to Install the Secure Sefmeinstructions on finding the packages

you will need to choose.

If you are upgrading from the US/Canada version of Red Hat Linux Professional, you will need to
customize your upgrade and choose the secure server packages for installation. You may already have
apache installed, butmod_ssl andopenssl will not be installed, as they were not included in
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Red Hat Linux before Red Hat Linux 7.0. You will need to customize the upgrade to choose at least
mod_ssl andopenss| . See Section 13.6.Customizing Your Upgrade to Install the Secure Server
for instructions on finding the packages you will need to choose.

If you are upgrading from the International version of Red Hat Linux Professional and had the
apache , mod_ssl andopenssl packages installed, then the installation program will select and
upgrade these programs automatically.

If you are upgrading from the International version of Red Hat Linux Professional but did not have the
apache , mod_ssl oropenssl packages installed, then you will need to customize your upgrade
and choose these packages for installation. See Section 13u&thmizing Your Upgrade to Install

the Secure Servéor instructions on finding the packages you will need to choose.

13.6.1 Customizing Your Upgrade to Install the Secure
Server

If you need to customize the upgrade process, follow the upgrading instructions contained in your
installation manual; basically, choodegrade as yournstall Type and then seleaustomize pack-

ages to be upgraded . Then you will need to select the packages to upgrade, as described in your
installation manual. To help you select packages, Table 1Sedyrity Packaggsrovides the location

of each secure server-related package and whether it is optional.

After you have finished, if you are also upgrading any version of Apache, see Sectiobagr@ding
from a Previous Version of Apachk you are not upgrading Apache, continue on to Section 1810,
Overview of Certificates and Security

13.7 Installing the Secure Server After Red Hat Linux

If you installed Red Hat Linux 7.1 without installing the secure server packages and then, at a later
date, decide that you want to install the secure server, you can. The easiest way to do this is to use
RPM, Gnome-RPM, or Kpackage to install the RPM packages included on the Red Hat Linux CD.

13.7.1 Stop Any Running Web Server Processes

Before you begin this process, if you are running any Web server on your system, you must stop the
server process before installing the secure Web server. If you are running an Apache Web server, stop
the server process by issuing one or both of the following commands:

letc/rc.d/init.d/httpsd stop
letc/rc.d/init.d/httpd stop
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13.7.2 Using Gnome-RPM or Kpackage

If you are running GNOME or KDE, you can use a GUI program likeome-RPM or Kpackage to
install the secure server packages.

More information on how to us&nome-RPM is included in theOfficial Red Hat Linux Getting
Started Guide Instructions on how to us€package are included on th&package HandbooWeb
page at http://www.general.uwa.edu.au/u/toivo/kpackage.

After you have installed the necessary packages, the next step is to create your key and obtain a cer-
tificate. Please continue to Section 13, Overview of Certificates and Security

13.7.3 Using RPM

The secure Web server packages are provided in RPM format, so you can install the packages using
RPM. See theOfficial Red Hat Linux Customization Guider more information abouRPM. See
Table 13—-1Security Packagei$ you are not sure which packages to install.

After you have installed the secure server packages, if you are upgrading any version of Apache, please
see Section 13.8)pgrading from a Previous Version of Apachi you are not upgrading Apache,
continue to Section 13.#n Overview of Certificates and Security

13.8 Upgrading from a Previous Version of Apache

During the installation of the secure server packages, if you are upgrading Apache, you will need to
be aware of two issues:

. In the version of Apache included in Red Hat Linux 7.1, tB®cumentRoot is
Ivar/www/html

» If you customized your Apache configuration filet{pd.conf ), you will want to know what
will happen to your customizations during the upgrade process.

13.8.1 Where is the DocumentRoot?

Basically, theDocumentRoot is the directory on your system which holds most of the Web pages
served by your Apache Web server. ThecumentRoot is set by a configuration directive in
Apache’s configuration filehttpd.conf . If you are unfamiliar with theDocumentRoot con-
figuration directive, see Section 14.2.2Z8gcumentRoot for a more detailed explanation.

Before Red Hat Linux 7.0, the Apache provided with Red Hat Linux dsethe/httpd/html as
theDocumentRoot . In the default (non-secure) version of Apache’s configuration filetbeu-
mentRoot is/usr/local/apache/htdocs . Itis also possible that you (or a predecessor) used
an entirely differenDocumentRoot . In Red Hat Linux 7.1, however, the defabDibcumentRoot

is /var/www/html
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Does this matter to you? It does, if you used Apache with a diffeBmtumentRoot , and you

want to serve those same Web pages with your new configuration of Apache. Any Web pages that
were previously served from a differddbcumentRoot  will not be found (or served) by the Apache
shipped with Red Hat Linux 7.1 in its default configuration. You will need to take one of the following
steps:

Move all of the files in your old DocumentRoot (/home/httpd/html , lust/lo-
cal/apache/htdocs , or wherever) to the ne®ocumentRoot (/variwww/html ).
or

Edit the Apache configuration file and change all references t®td®mentRoot back to the old
directory path.

The solution you choose depends upon your system’s configuration. Generally, if you automount
/home on your system, you will not want to have yoDocumentRoot in /home . On the other

hand, if you do not have much spacévar , then you probably will not want youbocumentRoot

in /var . You, or your system administrator, will have to decide the best solution based on your
system’s configuration and your Web server’'s needs. The secure Web server’s default configuration
is intended to address the needs of most Webmasters. Unfortunately, we cannot configure it for every
individual situation.

13.8.2 What Happens to My Old Configuration File?

If you had another version of Apache installed and you customized its configuration file or files, the
configuration files will be saved in their directory with an extensiotrpimsave during the installa-

tion of Apache. If you had another version of Apache installed but you never altered its configuration
file(s), they will be written over during the installation of this product.

After installing Apache, you can cut and paste the customizations from your old Apache configuration
file(s) into the newly installetittpd.conf  configuration file for your secure server. Please note that

if you are going to use thApache Configuration Tool, you must not edihttpd.conf by hand.
Please see th@fficial Red Hat Linux Customization Guider more information about th&pache
Configuration Tool.

13.9 An Overview of Certificates and Security

Your secure Web server provides security using a combination of the Secure Sockets Layer (SSL)
protocol and (in most cases) a digital certificate from a Certificate Authority (CA). SSL handles the
encrypted communications and the mutual authentication between browsers and your secure Web
server. The CA-approved digital certificate provides authentication for your secure Web server (the
CA puts its reputation behind its certification of your organization’s identity). When your browser is
communicating using SSL encryption, you will see the https:// prefix at the beginning of the Uniform
Resource Locator (URL) in the navigation bar.
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Encryption depends upon the use of keys (think of them as secret encoder/decoder rings in data for-
mat). In conventional or symmetric cryptography, both ends of the transaction have the same key,

which they use to decode each other’s transmissions. In public or asymmetric cryptography, two keys
co-exist: a public key and a private key. A person or an organization keeps their private key a secret,
and publishes their public key. Data encoded with the public key can only be decoded with the private

key; data encoded with the private key can only be decoded with the public key.

To set up your secure server, you will use public cryptography to create a public and private key pair. In
most cases, you will send your certificate request (including your public key), proof of your company’s
identity, and payment to a CA. The CA will verify the certificate request and your identity, and then
send back a certificate for your secure Web server.

A secure server uses a certificate to identify itself to Web browsers. You can generate your own certifi-
cate (called a "self-signed" certificate) or you can get a certificate from a Certificate Authority or CA.
A certificate from a reputable CA guarantees that a website is associated with a particular company
or organization.

Alternatively, you can create your own self-signed certificate. Note, however, that self-signed cer-
tificates should not be used in most production environments. Self-signed certificates will not be
automatically accepted by a user’s browser — the user will be asked by the browser if they want to
accept the certificate and create the secure connection. See SectionTypdd pf Certificatefor

more information on the differences between self-signed and CA-signed certificates.

Once you have a self-signed certificate or a signed certificate from the CA of your choice, you will
need to install it on your secure Web server.

13.10 Using Pre-Existing Keys and Certificates

If you already have an existing key and certificate (for example, if you are installing the secure Web
server to replace another company’s secure Web server product), you will probably be able to use your
existing key and certificate with the secure Web server. In the following two situations, you will not
be able to use your existing key and certificate:

» Ifyou are changing your IP address or domain nameYou can not use your old key and certifi-
cate if you are changing your IP address or domain name. Certificates are issued for a particular
IP address and domain name pair. You will need to get a new certificate if you are changing your
IP address or domain name.

» Ifyou have a certificate from VeriSign and you are changing your server softwareriSign is a
widely used CA. If you already have a VeriSign certificate for another purpose, you may have been
considering using your existing VeriSign certificate with your new secure Web server. However,
you will not be allowed to, because VeriSign issues certificates for one particular server software
and IP address/domain name combination.
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If you change either of those parameters (for example, if you previously used another secure Web
server product and now you want to use the secure Web server), the VeriSign certificate you ob-
tained to use with the previous configuration will not work with the new configuration. You will
need to obtain a new certificate.

If you have an existing key and certificate that you can use, you will not have to generate a new key
and obtain a new certificate. However, you may need to move and rename the files which contain your
key and certificate.

Move your existing key file to:
letc/httpd/conf/ssl.key/server.key
Move your existing certificate file to:
letc/httpd/conf/ssl.crt/server.crt
After you have moved your key and certificate, skip to Section 13[@8ting Your Certificate

If you are upgrading from the Red Hat Secure Web Server versions 1.0 and 2.0, your old key
(httpsd.key ) and certificatelfttpsd.crt ) will be located in/etc/httpd/conf/ . You will

need to move and rename your key and certificate, so that the secure Web server can use them. Use
the following two commands to move and rename your key and certificate files:

mv /etc/httpd/conf/httpsd.key /etc/httpd/conf/ssl.key/server.key
mv /etc/httpd/conf/httpsd.crt /etc/httpd/conf/ssl.crt/server.crt

Then start your secure Web server as described in Section3térting and Stoppingttpd . You
should not need to get a new certificate, if you are upgrading from a previous version of the secure
Web server.

13.11 Types of Certificates

If you installed your secure Web server using the Red Hat Linux installation program, a random key
and a test certificate are generated and put into the appropriate directories. Before you begin using
your secure server, however, you will need to generate your own key and obtain a certificate which
correctly identifies your server.

You need a key and a certificate to operate your secure Web server — which means that you can
either generate a self-signed certificate or purchase a CA-signed certificate from a CA. What are the
differences between the two?

A CA-signed certificate provides two important capabilities for your server:

» Browsers will (usually) automatically recognize the certificate and allow a secure connection to
be made, without prompting the user.
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 When a CA issues a signed certificate, they are guaranteeing the identity of the organization that
is providing the Web pages to the browser.

If your secure server is being accessed by the public at large, your secure Web server needs a certifi-
cate signed by a CA, so that people who visit your website can rely that the website is owned by the
organization who claims to own it. Before signing a certificate, a CA verifies that the organization
requesting the certificate was actually who they claimed to be.

Most Web browsers that support SSL have a list of CAs whose certificates they will automatically
accept. If a browser encounters a certificate whose authorizing CA is not in the list, the browser will
ask the user to choose whether to accept or decline the connection.

You can generate a self-signed certificate for your secure Web server, but be aware that a self-signed
certificate will not provide the same functionality as a CA-signed certificate. A self-signed certificate
will not be automatically recognized by users’ browsers, and a self-signed certificate does not provide
any guarantee concerning the identity of the organization that is providing the website. A CA-signed
certificate provides both of these important capabilities for a secure server. If your secure server will
be used in a production environment, you will probably need a CA-signed certificate.

The process of getting a certificate from a CA is fairly easy. A quick overview is as follows:
1. Create an encryption private and public key pair.

2. Create a certificate request based on the public key. The certificate request contains information
about your server and the company hosting it.

3. Send the certificate request, along with documents proving your identity, to a CA. We cannot tell
you which certificate authority to choose. Your decision may be based on your past experiences,
or on the experiences of your friends or colleagues, or purely on monetary factors.

To see a list of CAs, click on th8ecurity button on youmNavigator toolbar or on the padlock

icon at the bottom left of the screen, then clickSigners to see a list of certificate signers from
whom your browser will accept certificates. You can also search the Web for CAs. Once you
have decided upon a CA, you will need to follow the instructions they provide on how to obtain a
certificate from them.

4. When the CA is satisfied that you are indeed who you claim to be, they will send you a digital
certificate.

5. Install this certificate on your Web server, and begin handling secure transactions.

Whether you are getting a certificate from a CA or generating your own self-signed certificate, the
first step is to generate a key. See Section 133Eherating a Keyor instructions on how to generate
a key.
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13.12 Generating a Key

First, cd to the/etc/httpd/conf directory. Remove the fake key and certificate that were gen-
erated during the installation with the following commands:

rm ssl.key/server.key
rm ssl.crt/server.crt

Next, you need to create your own random key. Type in the following command:
make genkey
Your system will display a message similar to the following:

umask 77 ; \

lusr/bin/openssl| genrsa -des3 1024 > /etc/httpd/conf/ssl.key/server.key
Generating RSA private key, 1024 bit long modulus

,,,,,,, ++++++

................................................................ -t

e is 65537 (0x10001)
Enter PEM pass phrase:

You now need to type in a password. For best security, your password should contain at least eight
characters, include numbers and/or punctuation, and not be a word in a dictionary. Also, remember
that your password is case sensitive.

Note

You will need to remember and enter this password every time you start your
secure Web server, so do not forget it.

You will be asked to re-type the password, to verify that it is correct. Once you have typed it in
correctly, a file callecserver.key , containing your key, will be created.

Note that if you do not want to type in a password every time you start your secure Web server, you
will need to use the following two commands insteadrake genkey to create the key. Both of
these commands should be typed in entirely on one line.

Use the following command:

lusr/bin/openssl genrsa 1024 > /etc/httpd/conf/ssl.key/server.key
to create your key. Then use this command:

chmod go-rwx /etc/httpd/conf/ssl.key/server.key

to make sure that the permissions are set correctly on your key.
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After you use the above commands to create your key, you will not need to use a password to start
your secure Web server.

FVVVVV VN
VOV,

¢ CAUTION @

Disabling the password feature for your secure Web server is a security risk.
We DO NOT recommend that you disable the password feature for your se-
cure Web server.

The problems associated with not using a password are directly related to the security maintained on
the host machine. For example, if an unscrupulous individual compromises the regular UNIX security
on the host machine, that person could obtain your private key (the contents cfeyoar.key

file). The key could be used to serve Web pages that will appear to be from your Web server.

If UNIX security practices are rigorously maintained on the host computer (all operating system
patches and updates are installed as soon as they are available, no unnecessary or risky services are
operating, and so on), the secure Web server’s password may seem unnecessary. However, since your
secure Web server should not need to be re-booted very often, the extra security provided by entering

a password is a worthwhile effort in most cases.

Theserver.key file should be owned by the root user on your system and should not be accessible
to any other user. Make a backup copy of this file and keep the backup copy in a safe, secure place.
You need the backup copy because if you ever lossdinger.key file after using it to create your
certificate request, your certificate will no longer work and the CA will not be able to help you. Your
only option would be to request (and pay for) a new certificate.

If you are going to purchase a certificate from a CA, continue to Section 1@4erating a Cer-
tificate Request to Send to a Clyou are generating your own self-signed certificate, continue to
Section 13.14Creating a Self-Signed Certificate

13.13 Generating a Certificate Request to Send to
a CA

Once you have created a key, the next step is to generate a certificate request which you will need to
send to the CA of your choice. Type in the following command:

make certreq

Your system will display the following output and will ask you for your password (unless you disabled
the password option):

umask 77 ; \
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lusr/bin/openss| req -new -key /etc/httpd/conf/ssl.key/server.key
-out /etc/httpd/conf/ssl.csr/server.csr

Using configuration from /usr/share/ssl/openssl.cnf

Enter PEM pass phrase:

Type in the password that you chose when you were generating your key. Your system will display
some instructions and then ask for a series of responses from you. Your inputs will be incorporated
into the certificate request. The display, with example responses, will look like this:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]: us

State or Province Name (full name) [Some-State]: North Carolina
Locality Name (eg, city) []: Durham

Organization Name (eg, company) [Internet Widgits]: Test Company
Organizational Unit Name (eg, section) []: Testing

Common Name (your name or server's hostname) []: test.mydomain.com
Email Address []: admin@mydomain.com

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name [

The default answers appear in bracKg¢tsmmediately after each request for input. For example, the
first information required is the name of the country where the certificate will be used, shown like the
following:

Country Name (2 letter code) [AU]:

The default input, in brackets, &U. To accept the default, just prei&nter], or fill in your country’s
two letter code.

You will have to type in the rest of the inputState or Province Name , Locality Name
Organization Name , Organizational Unit Name , Common NameandEmail ad-
dress ). All of these should be self-explanatory, but you need to follow these guidelines:

» Do not abbreviate the locality or state. Write them out (for example, St. Louis should be written
out as Saint Louis).
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» If you are sending this CSR to a CA, be very careful to provide correct information for all of
the fields, but especially for th@rganization Name  and theCommon NameCAs check
the information provided in the CSR to determine whether your organization is responsible for
what you provided as theommon NameCAs will reject CSRs which include information they
perceive as invalid.

* ForCommon Namemake sure you type in thheal name of your secure Web server (a valid DNS
name) and not any aliases which the server may have.

e TheEmail Address should be the email address for the webmaster or system administrator.

» Avoid any special characters like @, #, &, !, etc. Some CAs will reject a certificate request which
contains a special character. So, if your company name includes an ampersand (&), spell it out as
"and" instead of "&."

» Do not use either of the extra attribute& hallenge password and An optional
company name). To continue without entering these fields, just prg&ser] to accept the
blank default for both inputs.

When you have finished entering your information, a file nareexer.csr  will be created. This
file is your certificate request, ready to send to your CA.

After you have decided on a CA, follow the instructions they provide on their website. Their instruc-
tions will tell you how to send your certificate request, any other documentation that they require, and
your payment to them.

After you have fulfilled the CA's requirements, they will send a certificate to you
(usually by email). Save (or cut and paste) the certificate that they send you as
/etc/httpd/conf/ssl.crt/server.crt .

13.14 Creating a Self-Signed Certificate

You can create your own self-signed certificate. Please note that a self-signed certificate will not
provide the security guarantees provided by a CA-signed certificate. See SectionTypeslof Cer-
tificatesfor more details about certificates.

If you would like to make your own self-signed certificate, you will first need to create a random key
using the instructions provided in Section 13.G&nerating a Key Once you have a key, use the
following command:

make testcert

You will see the following output and you will be prompted for your password (unless you generated
a key without a password):

umask 77 ; \
lusr/bin/openss| req -new -key /etc/httpd/conf/ssl.key/server.key
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-x509 -days 365 -out /etc/httpd/conf/ssl.crt/server.crt
Using configuration from /usr/share/ssl/openssl.cnf
Enter PEM pass phrase:

After you enter your password (or without a prompt if you created a key without a password), you
will be asked for more information. The computer’s output and a set of inputs looks like the following
(you will need to provide the correct information for your organization and host):

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]: us

State or Province Name (full name) [Some-State]: North Carolina
Locality Name (eg, city) []: Durham

Organization Name (eg, company) [Internet Widgits]: My Company, Inc.
Organizational Unit Name (eg, section) []: Documentation

Common Name (your name or server's hostname) []: myhost.mydomain.com
Email Address []: myemail@mydomain.com

After you provide the correct information, a self-signed certificate will be created and placed in
letc/httpd/conf/ssl.crt/server.crt . You will need to restart your secure server
after generating the certificate. See Section 18thrting and Stoppingtipd for instructions on
restarting your secure Web server.

13.15 Testing Your Certificate

When the secure server is installed by the Red Hat Linux installation program, a random key and a
generic certificate are installed, for testing purposes. You can connect to your secure server using
this certificate. For any purposes other than testing, however, you need to get a certificate from a
CA or generate a self-signed certificate. See Section 13ydes of Certificateg you need more
information on the different types of certificates available.

If you have purchased a certificate from a CA or generated a self-signed certificate, you should have a
file named/etc/httpd/conf/ssl.key/server.key , containing your key, and a file named
/etc/httpd/conf/ssl.crt/server.crt , containing your certificate. If your key and cer-
tificate are somewhere else, move them to these directories. If you changed any of the default locations
or filenames for the secure Web server in your Apache configuration files, you should put these two
files in the appropriate directory, based on your modifications.
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Now, stop and start your server as described in Section $4atting and Stoppingttpd . If your
key file is encrypted, you will be asked for the password. Type in your password and your server
should start.

Point your Web browser to your server's home page. The URL to access your secure Web server will
look like this:

https://your_domain

Note

Note the "s" after "http." The https: prefix is used for secure HTTP transac-
tions.

If you are using a CA-signed certificate from a well-known CA, your browser will probably automat-
ically accept the certificate (without prompting you for input) and create the secure connection. Your
browser will not automatically recognize a test or a self-signed certificate, because the certificate is not
signed by a CA. If you are not using a certificate from a CA, follow the instructions provided by your
browser to accept the certificate. You can just accept the defaults by cliskixtguntil the dialogs

are finished.

Once your browser accepts the certificate, your secure Web server will show you a default home page
as shown in Figure 13—-The Default Home Page
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Figure 13—1 The Default Home Page
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Test Page

This page is nsed o test the proper operation of the Apache Web server after it has been installed. If yon can read this page, it
means that the Apache Web server installed ar this site is working properly.

If you are the administrator of this wehsite:

Youmay now add content to this directory, and replace this page. MNote that woml you do so, people visitng your website will see
thiz page, and not your content.
If you have upgraded from Red Hat Linux 6.2 and earlier, then you are seeing this page because the defavlt DocumentBoot set

in fetc/httpd/conf /httpd. conf has changed. Any subdirectories which existed under /home /httpd shouldnow be
moved to /var S Altematively, the contents of /var /www can be moved to /home /httpd, and the configuration file can he

updated accordingly.

If you are a member of the general puhlic:

3

The fact that yon are seeing this page indicates thar the website you just visited is either experiencing problems, oris
Toutine maintenance.

If you would like to let the administrators of this website know that you've seen this page instead of the page you expected, you
shovld send them e-mail. In general, mail sent to the name "webmaster" and directed to the website’s domain should reach the
appropriate person

Fuor example, if yon experienced problems while wisitng www. example.com, yon should send e-mail to
"webmaster@example.com”.

@ [ To%

13.16 Accessing Your Secure Server
To access your secure server, use a URL like this:
https://your_domain

Note that URLs which are intended to connect to your secure Web server should begin with the https:
protocol designator instead of the more common http: protocol designator.

Your non-secure server can be accessed using an URL like this:
http://your_domain

The standard port for secure Web communications is port 443. The standard port for non-secure Web
communications is port 80. The secure Web server default configuration listens on both of the two
standard ports. Therefore, you will not need to specify the port number in a URL (the port number is

assumed).

However, if you configure your server to listen on a non-standard port (i.e., anything besides 80 or
443), you will need to specify the port number in every URL which is intended to connect to the
server on the non-standard port.
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For example, you may have configured your server so that you have a virtual host running non-secured
on port 12331. Any URLs intended to connect to that virtual host must specify the port number in the
URL. The following URL example will attempt to connect to a non-secure Web server listening on
port 12331:

http://your_domain:12331

Some of the example URLs used in this manual may need to be changed, depending upon whether
you are accessing your secure Web server or your non-secure Web server. Please view all URLs in this
manual as general examples and not as explicit instructions that will work under all circumstances.

13.17 Additional Resources

If you followed the steps outlined in Chapter 13sing Apache as a Secure Web Seiwatryou ex-
perienced a problem, the first thing you should do is check the Red Hat Errata section of the Red Hat
website at http://www.redhat.com/support/errata.

If you purchased an Official Red Hat product which included support, you are entitled to technical
support. Be sure to visit the Red Hat Support website at http://www.redhat.com/support to register
for support.

You may want to subscribe to the redhat-secure-server mailing list. You can subscribe to this mailing
list at http://www.redhat.com/mailing-lists.

You can also subscribe to the redhat-secure-server mailing list by ematidigat-se-
cure-server-request@redhat.com and include the word "subscribe" (without the quotation
marks) in the Subject line.

13.17.1 Installed Documentation

If you installed theapache-manual package, you can access Apache documentation in HTML
format on your machine from the following URL.: http://localhost/manual/.

The mod_ssl documentation is provided at the following URL.: http://localhost/manual/mod/mod_ssl/.

13.17.2 Useful Websites

Tips, FAQs and HOWTO documents are provided on the Red Hat website at http://www.red-
hat.com/support/docs/howto.

The Red Hat Linux Apache Centralized Knowledgebase is available at http://www.redhat.com/sup-
port/docs/fags/RH-apache-FAQ/book1.html.

The Apache website provides complete documentation for the Apache Web server at
http://httpd.apache.org/docs.




Section 13.17:Additional Resources 175

The mod_ssl website ( http://www.modssl.org) is the definitive source for information about
mod_ssl. The website includes a wealth of documentation, includingser Manual at
http://www.modssl.org/docs.

13.17.3 Related Books

Apache: The Definitive Guid@nd edition, by Ben Laurie and Peter Laurie, O’Reilly & Associates,
Inc.
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14 Apache Directives and Modules

Apache’s default configuration should work for most users. You may never need to change any of
Apache’s configuration directives. If you do want to change any of the default configuration options,
you will need to know what some of the options are and where to find them. This chapter covers the

configuration options available to you.
WARNING I

If you plan to use the Apache Configuration Tool , a GUI utility
provided with Red Hat Linux, you must not edit your Apache Web
server’'shttpd.conf  configuration file. Conversely, if you want to edit
httpd.conf by hand, do not use theApache Configuration Tool

If you need more information on the Apache Configuration Tool |,
please see th®©fficial Red Hat Linux Customization Guide

After you have installed thepache package, the Apache Web server’'s documentation is available
at http://your_domain/manual/ or you can use the Apache documentation available on the Web at
http://httpd.apache.org/docs/. The Apache Web server's documentation contains a full list and com-
plete descriptions of all of Apache’s configuration options. For your convenience, this chapter pro-
vides short descriptions of the configuration directives used in the version of Apache provided with
Red Hat Linux.

When you are reading your Web server's configuration file, be aware that it includes both a non-secure
and a secure Web server. The secure Web server runs as a virtual host, which is also configured in the
httpd.conf  file. For more information about virtual hosts, see Section 14sing Virtual Hosts

Note

We do not include FrontPage extensions, because the Microsoft™ license
prohibits the inclusion of the extensions in a third party product.

14.1 Starting and Stopping httpd

During the installation process, a Bourne shell script nanmfgitbd was saved in
letc/re.dfinit.d . To manually stop and start your server, tutpd  with eitherstop or
start as an argument.
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To start your server, type the command:
letc/rc.dfinit.d/httpd start

If you are running Apache as a secure server, you will be prompted to fill in your password. After you
type it in, your server will start.

To stop your server, type the command:
[etc/rc.dfinit.d/httpd stop

The commandestart  is a shorthand way of stopping and then starting your serverré&dtart
command explicitly stops and then starts your server, so you will be prompted for your password if
you are running Apache as a secure server.rébart command looks like the following:

[etc/rc.d/init.d/httpd restart

If you just finished editing something in yotittpd.conf file, you do not need to explicitly stop

and start your server. Instead, you may usea¢h@ad command. When you useload , you will

not need to type in your password (which is required if you are running Apache as a secure server).
Your password will remain cached across reloads, but it will not be cached between stops and starts.
Thereload command looks like the following:

letc/rc.d/init.d/httpd reload

By default, thehttpd process will start automatically when your machine boots. If you are running
Apache as a secure server, you will be prompted for the secure server’'s password after the machine
boots, unless you generated a key for your secure server without password protection.

14.2 Configuration Directives in  httpd.conf

The Apache Web server's configuration file igtc/httpd/conf/httpd.conf . The
httpd.conf file is well-commented and somewhat self-explanatory. Its default configuration will
work for most people, so you probably will not need to change the directivéstial.conf
However, you may want to be familiar with the most important configuration options.

The emptysrm.conf andaccess.conf files are also in théetc/httpd/conf directory. The
srm.conf andaccess.conf files were formerly used, along withttpd.conf  , as configura-
tion files for Apache.

If you need to configure Apache, you simply elitpd.conf  , and then either reload, or stop and
start thehttpd process. How to reload, stop and start Apache is covered in SectionStdrfing
and Stoppinghttpd .

Before you edihttpd.conf  , you should first copy the original file to something liktpd.con-
fold (orto any name you want). Then, if you make a mistake while you are editing the configuration
file, you will have a backup.
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If you do make a mistake, and your Web server does not work correctly, the first place to look is at
what you just edited ihttpd.conf . Make sure that you did not make a typo. The next place to look

is your Web server’s error log\var/log/httpd/error_log ). The error log may not be easy

to interpret, depending on your level of experience. If you have just experienced a problem, however,
the last entries in the error log should provide information about what has happened.

The next sections provide short descriptions of the directives which are includetgbihconf |

in the order that you will find them in the file. These descriptions are not exhaustive. If you
need more information, please refer to the Apache documentation provided in HTML format at
http:/ijyour_domairmanual/ or to the Apache group documentation at http://httpd.apache.org/docs/.
For more information about mod_ssl directives, refer to the documentation included in HTML
format as http:¥our_domaivmanual/mod/mod_ssl/, or see the mod $&er Manual at
http://www.modssl.org/docs/2.7/.

14.2.1 ServerType

Your ServerType can be eitheinetd or standalone . By default, your Web server is set to
ServerType standalone

ServerType standalone means that the server is started once and then that server handles all
of the connectionsServerType inetd means that for every HTTP connection, a new instance

of the server is started. Each server instance handles the connection and exits when the connection
is ended. As you can probably imagine, usingtd is very inefficient. Another problem is that

inetd may not work correctly, according to the Apache group. And finally, since Red Hat Linux 7.1
usesxinetd , additional configuration will be needed to gehetd to start the server. For these
reasons, you will want to leave your Web serveStxverType set tostandalone

14.2.2 ServerRoot

The ServerRoot is the top-level directory which will contain the server’s files. Both your secure
and non-secure servers are set to uSeverRoot  of /etc/httpd

14.2.3 LockFile

LockFile setsthe pathtothe lockfile used when the Apache serveris compiled withié8er-C-
NTL_SERIALIZED_ACCEPTor USE_FLOCK_SERIALIZED_ACCEPILockFile  should nor-
mally be left at its default value.

14.2.4 PidFile

PidFile  names the file in which the server records its process ID (pid). Your Web server is set to
record its pid inf'var/run/httpd.pid
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14.2.5 ScoreBoardFile

TheScoreBoardFile  stores internal server process information, which is used for communication
between the parent server process and its child processes. Your Web seceeeBoardFile  is
set to/var/run/httpd.scoreboard

14.2.6 ResourceConfig

TheResourceConfig  directive instructs the server to read the file named &&sourceCon-
fig for more directives. Th&esourceConfig  directive is commented out, because your Web
server only usebttpd.conf for configuration directives.

14.2.7 AccessConfig

TheAccessConfig  directive instructs the server to read the file named #&teressConfig  for
more directives, after it has read the file namedR@gourceConfig . TheAccessConfig direc-
tive is commented out, because your Web server onlyhised.conf ~ for configuration directives.

14.2.8 Timeout

Timeout defines, in seconds, the amount of time that your server will wait for receipts and trans-
missions during communications. Specificallyjineout defines how long your server will wait to
receive a GET request, how long it will wait to receive TCP packets on a POST or PUT request and
how long it will wait between ACKs responding to TCP packetémeout is set to 300 seconds,
which is appropriate for most situations.

14.2.9 KeepAlive

KeepAlive sets whether your server will allow persistent connections (in other words, more than
one request per connectiotjeepAlive  can be used to prevent any one client from consuming too
much of the server’s resources. By defalléepAlive is set toon, which means that your server
allows persistent connections. You could set ibfb , which would disable persistent connections.
See Section 14.2.10JaxKeepAliveRequests  for a related way to limit requests per connection.

14.2.10 MaxKeepAliveRequests

This directive sets the maximum number of requests allowed per persistent connection. The Apache
Group recommends a high setting, which will improve your server’s performataekeepAliv-
eRequests is sett0100 by default, which should be appropriate for most situations.
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14.2.11 KeepAliveTimeout

KeepAliveTimeout  sets the number of seconds your server will wait for a subsequent request,
after a request has been served, before it closes the connection. Once a request has been received, the
Timeout directive applies instead.

14.2.12 MinSpareServers and MaxSpareServers

The Apache Web server dynamically adapts to the perceived load by maintaining an appropriate num-
ber of spare server processes based on the traffic. The server checks the number of servers waiting for
a request and kills some if there are more thMaxSpareServers or creates some if the number

of servers is less thaMinSpareServers

Your server's defaulMinSpareServers  is 5; your server’'s defaulMaxSpareServers is 20.

These default settings should be appropriate in almost all situations. You should not increase the
MinSpareServers  to a very large number, since that will create a heavy processing load on your
server even when traffic is light.

14.2.13 StartServers

StartServers sets how many server processes are created upon startup. Since your Web server
dynamically kills and creates server processes based on traffic load, you will not ever need to change
this parameter. Your Web server is set to start eight server processes at startup.

14.2.14 MaxClients

MaxClients sets a limit on the total number of server processes (i.e., simultaneously connected
clients) that can run at one time. You want to kddgxClients  at a high number (your server’s de-
faultis set to 150), because no one else will be allowed to connect once that number of simultaneously
connected clients is reached. You can notMaxClients  to higher than 256 without recompiling
Apache. The main reason for haviMaxClients is so that a runaway Web server does not crash
your operating system.

14.2.15 MaxRequestsPerChild

MaxRequestsPerChild  sets the total number of requests each child server process serves before
the child dies. The main reason for settigxRequestsPerChild  is to avoid long-lived process
induced memory leaks. The defaMbxRequestsPerChild  for your server isL00.

14.2.16 Listen

ThelListen command identifies the ports on which your Web server will accept incoming requests.
Your Web server is set to listen to port 80 for non-secure Web communications and (in the virtual host
tags that define the secure server) to port 443 for secure Web communications.
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If you set Apache to listen to a port under 1024, you must be root to start it. For port 1024 and above,
httpd can be started as a regular user.

Listen can also be used to specify particular IP addresses over which the server will accept connec-
tions.

14.2.17 BindAddress

BindAddress is a way of specifying which IP addresses your server will listen to. You should use
theListen directive instead if you need this functionaligindAddress is not used by your Web
server; by default it is commented outhittpd.conf

14.2.18 LoadModule

LoadModule is used to load in Dynamic Shared Object (DSO) modules. More information on the
Apache’s DSO support, including exactly how to use ltlo@adModule directive, can be found in
Section 14.3Adding Modules to Your ServeNote that the order of the modules is important, so do
not move them around.

14.2.19 IfDefine

The<IfDefine>  and</IfDefine> tags surround configuration directives that are applied if the
"test” stated in th&lfDefine>  tag is true. The directives are ignored if the test is false.

The test in theIfDefine>  tags is a parameter name (for exampl&VE_PER). If the parameter

is defined, meaning that it is provided as an argument to the server’s start-up command, then the test
is true. In this case, when your Web server is started, the test is true and the directives contained in the
IfDefine  tags are applied.

By default, <IfDefine HAVE_SSL> tags surround the virtual host tags for your secure server.
<IfDefine HAVE_SSL> tags also surround theoadModule andAddModule directives for
the ssl_module

14.2.20 ClearModuleList

The ClearModuleList directive is located immediately before the long listAafdModule di-
rectives. ClearModuleList erases the server’s built-in list of active modules. Then the list of
AddModule directives re-creates the list, immediately aftdearModuleList

14.2.21 AddModule

AddModule is the directive used to create a complete list of all available modules. You will use
the AddModule directive if you add your own module in as a DSO. For more information on how
AddModule is used for DSO support, see Section 14A8ding Modules to Your Server
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14.2.22 ExtendedStatus

The ExtendedStatus  directives controls whether Apache generates basfit | or detailed

server status informatioro(l), when theserver-status handler is called.Server-status

is called usingLocation tags. More information on callingerver-status is included in
Section 14.2.71[.ocation

14.2.23 Port

Normally,Port defines the port that your server is listening to. Your Web server, however, is listening
to more than one port by default, since thisten directive is also being used. Whéisten
directives are in effect, your server listens at all of those ports. See the descriptionLiftdre
directive for more information aboutisten

ThePort command is also used to specify the port number used to construct a canonical name for
your server. See Section 14.2.3%eCanonicalName for more information about your server’s
canonical name.

14.2.24 User

TheUser directive sets the userid used by the server to answer reqlissts.s setting determines
the server's access. Any files inaccessible to this user will also be inaccessible to your website’s
visitors. The default fotJser is apache .

TheUser should only have privileges so that it can access files which are supposed to be visible to the
outside world. TheJser is also the owner of any CGI processes spawned by the servetJSdre
should not be allowed to execute any code which is not intended to be in response to HTTP requests.

Note

Unless you know exactly what you are doing, do not setldber to root.
Using root as thé&Jser will create large security holes for your Web server.

The parenhttpd process first runs as root during normal operations but is then immediately handed
off to the apache user. The server must start as root because it needs to bind to a port below 1024
(the default port for secure Web communications is port 443; the default port for non-secure Web
communications is port 80). Ports below 1024 are reserved for system use, so they can not be used by
anyone but root. Once the server has attached itself to its port, however, it hands the process off to the
User before it accepts any connection requests.
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14.2.25 Group

TheGroup directive is similar to théJser . TheGroup sets the group under which the server will
answer requests. The defa@toup is alsoapache .

14.2.26 ServerAdmin

ServerAdmin should be the email address of the Web server’'s administrator. This email address
will show up in error messages on server-generated Web pages, so users can report a problem by
sending email to the server administrat8erverAdmin is set by default tsoot@localhost

Typically, a good way to set uperverAdmin is to set it towebmaster@your_domain.com
Then aliasvebmaster to the person responsible for the Web servefeta/aliases . Finally,
run/usr/bin/newaliases to add the new alias.

14.2.27 ServerName

You can useServerName to set a hostname for your server which is different from your host’s real
name. For example, you might want to use www.your_domain.com when your server’s real name is
actually foo.your_domain.com. Note that tServerName must be a valid Domain Name Service
(DNS) name that you have the right to use (do not just make something up).

If you do specify aServerName , be sure its IP address and server name pair are included in your
/etc/hosts file.

14.2.28 DocumentRoot

TheDocumentRoot is the directory which contains most of the HTML files which will be served in
response to requests. The defdditcumentRoot for both the non-secure and secure Web servers
is /varimww/html . For example, the server might receive a request for the following document:

http://  your_domain [foo.html
The server will look for the following file in the default directory:
Ivar/www/html/foo.html

If you want to change thBocumentRoot so that it is not shared by the secure and the non-secure
Web servers, see Section 14Using Virtual Hosts

14.2.29 Directory

<Directory /path/to/directory> and</Directory> tags are used to enclose a group

of configuration directives that are meant to apply only to that directory and all of its subdirectories.
Any directive which is applicable to a directory may be used wittiirectory>  tags.<File>

tags can be used in the same way, to apply to a specific file.
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By default, very restrictive parameters are applied to the root directory, usif@ptiens (see Sec-

tion 14.2.30,0ptions ) andAllowOverride (see Section 14.2.38llowOverride ) direc-

tives. Under this configuration, any directory on your system which needs more permissive settings
has to be explicitly given those settings.

UsingDirectory  tags, theDocumentRoot is defined to have less rigid parameters, so that HTTP
requests can be served from it.

Thecgi-bin  directory is set up to allow the execution of CGlI scripts, withExecCGI option. If
you need to execute a CGl script in another directory, you will need ©etCGl for that directory.
For example, if youcgi-bin  is /var/www/cgi-bin , but you want to execute CGlI scripts from
within /home/my_cgi_directory , add anExecCGl directive to a set oDirectory  direc-
tives like the following to youhttpd.conf file:

<Directory /home/my_cgi_directory>
Options +ExecCGil
</Directory>

To allow CGl script execution ithome/my_cgi_directory , you will need to take a few extra
steps besides settifitxecCGl . You will also need to have thieddHandler directive uncommented

to identify files with the.cgi extension as CGI scripts. See Section 14.2&8dHandler for
instructions on settindddHandler . Permissions for CGI scripts, and the entire path to the scripts,
must be set to 0755. Finally, the owner of the script and the owner of the directory must be the same
user.

14.2.30 Options

The Options  directive controls which server features are available in a particular directory. For
example, under the restrictive parameters specified for the root dire@ptigns is set to only
FollowSymLinks . No features are enabled, except that the server is allowed to follow symbolic
links in the root directory.

By default, in yourDocumentRoot directory,Options is set to includdndexes , Includes
andFollowSymLinks . Indexes permits the server to generate a directory listing for a directory
if no Directorylndex (for examplejndex.html ) is specified.Includes means that server-
side includes are permittedrollowSymLinks  allows the server to follow symbolic links in that
directory.

You will also need to includ®ptions statements for directories within virtual hosts directives, if
you want your virtual hosts to recognize thddptions

For example, server side includes are already enabled insideaiti@ww/html  directory, because
of theOptions Includes line within the<Directory "/var/www/html"> directives sec-
tion. However, if you want a virtual host to recognize that server side includes are allowed within
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variwmww/html | you will need to include a section like the following within your virtual host’s
tags:

<Directory /var/www/html>
Options Includes
</Directory>

14.2.31 AllowOverride

The AllowOverride directive sets whether or not a@ptions can be overridden by the decla-
rations in anhtaccess file. By default, both the root directory and tl®cumentRoot are set
to allow no.htaccess overrides.

14.2.32 Order

TheOrder directive simply controls the order in whiellow anddeny directives are evaluated.
Your server is configured to evaluate tAbow directives before thdeny directives for youDoc-
umentRoot directory.

14.2.33 Allow

Allow specifies which requester can access a given directory. The requesteralan,tledomain
name, an IP address, a partial IP address, a network/netmask pair, et®©otumentRoot direc-
tory is configured toAllow requests fronall (i.e., anyone).

14.2.34 Deny

Deny works just likeAllow , but you are specifying who is denied access. Y@oacumentRoot is
not configured tdeny requests from anyone.

14.2.35 UserDir

UserDir is the name of the subdirectory within each user’'s home directory where they should place
personal HTML files which are to be served by the Web server. By default, the subdiregboty-is
lic_html . For example, the server might receive the following request:

http://  your_domain |~ username [foo.html
The server would look for the file:
/home/username/public_html/foo.html

In the above exampléhome/username is the user’'s home directory (note that the default path to
users’ home directories may be different on your system).
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Make sure that the permissions on the users’ home directories are set correctly. Users’ home directo-
ries must be set to 0755. The read (r) and execute (x) bits must be set on thgubécs’html

directories (0755 will work). Files that will be served in usgpsblic_html directories must be

set to at least 0644.

14.2.36 Directorylndex

The Directorylndex is the default page served by the server when a user requests an index of a
directory by specifying a forward slash (/) at the end of the directory name.

When a user requests the page htyout _domairthis_directory, they are going to get either

the Directorylndex page if it exists, or a server-generated directory list. The default for
Directorylndex is index.html index.htm index.shtml index.php index.php4
index.php3 index.cgi . The server will try to find any one of these files, and will return

the first one it finds. If it does not find any of these files a@g@tions Indexes s set for that
directory, the server will generate and return a listing, in HTML format, of the subdirectories and
files in the directory.

14.2.37 AccessFileName

AccessFileName names the file which the server should use for access control information in
each directory. By default, your Web server is set to .isgccess , if it exists, for access control
information in each directory.

Immediately after thé\ccessFileName directive, a set oFiles tags apply access control to any
file beginning with aht . These directives deny Web access to dmgccess files (or other files
which begin with.ht ) for security reasons.

14.2.38 CacheNegotiatedDocs

By default, your Web server asks proxy servers not to cache any documents which were negotiated on
the basis of content (that is, they may change over time or because of the input from the requester). If
you uncommen€acheNegotiatedDocs , you are disabling that function and proxy servers will

be allowed to cache the documents from then on.

14.2.39 UseCanonicalName

UseCanonicalName is set by default ton. UseCanonicalName allows the server to construct
an URL that references itself, usil®erverName andPort . When the server refers to itself in
response to requests from clients, it uses this URL. If youJseiCanonicalName to off , the
server will instead use the value that came in the request from the client to refer to itself.
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14.2.40 TypesConfig

TypesConfig names the file which sets the default list of MIME type mappings (filename exten-

sions to content types). The defaliiipesConfig file is /etc/mime.types . Instead of editing
letc/mime.types , the recommended way to add MIME type mappings is to usé\tlype
directive.

14.2.41 DefaultType

DefaultType  sets a default content type for the Web server to use for documents whose MIME
types can not be determined. Your Web server defaults to assume a plain text content type for any file
with an indeterminate content type.

14.2.42 I[fModule

<IfModule> and</IfModule> tags surround directives that are conditional. The directives con-
tained within thelfModule tags are processed under one of two conditions. The directives are
processed if the module contained within the star#iifylodule> tag is compiled in to the Apache
server. Or, if an "I" (an exclamation point) is included before the module name, the directives are
processed only if the module in the startkdModule> tag isnotcompiled in.

Themod_mime_magic.c fileisincluded intheséModule tags. The mod_mime_magic module
can be compared to the UNIfle  command, which looks at a few bytes of a file's contents, then
uses "magic numbers" and other hints in order to figure out the MIME type of the file.

If the mod_mime_magic module is compiled in to Apache, th#8&éodule tags tell the
mod_mime_magic module where the hints definition file/issr/share/magic in this case.

The mod_mime_magic module is not compiled in by default. If you would like to use it, see Section
14.3,Adding Modules to Your Servidpr instructions on how to add modules to your server.

14.2.43 HostnamelLookups

HostnamelLookups can be set tomn, off or double . If you allow HostnameLookups (by

setting it toon), your server will automatically resolve the IP address for each connection which re-
guests a document from your Web server. Resolving the IP address means that your server will make
one or more connections to the DNS in order to find out the hostname that corresponds to a particular
IP address. If you sddostnamelLookups to double , your server will perform a double-reverse
DNS. In other words, after a reverse lookup is performed, a forward lookup is performed on the result.
At least one of the IP addresses in the forward lookup must match the address from the first reverse
lookup.
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Generally, you should leavdostnameLookups set tooff , because the DNS requests add a load
to your server and may slow it down. If your server is busy, the effedtéostnamelLookups may
be quite noticeable.

HostnamelLookups are also an issue for the Internet as a whole. All of the individual connections
made to look up each hostname add up. Therefore, for your own Web server’s benefit, as well as for
the good of the Internet as a whole, you should leddestnamelLookups set tooff .

14.2.44 ErrorLog

ErrorLog names the file where server errors are logged. As this directive indicates, the error log
file for your Web server igvar/log/httpd/error_log

The error log is a good place to look if your Web server ever generates any errors or fails and you are
not sure what happened.

14.2.45 LoglLevel

LogLevel sets how verbose the error messages in the error logs willdgg.evel can be set (from
least verbose to most verbosektmerg, alert ,crit , error ,warn,notice ,info ordebug.
Your Web server'd.oglLevel is set towarn .

14.2.46 LogFormat

TheLogFormat directivesin youhttpd.conf  file set up a format for the messages in your access
log. Hopefully, this format will make your access log more readable.

14.2.47 CustomLog

CustomLog identifies the log file and the log file format. In your Web server’s default con-
figuration, CustomLog defines the log file in which accesses to your Web server are recorded:
/var/log/httpd/access_log . You will need to know the location of this file if you want to
generate any access-based server performance statistics for your Web server.

CustomLog also sets the log file format to common. The common logfile format looks like this:
remotehost rfc931 authuser [date] '"request” status bytes
remotehost

The remote hostname. If the hostname is not available from DNS HosthamelLookups
is set toOff , thenremotehost will be the IP address of the remote host.

rfc931

Not used. You will see a in the log file in its place.
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authuser

If authentication was required, this is the username with which the user identified him or herself.
Usually, this is not used, so you will see an its place.

[date]

The date and time of the request.
"request”

The request string exactly as it came from the browser or client.
status

The HTTP status code which was returned to the browser or client.
bytes

The size of the document.

The CustomLog command can be used to set up specific log files to record referers (the URL for
the Web page which linked to a page on your Web server) and/or agents (the browsers used to retrieve
Web pages from your Web server). The relev@aastomLog lines are commented out, as shown, but

you should uncomment them if you want those two log files:

#CustomLog /var/log/httpd/referer_log referer
#CustomLog /var/log/httpd/agent_log agent

Alternatively, you can also set tlf@ommonLogdirective to use @ombined log by uncommenting
the following line:

#CustomLog /var/log/httpd/access_log combined

A combined log will add the referer and agent fields to the end of the common log fields. If you
want to use &ombined log, you will need to comment out tHeustomLog directive setting your
access log to the common logfile format.

14.2.48 ServerSignature

The ServerSignature directive adds a line containing the Apache server version and
the ServerName of the serving host to any server-generated documents (for example, error
messages sent back to client§erverSignature is set toon by default. You can change it

to off , so no signature line will be added, or you can change EMsil . EMail will add a
mailto:ServerAdmin HTML tag to the signature line.
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14.2.49 Alias

TheAlias setting allows directories to be outside thecumentRoot directory and yet still ac-
cessible to the Web server. Any URL ending in the alias will automatically resolve to the alias’
path. By default, one alias is already set up. iBans directory can be accessed by the Web
server, but the directory is not in tigocumentRoot . Theicons directory, an alias, is actually
Ivar/www/icons/ , hot/var/www/html/icons/

14.2.50 ScriptAlias

The ScriptAlias setting defines where CGI scripts (or other types of scripts) can be found. Gen-
erally, you do not want to leave CGI scripts within thecumentRoot . If CGI scripts are irDoc-
umentRoot , they could potentially be viewed as text documents. Even if you do not care if people
can see (and then use) your CGI scripts, revealing how they work creates opportunities for unscrupu-
lous people to exploit any security holes in the script, and may create a security risk for your server.
By default, thecgi-bin  directory is aScriptAlias of /cgi-bin/ , and is actually located in
Ivariwww/cgi-bin/

Your /var/www/cgi-bin directory ha®ptions ExecCGl set, meaning that execution of CGI
scripts is permitted within that directory.

See Section 14.2.6%AddHandler and Section 14.2.2Directory  for instructions on how to
execute CGI scripts in directories other than tigé-bin

14.2.51 Redirect

When a Web page is movelgedirect  can be used to map the old URL to a new URL. The format
is as follows:

Redirect /  path [foo.html http:/ new_domain | path [foo.html

So, if an HTTP request is received for a page which used to be found at ydtp:/Ho-
main/path/foo.html, the server will send back the new URL (httpev_domaifpath/foo.html) to the
client, which should attempt to fetch the document from the new URL.

14.2.52 IndexOptions

IndexOptions  controls the appearance of server generated directing listings, by adding icons and
file descriptions, etc. 1Options Indexes s set (see Section 14.2.30ptions ), your Web

server may generate a directory listening when your Web server receives an HTTP request like the
following:

http:/iour_domairthis_directory
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First, your Web server looks in that directory for a file from the list after Eeectorylndex

directive (usuallyjndex.html ). If your Web server does not find one of those files, it creates an
HTML directory listing of the subdirectories and files in the directory. You can modify the appearance
of this directory listing using certain directiveslittpd.conf , includingindexOptions

Your default configuration setS8ancylndexing  on. If Fancylndexing is turned on, clicking

on the column headers in the directory listing will sort the order of the display by that header. Another
click on the same header will switch from ascending to descending order andHzastyIndex-

ing also shows different icons for different files, depending upon file extensions. If you use the
AddDescription directive and turrFancylndexing  on, then a short description of a file will

be included in the server generated directory listing.

IndexOptions  has a number of other parameters which can be set to control the appearance of
server generated directories. Parameters indemt@Height  andlconWidth , to make the server
include HTML HEIGHTandWIDTHtags for the icons in server generated Web palpesisAre-

Links , for making the icons act as part of the HTML link anchor along with the filename, and others.

14.2.53 AddlconByEncoding

This directive names icons which will be displayed by files with MIME encoding, in server generated
directory listings. For example, by default, your Web server showsdhwressed.gif  icon next
to MIME encoded x-compress and x-gzip files in server generated directory listings.

14.2.54 AddlconByType

This directive names icons which will be displayed next to files with MIME types in server generated
directory listings. For example, your server is set to show the femngif next to files with a
mime-type of "text," in server generated directory listings.

14.2.55 Addlcon

AddIcon tells the server which icon to show in server generated directory listings for certain file
types or for files with certain extensions. For example, your Web server is set to show th®-icon
nary.gif ~ for files with .bin or .exe extensions.

14.2.56 Defaultlcon

Defaultlcon names the icon to show in server generated directory listings for files which have no
other icon specified. Thenknown.gif  image file is theDefaulticon  for those files by default.

14.2.57 AddDescription

You can useAddDescription to show text that you specify for certain files, in server generated
directory listings (you will also need to enalftancylndexing  as anindexOptions ). You can
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name specific files, wildcard expressions or file extensions to specify the files which this directive
should apply to. For example, you could use the following line:

AddDescription "A file that ends in .ni" .ni

In server generated directory listings, all files with extensionsibf would have the descriptioA
file that ends in .ni after the filename. Note that you will also neEdncylndexing
turned on.

14.2.58 ReadmeName

ReadmeNamenames the file which (if it exists in the directory) will be appended to the end of server
generated directory listings. The Web server will first try to include the file as an HTML document
and then try to include it as plaintext. By defalteadmeNameis set toREADME

14.2.59 HeaderName

HeaderName names the file which (if it exists in the directory) will be prepended to the start of
server generated directory listings. LikeadmeNamethe server will try to include it as an HTML
document if possible, or in plaintext if not.

14.2.60 IndexIgnore

IndexIignore lists file extensions, partial filenames, wildcard expressions or full filenames. The
Web server will not include any files which match any of those parameters in server generated directory
listings.

14.2.61 AddEncoding

AddEncoding names filename extensions which should specify a particular encoding Agse.
dEncoding can also be used to instruct some browsers (not all) to uncompress certain files as they
are downloaded.

14.2.62 AddLanguage

AddLanguage associates filename extensions with specific content languages. This directive is
mostly useful for content negotiation, when the server returns one of several documents based on the
client’'s language preference as set in their browser.

14.2.63 LanguagePriority

LanguagePriority allows you to set precedence for different languages in which to serve files,
which will be in effect if the client expressed no preference for language in their browser.
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14.2.64 AddType

Use theAddType directive to define MIME type and file extension pairs. For example, if you are
using PHP4, your Web server is using th@d Type directive to make your Web server recognize files
with PHP extensionsighp4 , .php3 .phtml .php ) as PHP MIME types.

The followingAddType line tells your server to recognize ttghtml  file extension (for server side
includes):

AddType text/html .shtml

You will need to include the above line within the virtual host tags for any virtual hosts which should
allow server side includes.

14.2.65 AddHandler

AddHandler maps file extensions to specific handlers. For example;ghscript handler can
be used matched with the extensiogi to automatically treat a file ending witlegi as a CGl
script. This will work, even for files outside of tHecriptAlias directory, as long as you follow
the instructions provided here.

You have a CGAddHandler line in yourhttpd.conf file:
AddHandler cgi-script .cgi

You will have to uncomment the line. Then Apache will execute CGI scripts for files endiagiin,
even if they are outside of th&criptAlias , which is set by default to locate yolggi-bin/
directory in/var/www/cgi-bin/

You will also need to seExecCGI as anOptions for any directory containing a CGI script. See
Section 14.2.2%irectory  for more information about settirlexecCGI for a directory. Addition-

ally, you will need to make sure the permissions are set correctly for the CGl scripts and the directories
containing CGl scripts. CGl scripts and the entire directory path to the scripts must be set to 0755.
Finally, the owner of the directory and the owner of the script file must be the same user.

You will need to add the sam&ddHandler line to yourVirtualHost setup, if you are using
virtual hosts and you want them to also recognize CGl scripts outsidacttigtAlias

In addition to CGl scripts, your Web server also usesiHandler to process server-parsed HTML
and imagemap files.

14.2.66 Action

Action allows you to specify a MIME content type and CGl script pair, so that whenever a file of
that media type is requested, a particular CGI script will be executed.
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14.2.67 MetaDir

MetaDir specifies the name of a directory where your Web server should look for files containing
meta information (extra HTTP headers) to include when serving documents.

14.2.68 MetaSuffix

MetaSuffix ~ specifies the filename suffix for the file that contains meta information (extra HTTP
headers), which should be located in MetaDir directory.

14.2.69 ErrorDocument

By default, in the event of a problem or error, your Web server outputs a simple (and usually cryptic)
error message back to the requesting client. Instead of using the default, you ¢ananBecu-

ment to configure your Web server so that it outputs a customized message or redirects the client to
a local or external URL. Th&rrorDocument  directive simply associates a HTTP response code
with a message or a URL which will be sent back to the client.

14.2.70 BrowserMatch

TheBrowserMatch directive allows your server to define environment variables and/or take appro-
priate actions based on the User-Agent HTTP header field, which identifies the client’'s browser. By
default, your Web server usBsowserMatch to deny connections to specific browsers with known
problems and also to disable keepalives and HTTP header flushes for browsers that are known to have
problems with those actions.

14.2.71 Location
<Location> and</Location> tags allow you to specify access control based on the URL.

The next use ofocation tags is located withitfModule mod_perl.c tags. These configura-
tion directives are in effect if thenod_perl.so DSO is loaded. See Section 14/3jding Modules
to Your Servefor more information about adding modules to Apache.

Thelocation tags name thévar/www/perl directory (anAlias for /perl ) as the directory
from which Perl scripts will be served. If a document is requested with an URL contdpeng in
the path, your Web server will look itvar/www/perl/ for the appropriate Perl script.

Several othekLocation> options are commented out in yohittpd.conf file. If you want to
enable the functionality they provide, you will need to uncomment the appropriate section of direc-
tives.

Immediately after the Perl directives discussed previously, kitipd.conf  file includes a section
of directives for enabling HTTP PUT (used by Netscape Gold's publish feature, which can post Web
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pages to a Web server). If you want to allow HTTP PUT, you will need to uncomment this entire
section:

#Alias /upload /tmp
#<Location /upload>
# EnablePut On
# AuthType Basic

# AuthName Temporary

# AuthUserFile /etc/httpd/conf/passwd
# EnableDelete Off

# umask 007

# <Limit PUT>

# require valid-user

# </Limit>

#</Location>

You will also need to uncomment the following lines at the beginninbttgdd.conf so that the
mod_put module is loaded in to Apache:

#LoadModule put_module modules/mod_put.so
#AddModule mod_put.c

If you want to allow people connecting from your domain to see server status reports, you should
uncomment the next section of directives:

#<Location /server-status>

# SetHandler server-status

# Order deny,allow

# Deny from all

# Allow from .your_domain.com
#</Location>

You must replaceyour_domain.com  with your second level domain name.

If you want to provide server configuration reports (including installed modules and configuration
directives) to requests from inside your domain, you will need to uncomment the following lines:

#<Location /server-info>

# SetHandler server-info

# Order deny,allow

# Deny from all

# Allow from .your_domain.com
#</Location>

Again, you must fill in.your_domain.com
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The next section of directives udeocation tags to allow access to the documentation in
/usr/share/doc (for example, with a URL like httpyour_domairdoc/whatever.html). These
directives only allow this access to requests made from the localhost.

Another use of thé.ocation tags is a commented-out section which is intended to track attacks
on your Web server which exploit an old bug from pre-Apache 1.1 days. If you want to track these
requests, uncomment the following lines:

#<Location /cgi-bin/phf*>

# Deny from all
# ErrorDocument 403 http://phf.apache.org/phf_abuse_log.cgi
#</Location>

If these lines are uncommented, your Web server will redirect any requests which fogi-in
bin/phf*  to a logging CGI script run by the Apache Group.

14.2.72 ProxyRequests

If you uncomment théfModule  tags surrounding thBroxyRequests directives, your Apache
server will also function as a proxy server. You will also need to loadtbd proxy module. For
instructions on how to load in modules, see Section 14d8ling Modules to Your Server

14.2.73 ProxyVia

The ProxyVia command controls whether or not an HTTP Via: header line is sent along with re-
quests or replies which go through the Apache proxy server. The Via: header will show the hosthname
if ProxyVia is set toOn, the hostname and Apache versionFaitl , any Via: lines will be passed

along unchanged fddff , and Via: lines will be removed fdBlock .

14.2.74 Cache Directives

A number of cache directives are commented out in the pHMgdule tags mentioned above. If

you are using the proxy server functionality and you want to also enable the proxy cache, you should
uncomment the cache directives as described. The default settings for your cache directives should be
appropriate for most configurations.

CacheRoot sets the name of the directory which will contain cached files. The defagheRoot
is /var/cache/httpd

CacheSize sets how much space the cache can use, in KB. The d€faaheSize is5 KB.

CacheGclnterval sets a number of hours. After that number of hours, files in the cache will be
deleted if the cache is using more space than allowe@dmnheSize . The default folCacheGcln-
terval is four hours.
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Cached HTML documents will be retained (without a reload from the originating Web server) in the
cache for a maximum number of hours set®gcheMaxExpire . The default i24 hours.

The CachelLastModifiedFactor affects the creation of an expiry (expiration) date for a docu-
ment which did not come from its originating server with its own expiry set. The deGachel ast-
ModifiedFactor is sett00.1 , meaning that the expiry date for such documents equals one-tenth
of the amount of time since the document was last modified.

CacheDefaultExpire is the expiry time in hours for a document that was received using a pro-
tocol that does not support expiry times. The default is set to one hour.

Any document that is retrieved from a host and/or domain that matches onedeCache will
not be cached. If you know of hosts or domains from which you do not want to cache documents,
uncommenfNoCache and set their domains or hostnames here.

14.2.75 NameVirtualHost

You will need to use thélameVirtualHost  directive for the IP address (and port number if neces-
sary) of any name-based virtual hosts you are setting up. The name-based virtual hosts configuration
is used when you want to set up different virtual hosts for different domains, but you do not have (or
do not want to use) different IP addresses for all of the different domain names for which your Web
server serves documents.

Note

You cannot use name-based virtual hosts with your secure server. Any name-
based virtual hosts you set up will only work with non-secure HTTP connec-
tions and not with SSL connections.

You cannot use name-based virtual hosts with your secure server because
the SSL handshake (when the browser accepts the secure Web server’s au-
thenticating certificate) occurs before the HTTP request which identifies the
correct name-based virtual host. In other words, authentication occurs be-
fore there is any identification of different name-based virtual hosts. If you
want to use virtual hosts with your secure server, you will need to use IP ad-
dress-based virtual hosts.

If you are using name-based virtual hosts, uncommenttimeVirtualHost ~ configuration direc-

tive and add the correct IP address for your server &ftaneVirtualHost . Then add more infor-
mation about the different domains using Wietual Host tags which surround th8erver-
Namefor each virtual host, plus any other configuration directives which are only applicable to that
virtual host.
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14.2.76 VirtualHost

<VirtualHost> and </VirtualHost> tags surround any configuration directives which are
intended to apply to a virtual host. Most configuration directives can be used within virtual host tags,
and then they only apply to that particular virtual host.

A set of commented owirtualHost tags surround some example configuration directives and
placeholders for the information you would need to fill in to set up a virtual host. Please see Section
14.4,Using Virtual Hostsfor more information about virtual hosts.

14.2.77 SetEnvlf

The Apache configuration directiigetEnvlf is used to disable HTTP keepalive and to allow SSL
to close the connection without a close notify alert from the client browser. This setting is necessary
for certain browsers that do not reliably shut down the SSL connection.

14.2.78 SSL Configuration Directives

The SSL directives in your serveitdtpd.conf file are included to enable secure Web communi-
cations using SSL and TLS.

For more information on SSL directives, please point your browser to ktpr/do-
main'manual/mod/mod_ssl/. More information on SSL directives is also available at
http://www.modssl.org/docs/2.7/ssl_reference.html, a chapter in a Web document about
mod_ssl by Ralf Engelschall. The same document, the modJsel Manua] begins at
http://www.modssl.org/docs/2.7/ and is a great reference source for mod_ssl and for Web cryptogra-
phy in general. This manual provides general information about securing your Web server in Chapter
13, Using Apache as a Secure Web Server

Note

Do not modify your SSL directives unless you are absolutely sure about what
you are doing. In most cases, the SSL directives are configured appropriately
as installed.

14.3 Adding Modules to Your Server

Since Apache 1.3 supports DSOs, you can easily load Apache modules or compile in your own mod-
ules to your Web server. DSO support means that modules may be loaded at runtime. Since the
modules are only loaded as necessary, they will not use any memory unless they are loaded and less
memory will be needed overall.
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The Apache Group provides complete DSO Documentation at http://httpd.apache.org/docs/dso.html.
After installation of your server, you can also check htymdr _domaivmanual/mod/ for documenta-

tion on Apache modules in HTML format (if you installed thpache-manual package). A short
description of how to load modules is provided next. If you need more details, check the URLs pro-

vided.
For Apache to use a dynamically shared module, that module must haadodule line and an
AddModule line inhttpd.conf . By default, many modules have these two lines already included

in httpd.conf | but a few of the less commonly used modules are commented out. The commented
out modules were included during compilation, but they are not loaded by default.

If you need to use one of those non-loaded modules, look irhttpel.conf file to see all the
available modules. Each of the available modules has a correspdratiddlodule line. To show
you an example, theoadModule section begins with these seven lines:

#LoadModule mmap_static_module modules/mod_mmap_static.so
LoadModule vhost_alias_module modules/mod_vhost_alias.so
LoadModule env_module modules/mod_env.so
LoadModule config_log_module modules/mod_log_config.so
LoadModule agent_log_module modules/mod_log_agent.so
LoadModule referer_log_module modules/mod_log_referer.so
#LoadModule mime_magic_module modules/mod_mime_magic.so

Most of the lines are not commented out, indicating that each associated module was compiled in and
is loaded in by default. The first line is commented out, which means that the corresponding module
(mmap_static_module ) was compiled in but not loaded.

To make Apache load an unloaded module, first uncomment the correspdratidiylodule line.
For example, if you wanted to make Apache load inithiene_magic_module , uncomment this
line:

#LoadModule mime_magic_module modules/mod_mime_magic.so

Next, you need to uncomment the corresponding line fromittdModule sectionirhttpd.conf .
To continue with our previous example, uncommentriied_mime_magic line, which looks like
the following:

#AddModule mod_mime_magic.c

Once you have uncommented theadModule andAddModule lines for the module that you want
to load in, stop and start Apache, as covered in Section $atting and Stoppinditipd . After
starting, the module should be loaded in to Apache.

If you have your own module, you can add it to thigpd.conf file so that it is compiled in and
loaded as a DSO. If you want to do this, you need to instalbffeche-devel package, as covered
in Chapter 13Using Apache as a Secure Web Ser¥au need thapache-devel  package because
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it installs the include files, the header files and the APache eXtenSion (APXS) support tool. APXS
uses the include files and the header files to compile your module so that it will work with Apache.

WARNING I

If you plan to use the Apache Configuration Tool , a GUI utility
provided with Red Hat Linux, you must not compile your own mod-
ules to your Apache Web server or edit your Apache Web server’s
httpd.conf configuration file. Conversely, if you want to add mod-
ules to Apache or edithttpd.conf by hand, do not use theApache
Configuration Tool

If you need more information on the Apache Configuration Tool
please see th®fficial Red Hat Linux Customization Guide

If you have written your own module or are borrowing someone else’s, you should be able to use
APXS to compile your module sources outside the Apache source tree, without needing to tweak
any compiler and/or linker flags. If you need more information on APXS, please see the Apache
documentation at http://httpd.apache.org/docs/dso.html.

Once you have compiled your module using APXS, put your moduléustdib/apache . Then
your module needs bothlaadModule line and ar’AddModule line in thehttpd.conf  file, just
as described previously for Apache’s own modules. Afterlith@dModule list in httpd.conf |
add a line for the shared object file for your module like the following:

LoadModule foo_module modules/mod_foo.so

Note that you will need to change the name of the module and the name of your shared object file as
appropriate.

At the end of theAddModule list in httpd.conf |, add a line for the source code file for your
module like the following:

AddModule mod_foo.c

Note that you will need to change the name of the source code file as appropriate.

Once you have completed the previous steps, stop and start your Web server as outlined in Section 14.1,
Starting and Stoppingttpd . If you have done everything correctly and your module is correctly
coded, your Web server should find your module and load it in as it starts.
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14.3.1 The mod_ssl Security Module

The mod_ssl security portion of the Web server is provided as a Dynamic Shared Object (DSO). This
means that the Apache Web server can be re-compiled by users if the EAPI extension patch from
the mod_ssl security module is applied to Apache. Follow the instructions for building mod_ssl into
Apache included with the mod_ssl documentation, but add the following flag:

--with-eapi-only
The complete command line should look like the following:
Jconfigure [userflags] --with-eapi-only

Then build and install Apache.

Note

Red Hat cannot support re-compiled versions of the Apache Web server. In-
stallation of the shipped version is supported, but if you re-compile Apache,
you are on your own. Please do not re-compile Apache unless you know ex-
actly what you are doing.

14.4 Using Virtual Hosts

WARNING I

If you plan to use the Apache Configuration Tool , a GUI utility
provided with Red Hat Linux, you may not edit your Apache Web
server’'shttpd.conf  configuration file. Conversely, if you want to edit
httpd.conf by hand, do not use theApache Configuration Tool

If you need more information on the Apache Configuration Tool |,
please see th®fficial Red Hat Linux Customization Guide

You can use Apache’s virtual hosts capability to run different servers for different IP addresses, dif-
ferent host names or different ports on the same machine. If you are interested in using virtual hosts,
complete information is provided in the Apache documentation on your machine or on the Web at
http://httpd.apache.org/docs/vhosts/.
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Note

You cannot use name-based virtual hosts with your secure Web server, be-
cause the SSL handshake (when the browser accepts the secure Web server’'s
certificate) occurs before the HTTP request which identifies the appropriate
name-based virtual host. If you want to use name-based virtual hosts, they
will only work with your non-secure Web server.

Virtual hosts are configured within thetpd.conf  file, as described in Section 14Qonfiguration
Directives inhttpd.conf . Please review that section before you start to change the virtual hosts
configuration on your machine.

14.4.1 The Secure Web Server Virtual Host

The default configuration of your Web server runs a non-secure and a secure server. Both servers
use the same IP address and host name, but they listen on different ports, and the secure server is a
virtual host. This configuration enables you to serve both secure and non-secure documents in the
most efficient manner possible. As you may know, secure HTTP transmissions take more time than
non-secure, because a lot more information is being passed back and forth during secure transactions.
So using your secure server for non-secure Web traffic is not a good idea.

The configuration directives for your secure server are contained within virtual host tags in the
httpd.conf file. If you need to change something about the configuration of your secure server,
you will need to change the configuration directives inside virtual host tags intthé.conf  file.

If you want to enable certain features (for example, server side includes) for your secure server, they
will need to be enabled within the virtual host tags that define your secure server.

The non-secure Web server is configured as the "non-virtual" host imttpd.conf file. In

other words, the non-secure Web server’s configuration options are outside of the virtual host tags
in httpd.conf . If you want to change something about your non-secure Web server, you will need
to change the configuration directiveshttpd.conf outside of the virtual host tags.

By default, both the secure and the non-secure Web servers share thBseimeentRoot , a con-
figuration directive specified ifttpd.conf . In other words, the secure and the non-secure Web
server look in the same place for the HTML files that they provide in response to requests. By default,
the DocumentRoot is set to/var/www/html

To change th®ocumentRoot so thatitis no longer shared by both the secure server and the non-se-
cure server, change one of thecumentRoot directives inhttpd.conf . TheDocumentRoot

outside the virtual host tags defines thecumentRoot for your non-secure Web server. Thec-
umentRoot within the virtual host tags that define your secure server is for your secure server.
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If for some reason you want to disable the non-secure Web server on your machine, you can. Your
secure server listens on port 443, the default port for secure Web communications, while your non-
secure Web server listens on port 80, the default port for non-secure Web communications. To stop
the non-secure Web server from accepting connectiorgtpa.conf  , find the line which reads:

Port 80

Change the above line so that it reads:
Port 443

Then comment out theisten 80 line.

After these two steps, your Web server will be accepting connections on port 443, the default port for
secure Web communications. However, your server will not accept connections on port 80, the default
port for non-secure communications, so the non-secure Web server will be effectively disabled.

14.4.2 Setting Up Virtual Hosts

Most people will probably use their Web server as it is configured. Therefore, they will be using
the built-in virtual hosts capability, but they will not have to do any manipulation of the virtual hosts
directives inhttpd.conf . However, if you would like to use the virtual hosts capability for some
other reason, you can.

To create a virtual host, you will need to alter the virtual host lines, provided as an example, in
httpd.conf |, or create your own virtual host section. (Remember that name-based virtual hosts
will not work with your secure server — you will need to use IP address-based virtual hosts if you
need SSL-enabled virtual hosts. Your non-secure server, however, will support both IP address and
name-based virtual hosts.)

The virtual host example lines read as follows:

#<VirtualHost ip.address.of.host.some_domain.com>

# ServerAdmin webmaster@host.some_domain.com

# DocumentRoot /www/docs/host.some_domain.com

# ServerName host.some_domain.com

# ErrorLog logs/host.some_domain.com-error_log

# CustomLog logs/host.some_domain.com-access_log common
#</VirtualHost>

Uncomment all of the lines. Then add the correct information for your machine and/or your virtual
host to each line.

Inthe firstline, chang®.address.of.host.some_domain.com toyour server’s IP address.
Change the&erverName to avalid DNS name to use for the virtual host. (In other words, do not
just make something up. Ask your system administrator if you do not know how to get a valid domain
name.)
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You will also need to uncomment one of tNeameVirtualHost  lines inhttpd.conf

#NameVirtualHost 12.34.56.78:80
#NameVirtualHost 12.34.56.78

Uncomment one of the lines and change the IP address to the IP address (and port if necessary) for
that virtual host.

Many other configuration directives can be placed between the virtual host tags, depending upon why
you are setting up a virtual host.

If you set up a virtual host and want it to listen on a non-default port (80 is the default port for non-
secure Web communications; 443 is the default port for secure Web communications), you will need
to set up a virtual host for that port and adtisten  directive tohttpd.conf , corresponding to

that port.

To have a virtual host work specifically for that port, add the port number to the first line of the virtual
host configuration. The first line should look something like the following:

<VirtualHost ip_address_of your_server:12331>

This line would create a virtual host that listens on port 12331. Substitute the port number you want
to use forl2331 in the previous example.

Underneath thé&isten lines inhttpd.conf |, add a line like the following, which will instruct
your Web server to listen on port 12331:

Listen 12331

You must restarhttpd  to start a new virtual host. See Section 141grting and Stoppingttpd
for instructions on how to start and stbfpd

Much more complete information about creating and configuring both name-based and IP address-
based virtual hosts is provided on the Web at http://httpd.apache.org/docs/vhosts/. Please check the
Apache Group’s virtual host documentation for more details on using virtual hosts.
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A General Parameters and Modules

This appendix is provided to illustragmmeof the possible parameters that may be needed by certain
driverstfor particular hardware devices. In most cases, these additional parameters are unnecessary,
since the kernel may already be able to use the device without them. You should only use the settings
provided in this appendix if you are having trouble getting Red Hat Linux to use a particular device
or you need to override the system’s default parameters for the device.

During the installation of Red Hat Linux, some limits are placed on filesystems and particular device
drivers supported by the kernel. After installation, however, support exists for all filesystems avail-
able under Linux. At the time of installation, the modularized kernel has support for (E)IDE devices
(including ATAPI CD-ROM drives), SCSI adapters, and network cards.

Note

Because Red Hat Linux supports installation on many different types of hard-
ware, some drivers (including those for SCSI adapters, network cards, and
many CD-ROMSs) are not built into the Linux kernel used by the installation
program. Rather, they are available as modules and are loaded as you need
them during the installation process. If necessary, you will have the chance
to specify options for these modules when they are loaded from the driver
disk.

To specify module parameters when a driver is loaded, lippg expert at theboot: prompt

and insert the driver disk when prompted to do so by the installation program. After reading the driver
disk, the installation program will ask you to select the type of device you are configuring. On that
screen, you can elect to specify a module parameter. Then, the installation program will display a
screen where you can type the correct parameters based on the particular type of device you are con-
figuring.

After the installation is complete, you may want to rebuild a kernel that includes support for your
specific hardware configuration. Note that in most cases, a custom-built kernel is not necessary. See
the Official Red Hat Linux Customization Guide more information about rebuilding your kernel.

1 Adriver isa type of software that helps your system use a particular hardware device. Without the driver, the
kernel may not know how to correctly utilize the device.
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A.1 Specifying Module Parameters

If you are providing parameters upon loading a module, you can usually specify them using one of
two different methods:

» Specify a full set of parameters in one statement. For example, the parachg3ér~0x340,0
could be used with a Sony CDU 31 or 33 at port 340 with no IRQ.

» Specify the parameters individually. This method is used when one or more parameters in the first
set are not needed. For exampdu31_port=0x340 cdu3la_irq=0 can be used as the
parameter for the same CD-ROM used as an example for the first metho@KAsused in the
CD-ROM, SCsI, and Ethernet tables in this appendix to show where the first parameter method
stops and the second method begins.

Note

Only use one method, and not both, when loading a module with particular
parameters.

FVVVVV VN
VOV,

¢ CAUTION @

When a parameter has commas, make sure yonodput a space after a
comma.

A.2 CD-ROM Module Parameters

Note

Not all of the CD-ROM drives that are listed are supported. Please check the
Hardware Compatibility List on Red Hat's website at http://hardware.red-
hat.com to make sure your CD-ROM drive is supported.

Even though parameters are specified after loading the driver disk and specifying the device, one
of the more commonly used parameterd k=cdrom ) canbe entered at the boot promjhtopt: )

during installation. This exception to the rule is allowed since it deals with support for IDE/ATAPI
CD-ROMs, which is already part of the kernel.
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In the following tables, most modules listed without any parameters can either be auto-probed to find
the hardware or they require you to manually change settings in the module source code and recompile.

Table A-1 Hardware Parameters

Hardware Module Parameters

ATAPI/IDE CD-ROM Drives hdX=cdrom

Aztech CD268-01A, Orchid | aztcd.o aztcdso_port

CD-3110, Okano/Wearnes

CDD110, Conrad TXC,

CyCDROM CR520,

CyCDROM CR540 (non-IDE)

Sony CDU-31A CD-ROM cdu3la.o cdu3laio_portIRQ OR
cdu3la_portbase addr
cdu3la_irg#q

Philips/LMS CDROM drive | cm206.0 cm2060_port,IRQ

206 with cm260 host adapter

card

Goldstar R420 CD-ROM gscd.o gscd=o_port

ISP16, MAD16, or Mozart ispl6.0 ispl6=o_portIRQ,dma drive_type

sound card CD-ROM ORispl16_cdrom_basés port

interface (OPTi 82C928 ispl6_cdrom_irgiRQ

and OPTi 82C929) with ispl6_cdrom_dmadma

Sanyo/Panasonic, Sony, or ispl6_cdrom_typedrive_type

Mitsumi drives

Mitsumi CD-ROM, Standard | mcd.o mcd=o_portIRQ

Mitsumi CD-ROM, mcdx.o mcdx=o_port_1IRQ_1,

Experimental io_port nIRQ_n

Optics storage 8000 AT optcd.o

"Dolphin" drive, Lasermate

CR328A

Parallel-Port IDE CD-ROM | pcd.o

SB Pro 16 Compatible sbpcd.o sbpcdio_port
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Hardware Module

Parameters

Sanyo CDR-H94A sjcd.o

sjcd=o_port ORsjcd_basem_port

Sony CDU-535 & 531 (some
Procomm drives)

sonycd535.0

sonycd535#_port

Here are some examples of these modules in

use:

Table A—2 Hardware Parameters Configuration Examples

Configuration

Example

ATAPI CD-ROM, jumpered as master on the
second IDE channel

hdc=cdrom

non-IDE Mitsumi CD-ROM on port 340, IRQ
11

mcd=0x340,11

Three non-IDE Mitsumi CD-ROM drives usin
the experimental driver, io ports 300, 304, an
320 with IRQs 5, 10 and 11

jmcdx=0x300,5,0x304,10,0x320,11
d

Sony CDU 31 or 33 at port 340, no IRQ

cdu31=0x340,0R cdu31_port=0x340
cdu3la_irg=0

Aztech CD-ROM at port 220

aztcd=0x220

Panasonic-type CD-ROM on a SoundBlastel
interface at port 230

sbpcd=0x230,1

Phillips/LMS cm206 and cm260 at 10 340 an
IRQ 11

dcm206=0x340,11

Goldstar R420 at 10 300

gscd=0x300

Mitsumi drive on a MAD16 soundcard at 10
Addr 330 and IRQ 1, probing DMA

isp16=0x330,11,0,Mitsumi

Sony CDU 531 at 10 address 320

sonycd535=0x320

Note

Most newer Sound Blaster cards come with IDE interfaces. For these cards,
you do not need to ussbpcd parameters; only uded X parameters.
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A.3 SCSI parameters

Table A-3 SCSI Parameters

Hardware Module Parameters

3ware Storage Controller 3W-XXXX.0

NCR53c810/820/720, 53c7,8xx.0

NCR53c700/710/700-66

AM53/79C974 (PC-SCSI) AM53C974.0

Driver

Most Buslogic (now Mylex) BusLogic.o BusLogic_Optionssp-
cards with "BT" part number tion,option,...

Mylex DAC960 RAID Controller| DAC960.0

MCR53c406a-based SCSI NCR53c406a.0

Initio INI-9100UW al00u2w.o al00u2wio,IRQ,scsi_id
Adaptec AACRAID aacraid.o

Advansys SCSI Cards advansys.o

Adaptec AHA-152x ahal52x.0 ahal52x#0,IRQ,scsi_id
Adaptec AHA 154x amd ahal542.0

631x-based

Adaptec AHA 1740 ahal740.0
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Hardware Module Parameters

Adaptec AHA-274x, aiCc7xxx.o0 aic7xxx=string
AHA-284x, AHA-29xXx,
AHA-394x, AHA-398x,
AHA-274x, AHA-274xT,
AHA-2842, AHA-2910B,
AHA-2920C, AHA-2930/U/U2,
AHA-2940/W/U/UW/AU/,
U2wW/U2/U2B/, U2BOEM,
AHA-2944D/WD/UD/UWD,
AHA-2950U2/W/B,
AHA-3940/U/W/UWI/,
AUW/U2W/U2B, AHA-
3950U2D, AHA-3985/U/W/UW,
AIC-777x, AIC-785x,
AIC-786x, AIC-787x, AIC-788x
, AlIC-789x, AIC-3860

ACARD ATP870U PCI SCSI | atp870u.o

Controller

Compag Smart Array 5300 CcCiss.o
Controller

Compag Smart/2 RAID cpgarray.o
Controller

Compag FibreChannel cpgfc.o
Controller

Domex DMX3191D dmx3191d.0
Data Technology Corp dtc.o

DTC3180/3280
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466, 762

Hardware Module Parameters

DTP SCSI host adapters eata.o eataportO,portl,port2,...

(EATA/DMA) PM2011B/9X options OReata

ISA, PM2021A/9X ISA, io_portportO,portl,port2,...

PM2012A, PM2012B, option=value

PM2022A/9X EISA,

PM2122A/9X, PM2322A/9X,

SmartRAID PM3021, PM3222,

PM3224

DTP SCSI Adapters PM2011, | eata_dma.o

PM2021, PM2041, PM3021,

PM2012B, PM2022, PM2122,

PM2322, PM2042, PM3122,

PM3222, PM3332, PM2024,

PM2124, PM2044, PM2144,

PM3224, PM3334

DTP EATA-PIO boards eata_pio.o

Sun Enterprise Network Array | fcal.o

(FC-AL)

Future Domain TMC-18x SCSI | fdomain.o

NCR5380 (generic driver) g_NCR5380.0

ICP RAID Controller gdth.o

120 Block Driver i20_block.o

IOMEGA MatchMaker parallel | imm.o

port SCSI adapter

Always IN2000 ISA SCSil card | in2000.0 in2000=setup_stringrzalue OR
in2000setup_string=value

Initio INI-9X00U/UW SCSI host| initio.o

adapters

IBM ServeRAID ips.o

AMI MegaRAID 418, 428, 438,| megaraid.o
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Hardware

Module

Parameters

NCR SCSI controllers
with 810/810A/815/
825/825A/860/875/876/895
chipsets

ncr53c8xx.o

ncr53c8xxoptionlvaluelop-
tion2value2... OR
ncr53c8xx=vptionlvaluel
option2value2.."

Pro Audio Spectrum/Studio 16 | pasl16.o0
PCI-2000 IntelliCache pci2000.0
PCI-22201 EIDE RAID pci2220i.0
SparcSTORAGE Array pluto.o
IOMEGA PPA3 parallel port ppa.o
SCSI host adapter

Perceptive Solutions PSI-240I | psi240i.0
EIDE

Qlogic 1280 glal280.0
Qlogic 200 gla2x00.0
QLogic Fast SCSI FASXXX glogicfas.o
ISA/VLB/PCMCIA

QLogic ISP2100 SCSI-FCP glogicfc.o
QLogic ISP1020 Intelligent glogicisp.o
SCSI cards 1Q-PClI, 1Q-PCI-10,

IQ-PCI-D

Qlogic ISP1020 SCSI SBUS | glogicpti.o
Seagate ST-01/02, Future seagate.o
Domain TMC-&x

Future Domain TMC-885, seagate.o controller_type=2

TMC-950

base_addresfase_addr
irg=IRQ

Cards with the sym53c416
chipset

sym53c416.0

sym53c4162ORTBASHIRQ]
ORsym53c416 ioPORTBASE

irg=IRQ
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Hardware Module Parameters
Trantor T128/T128F/T228 SCSIt128.0

Host Adapter

Tekram DC-390(T) PCI tmscsim.o

UltraStor 14F/34F (not 24F) ul4-34f.o

UltraStor 14F, 24F, and 34F ultrastor.o

WD7000 Series wd7000.0

Here are some examples of these modules in use:

Table A-4 SCSI Parameters Configuration Examples

Configuration

Example

ID7

Adaptec AHA1522 at port 330, IRQ 11, SCS

ahal52x=0x330,11,7

Adaptec AHA1542 at port 330

bases=0x330

Future Domain TMC-800 at CA000, IRQ 10

controller_type=2 base_address=0xca000

irg=10

A.4 Ethernet param

Table A-5 Ethernet Module Parameters

eters

Hardware Module

Parameters

3Com 3c501 3c501.0

3c50150_port,IRQ

3Com 3¢503 and 3¢503/163¢503.0

3c50350_portIRQ OR
3c503 ioF0_port_lio_port n
irg=IRQ_1,IRQ_n

3Com EtherLink Plus 3c505.0

3c50550_port,IRQ OR

(3c505) 3c505 ios0_port_lio_port n
irg=IRQ_1IRQ_2

3Com EtherLink 16 3c507.0 3c50740_port,IRQ OR3c507
io=io_portirg=IRQ

3Com EtherLink IlI 3c509.0 3c5094RQ




218 Appendix A:General Parameters and Modules

Hardware Module Parameters
3Com ISA EtherLink XL | 3c515.0

"Corkscrew"

3Com EtherLink PCI 3c59%.0

/XL Vortex (3¢590,

3c592, 3¢595, 3¢597)
Boomerang (3¢c900, 3c905,
3c595)

RTL8139, SMC EZ Card | 8139too.0
Fast Ethernet

Apricot 82596 82596.0

Ansel Communications | ac3200.0 ac32007o_portIRQ OR

Model 3200 ac3200 io#o_port_lio_port_n
irg=IRQ_1IRQ_n

Alteon AceNIC Gigabit | acenic.o

Aironet Arlan 655 arlan.o

Aironet 4500 aironet4500_card.o

PCI-ASI-i365 wireless

Allied Telesis AT1700 at1700.0 atl700+0_portIRQ ORat1700
io=io_portirg=IRQ

Tangent ATB-II, Novel cops.o cops4o_portIRQ ORcops

NL-10000, Daystar Digita io=io_portirg=IRQ

LT-200, Dayna DL2000,
DaynaTalk PC (HL),
COPS LT-95, Farallon
PhoneNET PC I, llI

Modular driver for cosa.o cosaio_portIRQ,dma
the COSA or SRP
synchronous serial card

Crystal Semiconduc- €s89x0.0
torCS89[02]0
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Hardware Module Parameters

EtherWORKS DE425 de4x5.0 de4dx530_port OR
TP/COAX EISA, DE434 de4x5 io3o_port

TP PCI, DE435/450 dedx5 args="etK[fdx]
TP/COAX/AUI PCI autosenseEDIA_STRING

DES500 10/100 PCI
Kingston, LinkSys,
SMC8432, SMC9332,
Znyx31[45], and
Znyx346 10/100 cards
with DC21040 (no
SROM), DC21041[A],
DC21140[A], DC21142,
DC21143 chipsets

D-Link DE-600 Ethernet | de600.0

Pocket Adapter

D-Link DE-620 Ethernet | de620.0

Pocket Adapter

DIGITAL DEPCA & depca.o depcaio_portIRQ ORdepca
EtherWWORKS DEPCA, io=io_portirg=IRQ

DE100, DE101, DE200
Turbo, DE201Turbo
DE202 Turbo TP/BNC,
DE210, DE422 EISA

Digi Intl. RightSwitch dgrs.o
SE-X EISA and PCI

Davicom dmfe.o
DM9102(A)/DM9132/
DM9801 Fast Ethernet

Intel EtherExpress/1000 | €1000.0
Gigabit

Cabletron E2100 e2100.0 €2100+0_port,IRQ,mem OR
€2100 ioFo_portirg=IRQ
mem=mem
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Hardware Module Parameters

Intel EtherExpress Pro10 | eepro.o eeproFo_portIRQ OReepro
io=io_portirg=IRQ

Intel i82557/i82558 PCI | eeprol100.0

EtherExpressPro driver

Intel EtherExpress 16 eexpress.o eexpressio_portIRQ OR

(i82586) eexpress iom_portirg=IRQ

SMC EtherPower Il 9432 | epic100.0

PCI (83c170/175 EPIC

series)

Racal-Interlan ES3210 | es3210.0

EISA

ICL EtherTeam 16i/32 eth16i.0 eth16i=io_portIRQ OReth16i

EISA ioaddr=o_portIRQ=IRQ

EtherWORKS 3 (DE203, | ewrk3.0 ewrk=io_portIRQ ORewrk

DE204 and DE205) io=io_portirg=IRQ

Fujitsu FMV- fmv18x.0 fmv18x=o_portIRQ OR

181/182/183/184 fmv18x io=o_portirg=IRQ

A Packet Engines GNIC-I| hamachi.o

Gigabit

Modular driver for the
Comtrol Hostess SV11

hostess_svll.o

hostess_sv1ie portIRQ,
DMABIT ORhostess_sv11l
io=io_port irg=IRQ
dma=DMABIT

HP PCLAN/plus hp-plus.o hp-plus3o_portIRQ ORhp-plus
io=io_portirg=IRQ
HP LAN Ethernet hp.o hp=io_portIRQ ORhp

io=io_portirg=IRQ
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Hardware Module Parameters

100VG-AnyLan Network | hp100.0 hp10040_portname OR

Adapters HP J2585B, hp100 hp100_poris_port

J2585A, J2970, J2973, hp100_namemame

J2573 Compex ReadyLin

ENET100-VG4,

FreedomLine 100/VG

IBM Token Ring 16/4 ibmtr.o ibmtr=io_portIRQmem OR
ibmtr io=io_port irg=IRQ
mem=mem

AT1500, HP J2405A, mostlance.o

NE2100/clone

Mylex LNE390 EISA Ine390.0

ltpc.o ltpc=io_portIRQ ORItpc

io=io_portirg=IRQ

MyriCOM MyriNET myri_sbus.o

SBUS

NatSemi DP83815 Fast | natsemi.o

Ethernet

NE1000 / NE2000 ne.o ne=io_portIRQ ORnNe

(non-pci) io=io_portirg=IRQ

PCI NE2000 cards ne2k-pci.o

RealTEk RTL-8029,

Winbond 89C940, Compek

RL2000, KTl ET32P2,

NetVin, NV5000SC, Via

82C926, SureCom NE34

Novell NE3210 EISA ne3210.0

MiCom-Interlan N15010 | ni5010.0

NI5210 card (i82586 ni52.0 ni52=io_portIRQ ORnNi52

Ethernet chip) io=io_portirg=IRQ

NI6510 Ethernet ni65.0
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Hardware

Module

Parameters

Older DEC 21040, most
21*40 Ethernet

old_tulip.o

old_tulip=io_port ORold_tulip
io=io_port

AMD PCnet32 and AMD
PCnetPCI

pcnet32.0

RedCreek
Communications PCI

rcpci.o

RealTek cards using
RTL8129 or RTL8139 Fastt
Ethernet chipsets

rtl8139.o

Sangoma S502/S508
multi-protocol FR

sdla.o

Sangoma S502A, ES502A,
S502E, S503, S507, S508,
S509

sdladrv.o

SysKonnect SK-98X
Gigabit

sk98lin.o

SysKonnect Token

Ring ISA/PCI Adapter,
TR4/16(+) ISA or PCI,
TR4/16 PCI, and older SK
NET TR4/16 ISA cards

sktr.o

sktrgo0_portIRQ,mem ORsktr
io=io_portirg=IRQ mem=mem

SMC Ultra and SMC
EtherEZ ISA ethercard
(8K, 83c790)

smc-ultra.o

smc-ultraio_portIRQ OR
smc-ultra ioo_portirg=IRQ

SMC Ultra32 EISA
Ethernet card (32K)

smc-ultra32.0

SMC 9000 series of smc9194.0 smc9194+#o_portIRQ OR

Ethernet cards smc9194 io#o_portirg=IRQ
ifport=[0,1,2]

Sun BigMac Ethernet sunbmac.o

Sundance ST201 Alta sundance.o
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Hardware

Module

Parameters

Sun Happy Meal Ethernet

sunhme.o

Sun Quad Ethernet

sunge.o

ThunderLAN

tlan.o

Digital 21x4x Tulip

PCI Ethernet cards
SMC EtherPower 10
PCI(8432T/8432BT)
SMC EtherPower 10/100
PCI(9332DST) DEC
EtherWorks 100/10
PCI(DE500-XA)

DEC EtherWorks 10
PCI(DE450) DEC
QSILVER's, Znyx 312
etherarray Allied Telesis
LA100PCI-T Danpex
EN-9400, Cogent EM110

tulip.o

VIA Rhine PCI Fast
Ethernet cards with either
the VIA VT86c100A
Rhine-Il PCI or

3043 Rhine-l D-Link
DFE-930-TX PCI 10/100

via-rhine.o

AT&T GIS (nee NCR)
WaveLan ISA Card

wavelan.o

wavelan$IRQ,0],io_port,NWID

WD8003 and
WD8013-compatible
Ethernet cards

wd.o

wd=io_portIRQmem mem_end
ORwd io=io_portirg=IRQ
mem=memmem_endend

Compex RL100ATX-PCI

winbond.o

Packet Engines Yellowfin

yellowfin.o

78530 based HDLC cardg
for AX.25

285230.0

Here are some examples of these modules in use:
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Table A-6 Ethernet Parameter Configuration Examples

Configuration Example
NE2000 ISA card at IO address 300 and IRQ|11e=0x300,11 ether=0x300,11,eth0

Wavelan card at 10 390, autoprobe for IRQ, andavelan=0,0x390,0x4321
use the NWID to 0x4321 ether=0,0x390,0x4321,eth0

A.4.1 Using Multiple Ethernet Cards

You can use multiple Ethernet cards in one machine. If each card uses a different driver (for example,
a 3¢509 and a DE425), you simply need to atids  (and possiblyptions ) lines for each card to
/etc/modules.conf . See théOfficial Red Hat Linux Customization Guifter more information.

If any two Ethernet cards use the same driver (such as two 3¢509 cards or a 3¢595 and a 3c905), you
will need to either give the two card addresses on the driver’'s options line (for ISA cards) or simply
add onealias line for each card (for PCI cards).

For additional information about using more than one Ethernet card, seeitheEthernet-HOWTO
at http://www.redhat.com/mirrors/LDP/HOWTO/Ethernet-HOWTO.html.
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B An Introduction to Disk Partitions

Disk partitions are a standard part of the personal computer landscape and have been for quite some
time. However, with many people purchasing computers featuring preinstalled operating systems,
relatively few people understand how partitions work. This chapter attempts to explain the reasons for
and use of disk partitions so your Red Hat Linux installation will be as simple and painless as possible.

If you are reasonably comfortable with disk partitions, you could skip ahead to Sectionakihg

Room For Red Hat Linufor more information on the process of freeing up disk space to prepare for

a Red Hat Linux installation. This section also discusses the partition naming scheme used by Linux
systems, sharing disk space with other operating systems, and related topics.

B.1 Hard Disk Basic Concepts

Hard disks perform a very simple function — they store data and reliably retrieve it on command.

When discussing issues such as disk partitioning, it's important to know a bit about the underlying
hardware. Unfortunately, it's easy to become bogged down in details. Therefore, let’s use a simplified
diagram of a disk drive to help explain what is really happening when a disk drive is partitioned. Figure
B-1, An Unused Disk Drivshows a brand-new, unused disk drive.
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Figure B-1 An Unused Disk Drive

Not much to look at, is it? But if we are talking about disk drives on a basic level, it will do. Let's say
that we’'d like to store some data on this drive. As things stand now, it won’t work. There’s something
we need to do first...

B.1.1 It's Not What You Write, it's How You Write It

Experienced computer users probably got this one on the first try. We néauitat the drive. For-
matting (usually known as "makingféesystent’) writes information to the drive, creating order out
of the empty space in an unformatted drive.
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Figure B-2 Disk Drive with a Filesystem

As Figure B—2Disk Drive with a Filesystenmplies, the order imposed by a filesystem involves some
trade-offs:

« A small percentage of the drive’s available space is used to store filesystem-related data and can
be considered as overhead.

» Afilesystem splits the remaining space into small, consistently-sized segments. For Linux, these
segments are known &focks. 1

Given that filesystems make things like directories and files possible, these tradeoffs are usually seen
as a small price to pay.

It's also worth noting that there is no single, universal filesystem. As Figure BisE, Drive with

a Different Filesystenshows, a disk drive may have one of many different filesystems written on it.
As you might guess, different filesystems tend to be incompatible; that is, an operating system that
supports one filesystem (or a handful of related filesystem types) may not support another. This last
statement is not a hard-and-fast rule, however. For example, Red Hat Linux supports a wide variety

1 Blocks reallyare consistently sized, unlike our illustrations. Keep in mind, also, that an average disk drive
contains thousands of blocks. But for the purposes of this discussion, please ignore these minor discrepancies.
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of filesystems (including many commonly used by other operating systems), making data interchange
between different filesystems easy.

Figure B-3 Disk Drive with a Different Filesystem

Of course, writing a filesystem to disk is only the beginning. The goal of this process is to actually
storeandretrievedata. Let’s take a look at our drive after some files have been written to it.
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Figure B—4 Disk Drive with Data Written to It

"
Iy 1A

As Figure B—4Disk Drive with Data Written to Ishows, 14 of the previously-empty blocks are now
holding data. However, by simply looking at this picture, we cannot determine exactly how many files
reside on this drive. There may be as few as one or as many as 14 files, as all files use at least one
block and some files use multiple blocks. Another important point to note is that the used blocks do
not have to form a contiguous region; used and unused blocks may be interspersed. This is known as
fragmentation. Fragmentation can play a part when attempting to resize an existing partition.

As with most computer-related technologies, disk drives changed over time after their introduction. In
particular, they got bigger. Not larger in physical size, but bigger in their capacity to store information.
And, this additional capacity drove a fundamental change in the way disk drives were used.

B.1.2 Partitions: Turning One Drive Into Many

As disk drive capacities soared, some people began to wonder if having all of that formatted space in

one big chunk was such a great idea. This line of thinking was driven by several issues, some philo-

sophical, some technical. On the philosophical side, above a certain size, it seemed that the additional
space provided by a larger drive created more clutter. On the technical side, some filesystems were
never designed to support anything above a certain capacity. Or the filesysialdsupport larger
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drives with a greater capacity, but the overhead imposed by the filesystem to track files became ex-
cessive.

The solution to this problem was to divide disks ip@rtitions. Each partition can be accessed as if
it was a separate disk. This is done through the additionpafréition table .

Note

While the diagrams in this chapter show the partition table as being separate
from the actual disk drive, this is not entirely accurate. In reality, the partition
table is stored at the very start of the disk, before any filesystem or user data.
But for clarity, we'll keep it separate in our diagrams.

Figure B-5 Disk Drive with Partition Table

As Figure B-5Disk Drive with Partition Tableshows, the partition table is divided into four sections.
Each section can hold the information necessary to define a single partition, meaning that the partition
table can define no more than four partitions.

Each partition table entry contains several important characteristics of the partition:
» The points on the disk where the partition starts and ends
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e Whether the patrtition is "active"
* The partition’s type

Let's take a closer look at each of these characteristics. The starting and ending points actually define
the partition’s size and location on the disk. The "active" flag is used by some operating systems’ boot
loaders. In other words, the operating system in the partition that is marked "active" will be booted.

The partition’s type can be a bit confusing. The type is a number that identifies the partition’s antic-
ipated usage. If that statement sounds a bit vague, that's because the meaning of the partition type
is a bit vague. Some operating systems use the partition type to denote a specific filesystem type, to
flag the partition as being associated with a particular operating system, to indicate that the partition
contains a bootable operating system, or some combination of the three.

Table B—1 Partition Typesontains a listing of some popular (and obscure) partition types, along with
their numeric values.

Table B-1 Partition Types

Partition Type Value Partition Type Value
Empty 00 Novell Netware 386 65
DOS 12-bit FAT 01 PIC/IX 75
XENIX root 02 Old MINIX 80
XENIX usr 03 Linux/MINUX 81
DOS 16-hit <=32M 04 Linux swap 82
Extended 05 Linux native 83
DOS 16-bit >=32 06 Linux extended 85
0S/2 HPFS 07 Amoeba 93
AIX 08 Amoeba BBT 94
AIX bootable 09 BSD/386 ab
0OS/2 Boot Manager Oa OpenBSD a6
Win95 FAT32 Ob NEXTSTEP ar
Win95 FAT32 (LBA) Oc BSDI fs b7
Win95 FAT16 (LBA) Oe BSDI swap b8
Win95 Extended (LBA) of Syrinx c7
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Partition Type Value Partition Type Value
Venix 80286 40 CP/M db
Novell 51 DOS access el
Microport 52 DOS R/O e3
GNU HURD 63 DOS secondary f2
Novell Netware 286 64 BBT ff

By this point, you might be wondering how all this additional complexity is normally used. See Figure
B—6, Disk Drive With Single Partitiorior an example.

Figure B-6 Disk Drive With Single Partition

DOS | .

In many cases, there is only a single partition spanning the entire disk, essentially duplicating the
method used before partitions. The partition table has only one entry used, and it points to the start of
the partition.

We have labeled this partition as being of the "DOS" type. Although it is only one of several possible
partition types listed in Table B—Partition Typesit is adequate for the purposes of this discussion.
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This is a typical partition layout for most newly purchased computers with a consumer version of
Microsoft Windows™ preinstalled.

B.1.3 Partitions within Partitions — An Overview of Extended
Partitions

Of course, over time it became obvious that four partitions would not be enough. As disk drives
continued to grow, it became more and more likely that a person could configure four reasonably-sized
partitions and still have disk space left over. There needed to be some way of creating more partitions.

Enter the extended partition. As you may have noticed in Table Batftjtion Types there is an
"Extended" partition type. It is this partition type that is at the heart of extended patrtitions.

When a patrtition is created and its type is set to "Extended," an extended partition table is created.
In essence, the extended partition is like a disk drive in its own right —— it has a partition table that
points to one or more partitions (now callledjical partitions, as opposed to the foprimary par-

titions) contained entirely within the extended partition itself. Figure B3igk Drive With Extended
Partition shows a disk drive with one primary partition and one extended partition containing two log-
ical partitions (along with some unpartitioned free space).

Figure B—7 Disk Drive With Extended Partition

DOS
Fxtended

Linux native
05/2 HPFS
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As this figure implies, there is a difference between primary and logical partitions -- there can only
be four primary partitions, but there is no fixed limit to the number of logical partitions that can ex-
ist. (However, in reality, it is probably not a good idea to try to define and use more than 12 logical
partitions on a single disk drive.)

Now that we have discussed partitions in general, let's see how to use this knowledge to install Red
Hat Linux.

B.1.4 Making Room For Red Hat Linux

There are three possible scenarios you may face when attempting to repartition your hard disk:
» Unpartitioned free space is available

* Anunused partition is available

» Free space in an actively used partition is available

Let’s look at each scenario in order.

Note

Please keep in mind that the following illustrations are simplified in the in-
terest of clarity and do not reflect the exact partition layout that you will
encounter when actually installing Red Hat Linux.

Using Unpartitioned Free Space

In this situation, the partitions already defined do not span the entire hard disk, leaving unallocated
space that is not part of any defined partition. Figure B3i8k Drive with Unpartitioned Free Space
shows what this might look like.




Section B.1:Hard Disk Basic Concepts 235

Figure B-8 Disk Drive with Unpartitioned Free Space

h 4

h 4

DOs [ DOS
Linux native

Before After

If you think about it, an unused hard disk also falls into this category. The only difference &llthat
the space is not part of any defined partition.

In any case, you can simply create the necessary partitions from the unused space. Unfortunately, this
scenario, although very simple, is not very likely (unless you've just purchased a new disk just for
Red Hat Linux). Most pre-installed operating systems are configured to take up all available space on
a disk drive (sed&Jsing Free Space from an Active PartitionSection B.1.4).

Let's move on to a slightly more common situation.

Using Space from an Unused Partition

In this case, maybe you have one or more partitions that you do not use any longer. Perhaps you've
dabbled with another operating system in the past, and the partition(s) you dedicated to it never seem
to be used anymore. Figure B-Bisk Drive With an Unused Partitioitlustrates such a situation.
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Figure B-9 Disk Drive With an Unused Partition

LN LN
7 7
DOS - DOS [
GP /M - Linux native [

Before After

If you find yourself in this situation, you can use the space allocated to the unused partition. You will
first need to delete the partition, and then create the appropriate Linux partition(s) in its place. You
can either delete the partition using the D@k command, or you will be given the opportunity

to do so during a custom-class installation.

Using Free Space from an Active Partition

This is the most common situation. It is also, unfortunately, the hardest to handle. The main problem
is that, even if you have enough free space, it's presently allocated to a partition that is already in use.
If you purchased a computer with pre-installed software, the hard disk most likely has one massive
partition holding the operating system and data.

Aside from adding a new hard drive to your system, you have two choices:

Destructive Repartitioning

Basically, you delete the single large partition and create several smaller ones. As you might
imagine, any data you had in the original partition is destroyed. This means that making a com-
plete backup is necessary. For your own sake, make two backups, use verification (if available
in your backup software), and try to read data from your badiafpreyou delete the partition.
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€ CAUTION §

A 4

If there was an operating system of some type installed on that parti-
tion, it will need to be reinstalled as well. Be aware that some com-
puters sold with pre-installed operating systems may not include the
CD-ROM media to reinstall the original operating system. The best
time to notice if this applies to your systembeforeyou destroy your
original partition and its operating system installation.

After creating a smaller partition for your existing software, you can reinstall any software,
restore your data, and continue your Red Hat Linux installation. Figure B3i$K Drive Being
Destructively Repartitionedhows this being done.

Figure B-10 Disk Drive Being Destructively Repartitioned

Dos nos

Linux native

Before After
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€ CAUTION §

As Figure B—10Disk Drive Being Destructively Repartitionstiows,
any data present in the original partition will be lost without proper
backup!

A 4

Non-Destructive Repartitioning

Here, you run a program that does the seemingly impossible: it makes a big partition smaller
without losing any of the files stored in that partition. Many people have found this method
to be reliable and trouble-free. What software should you use to perform this feat? There are
several disk management software products on the market. You will have to do some research
to find the one that is best for your situation.

While the process of non-destructive repartitioning is rather straightforward, there are a number
of steps involved:

» Compress existing data
» Resize the existing partition
» Create new partition(s)

Let’s take a look at each step in a bit more detail.

Compress existing data

As Figure B—11Disk Drive Being Compresseghows, the first step is to compress the data in your
existing partition. The reason for doing this is to rearrange the data such that it maximizes the available
free space at the "end" of the partition.
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Figure B-11 Disk Drive Being Compressed

DOos Dos

Before After

This step is crucial. Without it, the location of your data could prevent the partition from being resized
to the extent desired. Note also that, for one reason or another, some data cannot be moved. If this is

the case (and it severely restricts the size of your new partition(s)), you may be forced to destructively
repartition your disk.

Resize the existing partition

Figure B—12 Disk Drive with Partition Resizedhows the actual resizing process. While the actual
result of the resizing operation varies depending on the software used, in most cases the newly freed
space is used to create an unformatted partition of the same type as the original partition.
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Figure B-12 Disk Drive with Partition Resized
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It's important to understand what the resizing software you use does with the newly freed space, so
that you can take the appropriate steps. In the case we've illustrated, it would be best to simply delete
the new DOS partition, and create the appropriate Linux partition(s).

Create new partition(s)

As the previous step implied, it may or may not be necessary to create new partitions. However, unless
your resizing software is Linux-aware, it is likely you will need to delete the partition that was created
during the resizing process. Figure B—I8sk Drive with Final Partition Configuratiorshows this

being done.
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Figure B-13 Disk Drive with Final Partition Configuration
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Note

The following information is specific to Intel-based computers only.

As a convenience to Red Hat Linux users, the OS  utility is included on the Red Hat Linux/x86
CD 1in thedosutils  directory. This is a freely available program that can resize FAT (File Allo-

cation Table) partitions.
WARNING I

Many people have successfully usdips to resize their hard drive par-
titions. However, because of the nature of the operations carried out by
fips and the wide variety of hardware and software configurations un-
der which it must run, Red Hat cannot guarantee thatfips  will work
properly on your system. Therefore, no installation support is available
for fips . Use it at your own risk.
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That said, if you decide to repartition your hard drive wWiffs , it is vital that you do two things:

» Perform a backup— Make two copies of all the important data on your computer. These copies
should be to removable media (such as tape or diskettes), and you should make sure they are read-
able before proceeding.

* Read the documentatieh- Completely read théips documentation, located in thdosu-
tils/fipsdocs subdirectory on Red Hat Linux/x86 CD 1.

Should you decide to udgs , be aware that aftdips runs you will be left withtwo partitions:

the one you resized, and the difes  created out of the newly freed space. If your goal is to use that
space to install Red Hat Linux, you should delete the newly created partition, either byfdiskg

under your current operating system or while setting up partitions during a custom-class installation.

B.1.5 Partition Naming Scheme

Linux refers to disk partitions using a combination of letters and numbers which may be confusing,
particularly if you're used to the "C drive" way of referring to hard disks and their partitions. In the
DOS/Windows world, partitions are named using the following method:

e Each partition’s type is checked to determine if it can be read by DOS/Windows.

» Ifthe partition’s type is compatible, it is assigned a "drive letter." The drive letters start with a "C"
and move on to the following letters, depending on the number of partitions to be labeled.

» The drive letter can then be used to refer to that partition as well as the filesystem contained on
that partition.

Red Hat Linux uses a naming scheme that is more flexible and conveys more information than the
approach used by other operating systems. The naming scheme is file-based, with filenames in the
form:

/devl xxyN
Here’s how to decipher the partition naming scheme:
/dev/

This string is the name of the directory in which all device files reside. Since partitions reside
on hard disks, and hard disks are devices, the files representing all possible partitions reside in
/dev/

XX

The first two letters of the partition name indicate the type of device on which the partition
resides. You'll normally see eithéd (for IDE disks) orsd (for SCSI disks).
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This letter indicates which device the partition is on. For examdiey/hda  (the first IDE
hard disk) or/dev/sdb  (the second SCSI disk).

The final number denotes the partition. The first four (primary or extended) partitions are num-
beredl through4. Logical partitions start ab. So, for example/dev/hda3 is the third
primary or extended partition on the first IDE hard disk, dhelv/sdb6 is the second logical
partition on the second SCSI hard disk.

Note

There is no part of this naming convention that is based on partition type;
unlike DOS/Windowsall partitions can be identified under Red Hat Linux.

Of course, this doesn’t mean that Red Hat Linux can access data on every
type of partition, but in many cases it is possible to access data on a partition
dedicated to another operating system.

Keep this information in mind; it will make things easier to understand when you're setting up the
partitions Red Hat Linux requires.

B.1.6 Disk Partitions and Other Operating Systems

If your Red Hat Linux partitions will be sharing a hard disk with partitions used by other operating
systems, most of the time you’ll have no problems. However, there are certain combinations of Linux
and other operating systems that require extra care. Information on creating disk partitions compatible
with other operating systems is available in several HOWTOs and Mini-HOWTOSs, available on the
Red Hat Linux Documentation CD in tHéOWT@nd HOWTO/mini directories. In particular, the
Mini-HOWTOs whose names start withinux+ are quite helpful.

Note
If Red Hat Linux/x86 will coexist on your machine with OS/2, you must cre-
ate your disk partitions with the OS/2 partitioning software —— otherwise,

0OS/2 may not recognize the disk partitions. During the installation, do not
create any new partitions, but do set the proper partition types for your Linux
partitions using the Linukdisk
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B.1.7 Disk Partitions and Mount Points

One area that many people new to Linux find confusing is the matter of how partitions are used and
accessed by the Linux operating system. In DOS/Windows, it is relatively simple: Each partition gets
a "drive letter." You then use the correct drive letter to refer to files and directories on its corresponding
partition.

This is entirely different from how Linux deals with partitions and, for that matter, with disk storage

in general. The main difference is that each partition is used to form part of the storage necessary to
support a single set of files and directories. This is done by associating a partition with a directory
through a process known asounting. Mounting a partition makes its storage available starting at
the specified directory (known asnaount point).

For example, if partition/dev/hda5 were mounted on/usr , that would mean that all

files and directories undefusr would physically reside orwdev/hda5 . So the file
/usr/share/doc/FAQ/txt/Linux-FAQ would be stored orldev/hda5 , while the file
/etc/X11/gdm/Sessions/Gnome would not.

Continuing our example, it is also possible that one or more directories belew would be
mount points for other partitions. For instance, a partition (&y/hda7 ) could be mounted on
{usr/local , meaning thatusr/local/man/whatis would then reside ordev/hda7
rather than'dev/hda5

B.1.8 How Many Partitions?

At this point in the process of preparing to install Red Hat Linux, you will need to give some consider-
ation to the number and size of the partitions to be used by your new operating system. The question
of "how many partitions" continues to spark debate within the Linux community and, without any end
to the debate in sight, it is safe to say that there are probably as many partition layouts as there are
people debating the issue.

Keeping this in mind, we recommend that, unless you have a reason for doing otherwise, you should
at least create the following partitions:

e A swap partition— Swap partitions are used to support virtual memory. In other words, data
is written to swap when there is not RAM to hold the data your system is processingni¥stu
create a swap partition to correctly use Red Hat Linux. The minimum size of your swap partition
should be equal to twice the amount of your computer's RAM or 32 MB, whichever is larger.

e« A /boot partition — The partition mounted ofboot contains the operating system kernel
(which allows your system to boot Red Hat Linux), along with a few other files used during the
bootstrap process.
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Make sure you read Section B.1@ne Last Wrinkle: Using LILG—the
information there applies to thboot partition!
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Due to the limitations of most PC BIOSes, creating a small partition to hold these files is a good
idea. This partition should be no larger than 32 MB.

» Aroot partition (/) — The root partition is wherg (the root directory) resides. In this partitioning
layout, all files (except those stored/fimoot ) reside on the root partition. Because of this, it's
in your best interest to maximize the size of your root partition. A 1.2 GB root partition will
permit the equivalent of a workstation-class installation (withy little free space), while a 2.4
GB root partition will let you install every package. Obviously, the more space you can give the
root partition, the better.

Specific recommendations concerning the proper size for various Red Hat Linux partitions can be
found in theOfficial Red Hat Linux x86 Installation Guide

B.1.9 One Last Wrinkle: Using LILO

LILO (the Linux LOader) is the most commonly used method to boot Red Hat Linux on Intel-based
systems. An operating system loader, LILO operates "outside" of any operating system, using only
the Basic I/O System (or BIOS) built into the computer hardware itself. This section describes LILO’s
interactions with PC BIOSes and is specific to Intel-compatible computers.

BIOS-Related Limitations Impacting LILO

LILO is subject to some limitations imposed by the BIOS in most Intel-based computers. Specifically,
most BIOSes can’t access more than two hard drives, and they can’t access any data stored beyond
cylinder 1023 of any drive. Note that some recent BIOSes do not have these limitations, but this is by
no means universal.

All the data LILO needs to access at boot time (including the Linux kernel) are located/loibte
directory. If you follow the partition layout recommended above or are performing a workstation-
or server-class install, thboot directory will be in a small, separate partition. Otherwise, it may
reside in the root partitior’ (. In either case, the partition in whi¢hoot resides must conform to

the following guidelines if you are going to use LILO to boot your Red Hat Linux system:

On First Two IDE Drives

If you have 2 IDE (or EIDE) drives/boot must be located on one of them. Note that this
two-drive limit also includes any IDE CD-ROM drives on your primary IDE controller. So, if
you have one IDE hard drive, and one IDE CD-ROM on your primary contrédent must
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be located on the first hard driemly, even if you have other hard drives on your secondary IDE
controller.

On First IDE or First SCSI Drive

If you have one IDE (or EIDE) drive and one or more SCSI drivbspt must be located
either on the IDE drive or the SCSI drive at ID 0. No other SCSI IDs will work.

On First Two SCSI Drives

If you have only SCSI hard drivefjoot must be located on a drive at ID 0 or ID 1. No other
SCSI IDs will work.

Partition CompletelyBelow Cylinder 1023

No matter which of the above configurations apply, the partition that hibldst must be
located entirely below cylinder 1023. If the partition holdifigpot straddles cylinder 1023,

you may face a situation where LILO will work initially (because all the necessary information
is below cylinder 1023) but will fail if a new kernel is to be loaded and that kernel resides above
cylinder 1023.

As mentioned earlier, it is possible that some of the newer BIOSes may permit LILO to work with
configurations that don’t meet these guidelines. Likewise, some of LILO’s more esoteric features may
be used to get a Linux system started, even if the configuration doesn’t meet our guidelines. However,
due to the number of variables involved, Red Hat cannot support such efforts.

Note

Disk Druid, as well as the workstation- and server-class installations, takes
these BIOS-related limitations into account.
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C Driver Disks
C.1 Why Do | Need a Driver Disk?

While the Red Hat Linux installation program is loading, you may see a screen that asks you for a
driver disk. The driver disk screen is most often seen in three scenarios:

» If you are running the installation programeéxpert mode
« If you run the installation program by enteriigux dd at theboot: prompt
e If you run the installation program on a computer which does not have any PCI devices

C.1.1 So What Is a Driver Disk Anyway?

A driver disk adds support for hardware that is not otherwise supported by the installation program.
The driver disk could be produced by Red Hat, it could be a disk you make yourself from drivers found
on the Internet, or it could be a disk that a hardware vendor includes with a piece of hardware.

There is really no need to use a driver disk unless you need a particular device in order to install Red
Hat Linux. You will most likely use a driver disk for non-standard or very new CD-ROM drives, SCSI
adapters or NICs. These are the only devices used during the installation that might require drivers not
included on the Red Hat Linux CD-ROMs (or floppy disk, if you created an installation boot floppy

to begin the install process).

Note

If an unsupported device is not needed to install Red Hat Linux on your sys-
tem, continue with a regular installation and then add support for the new
piece of hardware once the installation is complete.

C.1.2 How Do | Obtain a Driver Disk?

The Red Hat Linux CD-ROM 1 includes a driver disk imagadges/drivers.img ) containing

many rarely used drivers. If you suspect that your system may require one of these drivers, it may
be a good idea to go ahead and create the driver disk floppy before beginning your Red Hat Linux
installation.

Another option for finding specialized driver disk information is on Red Hat's website at
http://www.redhat.com/support/errata under the section callegl Fixes . Occasionally, very
popular hardware may be made available after a release of Red Hat Linux that will not work with
drivers already in the installation program or included on the driver disk image on the Red Hat Linux
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CD-ROM 1. In cases like this, the Red Hat website may contain a link to a driver disk image you can
use to install Red Hat Linux using that hardware.

Creating a Driver Disk from an Image File

If you have a driver disk image that you need to write to a floppy disk, this can be done from within
DOS or Red Hat Linux.

To create a driver disk from a driver disk image using Red Hat Linux:
1. Insert a blank, formatted floppy disk into the first floppy drive.

2. From the same directory containing the driver disk image, suddagg , typecat dd.img
> /dev/fd0  as root.

To create a driver disk from a driver disk image using DOS:

1. Insert a blank, formatted floppy disk into the a: drive.

2. From the same directory containing the driver disk image, suafdasig , type rawrite
dd.img a: atthe command line.

C.1.3 Using a Driver Disk During Installation

Simply having a driver disk is not enough. You must specifically tell the Red Hat Linux installation
program to load that driver disk and use it during the installation process.

Note

A driver disk is different than a boot disk. If you require a boot floppy to
begin the Red Hat Linux installation on your system, you will still need to
create that floppy and boot from it before using your driver disk.

If you do not already have a installation floppy disk and your system does
not support booting from the CD-ROM, create an installation floppy disk
using the correcfilename .img file (such asboot.img ) on the Red

Hat Linux CD-ROM 1 in theimages directory. For instructions on how

to make a boot disk, see ti@fficial Red Hat Linux x86 Installation Guide
section calledVaking Installation Diskettes

Once you have created your driver disk, begin the installation process by booting from the Red Hat
Linux CD-ROM 1 (or the installation boot floppy you made if you cannot boot from the CD-ROM for
whatever reason). Then, at theot: prompt, enter eithdinux expert orlinux dd
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The Red Hat Linux installation program will ask you to insert the driver disk. Once the driver disk is
read by the installer, it can then apply those drivers to hardware discovered on your system later in the
installation process.
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D RAID (Redundant Array of Independent
Disks)
D.1 What is RAID?

The basic idea behind RAID is to combine multiple small, inexpensive disk drives into an array to
accomplish performance or redundancy goals not attainable with one large and expensive drive. This
array of drives will appear to the computer as a single logical storage unit or drive.

RAID is a method in which information is spread across several disks, using techniques digth as
striping (RAID Level 0),disk mirroring (RAID level 1), anddisk striping with parity (RAID Level

5) to achieve redundancy, lower latency and/or increase bandwidth for reading or writing to disks, and
maximize the ability to recover from hard disk crashes.

The underlying concept of RAID is that data may be distributed across each drive in the array in a
consistent manner. To do this, the data must first be broken into consistently-sized "chunks" (often
32K or 64K in size, although different sizes can be used). Each chunk is then written to a hard drive in
RAID according to the RAID level used. When the data is to be read, the process is reversed, giving
the illusion that multiple drives are actually one large drive.

D.1.1 Who Should Use RAID?

Anyone who needs to keep large quantities of data on hand (such as an average system administrator)
would benefit by using RAID technology. Primary reasons to use RAID include:

» Enhanced speed
» Increased storage capacity using a single virtual disk
e Lessening the impact of a disk failure

D.1.2 RAID: Hardware vs. Software
There are two possible RAID approaches: Hardware RAID and Software RAID.

Hardware RAID

The hardware-based system manages the RAID subsystem independently from the host and presents
to the host only a single disk per RAID array.

An example of a Hardware RAID device would be one that connects to a SCSI controller and presents
the RAID arrays as a single SCSI drive. An external RAID system moves all RAID handling "intelli-
gence" into a controller located in the external disk subsystem. The whole subsystem is connected to
the host via a normal SCSI controller and appears to the host as a single disk.
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RAID controllers also come in the form of cards thatlike a SCSI controller to the operating system

but handle all of the actual drive communications themselves. In these cases, you plug the drives
into the RAID controller just like you would a SCSI controller, but then you add them to the RAID
controller’s configuration, and the operating system never knows the difference.

Software RAID

Software RAID implements the various RAID levels in the kernel disk (block device) code. It offers
the cheapest possible solution, as expensive disk controller cards or hot-swap*arassisrequired.
Software RAID also works with cheaper IDE disks as well as SCSI disks. With today’s fast CPUs,
Software RAID performance can excel against Hardware RAID.

The MD driver in the Linux kernel is an example of a RAID solution that is completely hardware
independent. The performance of a software-based array is dependent on the server CPU performance
and load.

For information on configuring Software RAID in the Red Hat Linux installation program, refer to
the Official Red Hat Linux Customization Guide

For those interested in learning more about what Software RAID has to offer, here is a brief list of the
most important features:

» Threaded rebuild process

*  Fully kernel-based configuration

» Portability of arrays between Linux machines without reconstruction
» Backgrounded array reconstruction using idle system resources

» Hot-swappable drive support

« Automatic CPU detection to take advantage of certain CPU optimizations

D.1.3 RAID Levels and Linear Support

RAID supports various configurations, including levels 0, 1, 4, 5, and linear. These RAID types are
defined as follows:

* Level 0— RAID level 0, often called "striping," is a performance-oriented striped data mapping
technique. This means the data being written to the array is broken down into strips and written
across the member disks of the array, allowing high I/O performance at low inherent cost but
provides no redundancy. The storage capacity of a level 0 array is equal to the total capacity of the
member disks in a Hardware RAID or the total capacity of member partitions in a Software RAID.

1a hot-swap chassis allows you to remove a hard drive without having to power-down your system.
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Level 1— RAID level 1, or "mirroring," has been used longer than any other form of RAID.
Level 1 provides redundancy by writing identical data to each member disk of the array, leaving
a "mirrored” copy on each disk. Mirroring remains popular due to its simplicity and high level
of data availability. Level 1 operates with two or more disks that may use parallel access for
high data-transfer rates when reading but more commonly operate independently to provide high
I/O transaction rates. Level 1 provides very good data reliability and improves performance for
read-intensive applications but at a relatively high €o0¥he storage capacity of the level 1 array is
equal to the capacity of one of the mirrored hard disks in a Hardware RAID or one of the mirrored
partitions in a Software RAID.

Level 4— Level 4 uses parificoncentrated on a single disk drive to protect data. It's better suited

to transaction 1/O rather than large file transfers. Because the dedicated parity disk represents an
inherent bottleneck, level 4 is seldom used without accompanying technologies such as write-back
caching. Although RAID level 4 is an option in some RAID partitioning schemes, it is not an
option allowed in Red Hat Linux RAID installatiofis The storage capacity of Hardware RAID

level 4 is equal to the capacity of member disks, minus the capacity of one member disk. The
storage capacity of Software RAID level 4 is equal to the capacity of the member partitions, minus
the size of one of the partitions if they are of equal size.

Level 5— This is the most common type of RAID. By distributing parity across some or all

of an array’s member disk drives, RAID level 5 eliminates the write bottleneck inherent in level
4. The only performance bottleneck is the parity calculation process. With modern CPUs and
Software RAID, that usually isn’t a very big problem. As with level 4, the result is asymmetrical
performance, with reads substantially outperforming writes. Level 5 is often used with write-back
caching to reduce the asymmetry. The storage capacity of Hardware RAID level 5 is equal to
the capacity of member disks, minus the capacity of one member disk. The storage capacity of
Software RAID level 5 is equal to the capacity of the member partitions, minus the size of one of
the partitions if they are of equal size.

Linear RAID— Linear RAID is a simple grouping of drives to create a larger virtual drive. In
linear RAID, the chunks are allocated sequentially from one member drive, going to the next drive

2 RAID level 1 comes at a high cost because you write the same information to all of the disks in the array,
which wastes drive space. For example, if you have RAID level 1 set up so that youf ygatrition exists on

two 40G drives, you have 80G total but are only able to access 40G of that 80G. The other 40G acts like a mirror
of the first 40G.

3 Parity information is calculated based on the contents of the rest of the member disks in the array. This in-
formation can then be used to reconstruct data when one disk in the array fails. The reconstructed data can then
be used to satisfy I/0 requests to the failed disk before it is replaced and to repopulate the failed disk after it has
been replaced.

4 RAID level 4 takes up the same amount of space as RAID level 5, but level 5 has more advantages than level
4. For this reason, level 4 is not supported.
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only when the first is completely filled. This grouping provides no performance benefit, as it is
unlikely that any I/O operations will be split between member drives. Linear RAID also offers no
redundancy and, in fact, decreases reliability —— if any one member drive fails, the entire array
cannot be used. The capacity is the total of all member disks.
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E PowerTools
E.1 What are PowerTools?

Red Hat PowerTools is a collection of software packages built for the Red Hat Linux 7.1 operating
system. PowerTools includes the latest versions (as of the Red Hat Linux release date) of hundreds of
programs — so finding an interesting application should be easy.

Among the many applications are audio programs, chat clients, development tools, editors, file man-
agers, emulators, games, graphics programs, productivity applications, math/statistics packages, sys-
tems administration utilities, network management tools, and window managers.

Are you a system administrator? PowerTools features an array of tools that can make your life easier
and possibly replace several expensive diagnostic utilities with a common application. Take a look at
applications such dsthereal for analyzing network protocol$ortSentry to stop port scanners on

your network, orPostfix as an alternative t8endmail.

Love playing games? PowerTools contains a number of very fun, basic games, sbpbeatX,
XFrisk, andAmphetamine.

And since installing and uninstalling software packages on Red Hat Linux is easy RiBiMgor
Gnome-RPM, you can quickly try out different applications that do the same thing before deciding
upon the one that is best for you.

E.2 PowerTools Packages

If you already know of a PowerTools package that you would like to install, see Sectidn&eling
PowerTools Packagdser installation information.

However, due to the large number of PowerTools packages available, it is helpful to be able to search
through the package descriptions to find those that meet your requirements.

E.2.1 Reading the Contents of the CD-ROM

You can read the contents of the PowerTools CD-ROM from a shell prompt (either in a terminal win-
dow or in console mode). First you have to mount the CD-ROM drive.

Mounting the PowerTools CD-ROM

If your system is not set up to automount the CD-ROM drive when a CD is inserted, place the Power-
Tools CD in your CD-ROM drive. As root, type the following:

mount -t is09660 /dev/cdrom /mnt/cdrom
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Note

On your system, you or the system administrator may already allow users (in-
stead of only root) to mount the CD-ROM drive. Users have this privilege if
theuser optionis included in thédev/cdrom line in the/etc/fstab

file. However, keep in mind that you must be logged in as root to install any
PowerTools RPMs.

Navigating the CONTENTEile

After you have mounted the drived to the mounted CD-ROM directory with the following com-
mand:

cd /mnt/cdrom

Finally, typeless CONTENTS to view the available applications. THEONTENTSile contains
every program on the PowerTools CD-ROM, listed in alphabetical order.

Reading theCONTENTSile on the PowerTools CD-ROM can be a daunting task, considering the
sheer number of applications available. Here are a few tricks to find a particular type of program
without having to read through all of the descriptions:

» Use the Group name- Every application is assigned to a particular group. For exarkphdyiail,
a fax sending utility, is in the Applications/Communications group, laedast, an MP3 Internet
broadcasting system, is in the Applications/Multimedia group. By skimming the group names,
you can save the time of having to read each package’s description.

» Search using keywords- Thels command supports easy searching. If you know you are looking
for an IRC client, you can typkess CONTENTS to view CONTENTSnd then typélRC and
press[Enter]. You will be taken to the first IRC client in the list. If this one does not interest
you, pressing thfn] key repeatedly will let you skim through ti@ONTENT$le, looking only at
IRC-related packages.

If you have trouble using thiess command, typenan less at a prompt for help.

Unmounting the PowerTools CD-ROM

When you are finished using the PowerTools CD-ROM to install packages, you can remove it from
your CD-ROM drive. If you have the CD-ROM mounted in timent/cdrom  directory, do the fol-
lowing:

1. Change directories usirngl /mnt so that you are one level above thent/cdrom  directory.
2. Typeumount /mnt/cdrom  to unmount the CD-ROM.
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3. Typeeject /devicdrom and the CD-ROM drive will open so that you can remove the CD.

E.3 Installing PowerTools Packages

E.3.1 Installing PowerTools in a GUI Environment

If you're using GNOME or KDE, place the CD-ROM in your CD-ROM drive. You'll be prompted for

the root password (you must be root in order to install packages). After you type in the root password,
either theGnome-RPM or theKpackage package management program will start automatically (de-
pending on you GUI environment) and can be used to install PowerTools.

Refer to theOfficial Red Hat Linux Getting Started Guider specific instructions on how to use
Gnome-RPM. See http://www.general.uwa.edu.au/u/toivo/kpackage for more information on how
to useKpackage.

If you are not using GNOME or KDE, you will need to use the shell prompt to install PowerTools.

E.3.2 Installing PowerTools from the Shell Prompt

First, mount the PowerTools CD-ROM on your CD-ROM drive andlaséo view its contents. If you
need to know how to mount a CD-ROM, skE®unting the PowerTools CD-ROM Section E.2.1.

You will see the following directoriesSRPMSand RedHat. The SRPMSdirectory contains the
PowerTools source RPMs. TiRedHat/RPMS directory contains the RPMs for the three specified
operating system architectures.

The RedHat/RPMS path is used as a general example. You should substitute the correct directory
for RedHat/RPMS, depending upon your architecture and which package you're installing.

cd to theRedHat/RPMS directory:
cd RedHat/RPMS

List the files in the directory withs to see the complete list of RPM packages included for Intel-
compatible systems.

You will probably want more information about a specific package before you can decide whether
you want to install it. You can usePM'’s querying capability to find out more information about the
packages, such as the packages’ functions and originatiorOffeial Red Hat Linux Customization
Guidefor detailed instructions on how to query packages usiRi/.

Alternatively, you can search through tONTENTSile to find packages that interest you. See
Navigating theCONTENT&ile in Section E.2.1 for instructions on how to do this.
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You can install your selected packages vRBM. RPM is a powerful command line-driven package
management system. S@éficial Red Hat Linux Customization Guidier more information on how
to useRPM to install and manage PowerTools packages.

Once you have finished installing your packages, you should unmount your CD-ROM. If you do not
already know how to unmount the CD-ROM drive, $éémmounting the PowerTools CD-RONSec-
tion E.2.1.

E.4 Uninstalling PowerTools

To uninstall PowerTools packages from your system, you simply remove them in the same way any
otherRPM-installed package is removed.

First, you have to know the name of the package you would like to uninstall. For example, if you know
you want to removehrust-0.83c-11 from your system, type as root:

rpm -e thrust

In generalypm -e < packagename > will remove the package and its related files from your sys-
tem. The PowerTools CD-ROM is not required for this operation.

For more information concerning the useRIPM, seeOfficial Red Hat Linux Customization Guide
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