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Introduction

Welcome

Welcome to theOfficial Red Hat Linux Reference Guide.

TheOfficial Red Hat Linux Reference Guidecontains useful information about your
Red Hat Linux system. In fact, much of the information you’ll find within can be
extended to just about any Linux distribution. From fundamental concepts such as
using RPM andGnome-RPM to the finer points of using disk partitioning, we hope
you’ll find this book to be a valuable resource.

This guide is for you if you want to learn a bit more about how your Red Hat Linux
system works. Among the featured entries, you’ll learn about:

• Partitioning concepts -- Both an introduction to disk partitions and the strategies
behind "finding a home" for more than one operating system on hard drives.

• Text mode installation -- Despite Red Hat Linux’s GUI installation, you may
want the control of a text mode install. Here’s what you’ll find, and what to
expect.

• RPM -- From both theGnome-RPM front-end to using RPM at the console.

• RAID concepts -- Take one disk drive, add another, and another… Make them
appear as a single logical unit, and you’ve got power and performance.

• Post-installation configuration -- Want to do a little tweaking after the installa-
tion? Here’s where you can get a start.

Getting the Documentation That’s Right for You

While theOfficial Red Hat Linux Reference Guidedigs into more of the nuts and bolts
of your Red Hat Linux system, it is critical to make sure you have documentation that
is appropriate to your level of Linux expertise. Regardless of your experience with
Linux, it can be easy to feel overwhelmed without the right documentation.



viii Introduction

Let’s take a look at three categories of people using Red Hat Linux, and try to be
more explicit in terms of the documentation you’ll need. Let’s start by figuring out
your experience level. Here are the three basic categories:

New to Linux

Has never used any Linux (or Linux-like) operating system before, or has had
only limited exposure to Linux. May or may not have experience using other
operating systems (such as Windows). Is this you? If so, please turn toDocu-
mentation For First-Time Linux Users.

Some Linux Experience

Has installed and successfully used Linux (but not Red Hat Linux) before. Or,
may have equivalent experience with other Linux-like operating systems. Does
this describe you? If so, please turn toFor the More Experienced.

Old-Timer

Has installed and successfully used Red Hat Linux before. Are you an old-
timer? If so, please turn toDocumentation for Linux Gurus.

Documentation For First-Time Linux Users

"A journey of a thousand miles begins with a single step." This old saying can be
applied to learning about your Red Hat Linux system. Learning to use a Linux system
effectively can be a long, rewarding journey, in which you find that you can easily do
things about which people with other operating systems can only dream. But like all
journeys, you’ve got to start somewhere, and take that first step.

First, get yourself some documentation! This cannot be stressed enough; without
documentation you will only become frustrated at your inability to get your Red Hat
Linux system working the way you want.

Here’s the sort of Linux documentation you should get your hands on:

• A brief history of Linux -- Many aspects of Linux are the way they are because of
historical precedent. There is also a Linux culture that, again, is based to a great
deal on past history. A bit of knowledge about the history of Linux will serve
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you well, particularly as you interact with more experienced Linux users on the
Internet.

• An explanation of how Linux works -- While it’s not necessary to delve into
the most arcane aspects of the Linux kernel, it’s a good idea to know something
about how Linux is put together. This is particularly important if you’ve been
working with other operating systems; some of the assumptions you hold about
how computers work may not transfer from that operating system to Linux. A few
paragraphs that discuss how Linux works (and particularly how it differs from the
operating system you’re used to) can be invaluable in getting off to a good start
with your Red Hat Linux system.

• An introductory command overview (with examples) -- This is probably the most
important thing to look for in Linux documentation. The design philosophy be-
hind Linux is that it’s better to use many small commands connected together in
different ways than it is to have a few large (and complex) commands that do the
whole job themselves. Without some examples that illustrate the Linux approach
to doing things, you will find yourself intimidated by the sheer number of com-
mands available on your Red Hat Linux system.

Here is some additional direction that may help to match all of your requirements:

• Books --Linux for Dummies, by John "maddog" Hall, published by IDG;Using
Linux, by William H. Ball, published by Que;Running Linux, by Matt Welsh and
Lar Kaufman, published by O’Reilly & Associates;Red Hat Linux Secrets, by
Naba Barkakati, published by IDG.

• Red Hat’s website -- At our very own website (http://www.redhat.com), you’ll
find links to the Linux Documentation Project (LDP), theOfficial Red Hat Linux
Installation Guide, theOfficial Red Hat Linux Getting Started GuideFAQs (Fre-
quently Asked Questions), a database which can help you search for a Linux Users
Group near you, a knowledgebase of information, and more. In short, you’ll find
a wealth of information to help you get started.

• Newsgroups -- Linux users are second to none when it comes to helping new
users understand Linux. You can find dozens of Linux-related newsgroups on the
Usenet, but a quick search through Deja.com (http://www.deja.com) shows:
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– linux.help

– linux.redhat

– linux.redhat.digest

– linux.redhat.misc

– linux.redhat.rpm

Also, from the Deja.com website, you can frequently search for specific informa-
tion from Linux newsgroups.

Continue reading the next section to find out more about the kinds of documentation
that will help you at that point.

For the More Experienced

If you’ve used other Linux distributions, you probably already have a basic grasp of
the most frequently used commands. You may have installed your own Linux system,
and maybe you’ve even downloaded and built software you found on the Internet.
What sorts of information will you need?

• Task-oriented items -- Many times, you will find that you would like to config-
ure your Red Hat Linux system in a certain way, but you’re not sure where to
begin. In this case, it’s often a big help to see what others in similar circum-
stances have done. This is where the Linux Documentation Project (also known
as the LDP) can come in handy. Each of their HOWTOs document a particular
aspect of Linux, from low-level kernel esoterica, to using Linux for amateur radio
station work.

If you selected one of the variousHOWTOpackages when you installed Red Hat
Linux, you’ll find the HOWTOs on your system in/usr/doc/HOWTO .

Documentation for Linux Gurus
If you’re a long-time Red Hat Linux user, you probably already know that the fol-
lowing pretty much says it all when it comes to documentation:

Use the Force -- Read the source!
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There are times when you’ll just have to sit there and look at the sources to understand
things. Fortunately, because of the freely available nature of Linux, it’s easy to get
the sources. Now if it were only that easy to understand them…

More to Come
TheOfficial Red Hat Linux Reference Guideis part of the Red Hat’s growing com-
mitment to provide useful and timely support to Red Hat Linux users. Future editions
will feature expanded information on system administration, console tools and other
resources to help you extend the power of your Red Hat Linux system -- and yourself.

That’s also where you come in.

Send in Your Feedback
If you’d like to make suggestions about theOfficial Red Hat Linux Reference Guide,
please mention this guide’s identifier:

RefGuide(EN)-6.2-Print-RHI (02/00)

You can send mail to:

docs@redhat.com

Sign Up for Support
If you have an official edition of Red Hat Linux 6.2, please remember to sign up for
the benefits you’re entitled to as a Red Hat customer.

You’ll be entitled to any or all of the following benefits, depending upon the Official
Red Hat Linux product you purchased:

• Official Red Hat support -- Get help with your installation questions from Red
Hat, Inc.’s support team.

• Priority FTP access -- No more late-night visits to congested mirror sites. Own-
ers of Red Hat Linux 6.2 receive free access to priority.redhat.com, Red Hat’s
preferred customer FTP service, offering high bandwidth connections day and
night.
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• Red Hat Update Agent -- Receive e-mail directly from Red Hat as soon as updated
RPMs are available. Use Update Agent filters to receive notification and quickly
download updated packages about those subjects that interest you. Also receive
-- automatically -- kernel updates, security updates and other packages.

• Under the Brim: The Official Red Hat E-Newsletter -- Every month, get the latest
news and product information directly from Red Hat.

To sign up, go to http://www.redhat.com/now. You’ll find yourPersonal Product
ID on a red and white card in your Official Red Hat Linux box.

To read more about technical support for Official Red Hat Linux, refer to the Appen-
dix in the Official Red Hat Linux Installation Guide.

Good luck, and thank you for choosing Red Hat Linux!!

The Red Hat Documentation Team
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1 Red Hat Linux 6.2 New Features
This chapter describes features that are new to Red Hat Linux 6.2.

1.1 Installation-related Enhancements
The Red Hat Linux 6.2 installation program includes a number of new features. For
more information, please refer to theOfficial Red Hat Linux Installation Guide.

1.2 System-Related New Features
There are many new features to Red Hat Linux 6.2 that are not part of the installation
process. Some new features are tools or applications that you can use, others are new
versions of the kernel or desktop environments. This list will provide a little more
information about what to expect from Red Hat Linux 6.2 once you are actually using
the OS itself.

Network services split into client, server packages:

The following network services have been split into client and server packages
--

• telnet

• finger

• talk

• rsh

• rusers

• rwall

• tftp

For example, on the Intel-compatible platformtelnet is now packaged in two
RPMs --

• telnet-0.16-5.i386.rpm
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• telnet-server-0.16-5.i386.rpm

sysctl now controls system settings:

In Red Hat Linux 6.2, kernel options such as IPv4 forwarding and enabling and
disabling of the "magic sysrq" keys is done via thesysctl program, as opposed
to being controlled by the contents of files in/etc/sysconfig . Thesysctl

settings are stored in/etc/sysctl.conf , and are loaded at each boot by
the command:

sysctl -p /etc/sysctl.conf

Here is a sample/etc/sysctl.conf :

# Disables IPv4 packet forwarding
net.ipv4.ip_forward = 0
# Enables source route verification
# This drops packets that come in over interfaces they shouldn’t;
# (for example, a machine on an external net claiming to be one on your
# local network)
net.ipv4.conf.all.rp_filter = 1
# Disables automatic defragmentation
# Automatic defragmentation is needed for masquerading and Linux
# Virtual Server use; it is not needed otherwise.
net.ipv4.ip_always_defrag = 0
# Disables the magic-sysrq key
kernel.sysrq = 0
# Disables stop-a on the sparc
kernel.stop-a = 0

Many other kernel tunable parameters can be set; to see the full list, run
sysctl -a , or look in the file /usr/doc/kernel-doc- <ver-
sion> /sysctl .
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Please Note

If you are upgrading your Red Hat Linux system
to Red Hat Linux 6.2, any changes you have made
to files in /etc/sysconfig will be migrated to
/etc/sysctl.conf . You should confirm this by
reviewing the file.

Linux 2.2.14 kernel:

Red Hat Linux 6.2 includes the latest stable version of the 2.2.x Linux kernel.

ident service now run as daemon:

The ident service is now run as a stand-alone service (called "identd"), and is
controlled by settings in the/etc/identd.conf file.

Workstation-class installation now more secure:

Workstation-class installations no longer install theinetd "super server." This
means that the following network-related services will not be available if you
perform a workstation-class installation:

• ftp

• telnet

• shell

• login

• talk

• finger

If you require the above network-related services, you should consider an in-
stallation type other than workstation-class.

XFree86 version 3.3.6:
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Red Hat Linux 6.2 contains the latest version ofXFree86 (version 3.3.6 which
supports many new drivers).

Services no longer run by default:

To permit a more fine-tuned system configuration, Red Hat Linux 6.2 no longer
runs the following services by default --

• The automount daemonamd (in theam-utils RPM)

• The bind name server

• The dhcpd DHCP server

• The inn news server

• The knfsd NFS server

• Thesamba CIFS server used to support Windows-based file and print ser-
vices

To enable these services, either usechkconfig --level 35 <ser-
vice-name> on , or edit the list of services to start with thentsysv or tksysv

utilities.

Mesa graphics library now included:

The Mesa 3-D graphics library (version 3.2) is now included. Mesa is compat-
ible with the OpenGL graphics API.

Sawmill window manager now included:

Thesawmill window manager is now included in Red Hat Linux 6.2. Based on
a Lisp-like language,sawmill is extensible, and GNOME-aware.

Man pages now compressed:

All man pages are now compressed (usinggzip) to save disk space.

Starting programs at X startup:

By placing scripts in/etc/X11/xinitrc/xinitrc.d , it is now possible
to automatically start programs whenever X starts.



Section 1.3:Miscellaneous New Features 19

Fonts recognized automatically:

X fonts that have been added to your Red Hat Linux 6.2 system will now be
recognized automatically, when the font server starts. This can be done during
an X session by issuing the following command as root:

/etc/rc.d/init.d/xfs restart

Encryption-related changes:

Due to relaxation of U.S. encryption laws, encryption-related changes have
been made to the following packages:

• Kerberos authentication has been added tomutt, pine, fetchmail, cvs, andimap.

• The GNU Privacy Guard (GnuPG) is now included in all editions of Red
Hat Linux 6.2.

• For those platforms that support it,Netscape Communicator built with 128-bit
encryption is included in Red Hat Linux 6.2.

1.3 Miscellaneous New Features
These new features defy categorization:

Packages moved to PowerTools --

The following packages have been moved to PowerTools:

• The dosemu DOS emulator

• Version 1 of thefvwm window manager

• TheaKtion andxanim movie viewers

• The mxp fractal generator

• The xwpick window grabber

• The xearth eye candy application
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Changes totermcap and terminfo entries --

The termcap and terminfo entries have been changed to make the actions of the
following keys more consistent:

• [Backspace]

• [Delete]

• [Home]

• [End]

Changes may be made by editing your.inputrc file.

DocBook support --

Red Hat Linux 6.2 includes support for editing and processing SGML docu-
ments written to use the DocBook DTD.

New documentation CD-ROM --

Red Hat Linux 6.2 boxed sets now include a documentation CD-ROM. The
CD-ROM can be used in two ways:

• To install RPM-packaged documentation on your Red Hat Linux system.

• To read the documentation directly from the CD-ROM. For more informa-
tion, please see theREADMEon the documentation CD-ROM.

Colorized ls command --

The ls command is now colorized by default. To turn off this feature, add
the commandunalias ls in your .bashrc file, or (to disable color on a
system-wide basis) delete thecolorls.* files in /etc/profile.d/ .

Deprecated features and packages --

The following features and packages are deprecated, and may not be supported
or included in future releases of Red Hat Linux:

• The AnotherLevel environment
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• Thewmconfig dynamic window manager configuration tool

• The svgalib graphics library

• The Red Hat Linux version 5.2 compatibility development environment

• Themars-nwe NetWare server emulator

• The BSD lpr printing system

• The libc5 compatibility runtime libraries

• Version 1.x of theQt library

• The libjpeg6a Red Hat Linux 5.x compatibility library

• The iBCS program compatibility technology
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2 System Administration
This chapter provides an overview of the Red Hat Linux system. Here, you will
learn aspects that you may not know about the system and things that are somewhat
different from other UNIX systems.

2.1 Filesystem Structure
Red Hat is committed to theFilesystem Hierarchy Standard(FHS), a collaborative
document that defines the names and locations of many files and directories. We will
continue to track the standard to keep Red Hat Linux compliant.

The current FHS document is the authoritative reference to any FHS compliant
filesystem, but the standard leaves many areas undefined or extensible. In this
section we provide an overview of the standard and a description of the parts of the
filesystem not covered by the standard.

The complete standard can be viewed at:

http://www.pathname.com/fhs/

While compliance with the standard means many things, the two most important are
compatibility with other compliant systems, and the ability to mount the/usr par-
tition as read-only because it contains common executables and is not meant to be
changed by users. Because of this,/usr can be mounted from the CD-ROM or
from another machine via read-only NFS.

2.1.1 Overview of the FHS
The directories and files noted here are a small subset of those specified by the FHS
document. Check the latest FHS document for the most complete information.

The /dev Directory

The /dev directory contains filesystem entries which represent devices that are at-
tached to the system. These files are essential for the system to function properly.
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The /etc Directory
The/etc directory is reserved for configuration files that are local to your machine.
No binaries are to be put in/etc . Binaries that were in the past put in/etc should
now go into/sbin or possibly/bin .

TheX11 andskel directories should be subdirectories of/etc :
/etc

|- X11
+- skel

TheX11 directory is for X11 configuration files such asXF86Config . Theskel
directory is for "skeleton" user files, which are files used to populate a home directory
when a user is first created.

The /lib Directory
The/lib directory should contain only those libraries that are needed to execute the
binaries in/bin and/sbin .

The /proc Directory
The /proc directory contains special files that either extract information or send
information to the kernel. It is an easy method of accessing information about the
operating system using thecat command.

The /sbin Directory
The/sbin directory is for executables used only by the root user, and only those ex-
ecutables needed to boot and mount/usr and perform system recovery operations.
The FHS says:

"/sbin typically contains files essential for booting the system in addition to the binaries
in /bin . Anything executed after/usr is known to be mounted (when there are no
problems) should be placed in/usr/sbin . Local-only system administration binaries
should be placed into/usr/local/sbin ."

At a minimum, the following programs should be in/sbin :
arp, clock, getty, halt, init, fdisk,
fsck.*, ifconfig, lilo, mkfs.*, mkswap, reboot,
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route, shutdown, swapoff, swapon, update

The /usr Directory

The /usr directory is for files that can be shared across a whole site. The/usr
directory usually has its own partition, and it should be mountable read-only. The
following directories should be subdirectories of/usr :

/usr
|- X11R6
|- bin
|- dict
|- doc
|- etc
|- games
|- include
|- info
|- lib
|- libexec
|- local
|- man
|- sbin
|- share
+- src

TheX11R6 directory is for the X Window System (XFree86 on Red Hat Linux),bin
is for executables,doc is for random, non-man-page documentation,etc is for site-
wide configuration files,include is for C header files,info is for GNU info files,
lib is for libraries,manis for man pages,sbin is for system administration binaries
(those that do not belong in/sbin ), andsrc is for source code.

The /usr/local Directory

The FHS says:

"The/usr/local hierarchy is for use by the system administrator when installing soft-
ware locally. It needs to be safe from being overwritten when the system software is
updated. It may be used for programs and data that are shareable amongst a group of
machines, but not found in/usr ."
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The /usr/local directory is similar in structure to the/usr directory. It has the
following subdirectories, which are similar in purpose to those in the/usr directory:

/usr/local
|- bin
|- doc
|- etc
|- games
|- info
|- lib
|- man
|- sbin
+- src

The /var Directory
Since the FHS requires that you be able to mount/usr read-only, any programs that
write log files or needspool or lock directories probably should write them to the
/var directory. The FHS states/var is for:

"…variable data files. This includes spool directories and files, administrative and log-
ging data, and transient and temporary files."

The following directories should be subdirectories of/var :
/var

|- catman
|- lib
|- local
|- lock
|- log
|- named
|- nis
|- preserve
|- run
+- spool

|- anacron
|- at
|- cron
|- fax
|- lpd
|- mail
|- mqueue
+- news
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|- rwho
|- samba
|- slrnpull
|- squid
|- up2date
|- uucp
|- uucppublic
|- vbox
|- voice

|- tmp

System log files such aswtmp and lastlog go in /var/log . The /var/lib
directory also contains the RPM system databases. Formatted man pages go in
/var/catman , and lock files go in/var/lock . The /var/spool directory
has subdirectories for various systems that need to store data files.

2.1.2 /usr/local in Red Hat Linux
In Red Hat Linux, the intended use for/usr/local is slightly different from that
specified by the FHS. The FHS says that/usr/local should be where you store
software that is to remain safe from system software upgrades. Since system upgrades
from Red Hat are done safely with the RPM system andGnome-RPM, you don’t need
to protect files by putting them in/usr/local . Instead, we recommend you use
/usr/local for software that is local to your machine.

For instance, let’s say you have mounted/usr via read-only NFS frombeavis. If
there is a package or program you would like to install, but you are not allowed to
write to beavis, you should install it under/usr/local . Later perhaps, if you’ve
managed to convince the system administrator ofbeavisto install the program on
/usr , you can uninstall it from/usr/local .

2.2 Special Red Hat File Locations
In addition to the files pertaining to the RPM system that reside in/var/lib/rpm
(see Chapter 6,Package Management with RPMfor more information onRPM), there
are two other special locations that are reserved for Red Hat Linux configuration and
operation.
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The control-panel and related tools puts many scripts, bitmaps and text files in
/usr/lib/rhs . There is probably nothing here that you would want to edit.

The other location,/etc/sysconfig , stores configuration information. The ma-
jor users of the files in this directory are the scripts that run at boot time. It is possible
to edit these by hand, but it would be better to use the propercontrol-panel tool.

2.3 Users, Groups and User-Private Groups
Managing users and groups has traditionally been tedious, but Red Hat Linux has a
few tools and conventions that make users and groups easier to manage.

While you can useuseradd to create a new user from the shell prompt, the easiest
way to manage users and groups is throughLinuxconf (see Chapter 3,System Config-
uration).

Next, we’ll discuss the basic structure behind managing users and groups.

2.3.1 Standard Users
In Table 2–1,Standard Users, you’ll find the standard users set up by the installation
process (this is essentially the/etc/passwd file). The Group ID (GID) in this
table is theprimary groupfor the user. See Section 2.3.3,User Private Groupsfor
details on how groups are used.

Table 2–1 Standard Users

User UID GID Home Directory Shell

root 0 0 /root /bin/bash

bin 1 1 /bin

daemon 2 2 /sbin

adm 3 4 /var/adm

lp 4 7 /var/spool/lpd

sync 5 0 /sbin /bin/sync

shutdown 6 0 /sbin /sbin/shutdown
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User UID GID Home Directory Shell

halt 7 0 /sbin /sbin/halt

mail 8 12 /var/spool/mail

news 9 13 /var/spool/news

uucp 10 14 /var/spool/uucp

operator 11 0 /root

games 12 100 /usr/games

gopher 13 30 /usr/lib/go-
pher-data

ftp 14 50 /home/ftp

nobody 99 99 /

2.3.2 Standard Groups
In Table 2–2,Standard Groups, you’ll find the standard groups as set up by the in-
stallation process (this is essentially the/etc/group file).

Table 2–2 Standard Groups

Group GID Members

root 0 root

bin 1 root, bin, daemon

daemon 2 root, bin, daemon

sys 3 root, bin, adm

adm 4 root, adm, daemon

tty 5

disk 6 root

lp 7 daemon, lp



30 Chapter 2:System Administration

Group GID Members

mem 8

kmem 9

wheel 10 root

mail 12 mail

news 13 news

uucp 14 uucp

man 15

games 20

gopher 30

dip 40

ftp 50

nobody 99

users 100

floppy 19

2.3.3 User Private Groups
Red Hat Linux uses auser private group (UPG) scheme, which makes UNIX groups
much easier to use. The UPG scheme does not add or change anything in the standard
UNIX way of handling groups. It simply offers a new convention for handling groups.
Whenever you create a new user, by default, he or she has a unique group. The scheme
works as follows:

User Private Group

Each user has their own primary group, of which only they are a member.

umask = 002
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The traditional UNIX umask is 022, which prevents other usersand other mem-
bers of a user’s primary groupfrom modifying a user’s files. Since every user
has their own private group in the UPG scheme, this "group protection" is not
needed. A umask of 002 will prevent users from modifying other users’ private
files. The umask is set in/etc/profile .

setgid bit on Directories

If you set the setgid bit on a directory (withchmod g+s directory ), files
created in that directory will have their group set to the directory’s group.

Most IT organizations like to create a group for each major project and assign peo-
ple to the groups they should be in. Managing files traditionally has been difficult,
though, because when someone creates a file it is owned by the primary group he or
she belongs to. When a single person works on multiple projects, it becomes hard to
associate the right files to the right ownership group. In the UPG scheme, groups are
automatically assigned to files on a project-by-project basis, which makes managing
group projects very simple.

Let’s say you have a big project calleddevel, with many people editing the devel files
in adevel directory. Make a group calleddevel , chgrp thedevel directory to
devel , and add the all the devel users to thedevel group. Now, all devel users
will be able to edit the devel files and create new files in thedevel directory, and
these files will always retain theirdevel group. Thus, they will always be edit-able
by other devel users.

If you have multiple projects likedevel, and users who are working on multiple
projects, these users will never have to change their umask or group when they move
from project to project. The setgid bit on each project’s main directory "selects" the
proper group.

Since each user’s home directory is owned by the user and their private group, it is
safe to set the setgid bit on the home directory. However, by default, files are created
with the primary group of the user, so the setgid bit would be redundant.

User Private Group Rationale
Although UPG is not new to Red Hat Linux 6.2, many people still have questions
about it, such as why UPG is necessary. The following is the rationale for the scheme.



32 Chapter 2:System Administration

• You’d like to have a group of people work on a set of files in say, the
/usr/lib/emacs/site-lisp directory. You trust a few people to mess
around in there, but certainly not everyone.

• So you enter:
chown -R root.emacs /usr/lib/emacs/site-lisp

and you add the proper users to the group.

• To allow the users to actually create files in the directory you enter:
chmod 775 /usr/lib/emacs/site-lisp

• But when a user creates a new file it is assigned the group of the user’s default
group (usuallyusers ). To prevent this you enter:

chmod 2775 /usr/lib/emacs/site-lisp

which causes everything in the directory to be created with the "emacs" group.

• But the new file needs to be mode 664 for another user in the emacs group to be
able to edit it. To do this you make the default umask 002.

• Well, this all works fine, except that if your default group is "users," every file you
create in your home directory will be writable by everybody in "users" (usually
everyone).

• To fix this, you make each user have a "private group" as their default group.

At this point, by making the default umask 002 and giving everyone a private default
group, you can easily set up groups that users can take advantage of without doing
any magic. Just create the group, add the users, and do the abovechown andchmod
on the group’s directories.

2.4 Configuring Console Access
When normal (non-root) users log in to a computer locally, they are given two types
of special permission: they can run certain programs that they would not otherwise
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be able to run, and they can access certain files (normally special device files used
to access diskettes, CD-ROMS, and so on) that they would not otherwise be able to
access.

Since there are multiple consoles on a single computer, and multiple users can be
logged into the computer locally at the same time, one of the users has to "win" the
fight to access the files. The first user to log in at the console owns those files. Once
the first user logs out, the next user who logs in will own the files.

In contrast,everyuser who logs in at the console will be allowed to run programs
normally restricted to the root user. By default, those programs will ask for the user’s
password. This will be done graphically if X is running which makes it possible to
include these actions as menu items in a graphical user interface. As shipped, the
console-accessible programs areshutdown , halt , andreboot .

2.4.1 Disabling Console Program Access

In environments where the console is otherwise secured (BIOS and LILO passwords
are set,[Ctrl]-[Alt]-[Delete] is disabled, the power and reset switches are disabled, etc.), it
may not be desirable to allow arbitrary users at the console to runshutdown , halt ,
andreboot .

In order to disable all access by console users to console programs, you should run
the command:

rm -f /etc/security/console.apps/*

2.4.2 Disabling All Console Access

In order to disable all console access, including program and file access, in the
/etc/pam.d/ directory, comment out all lines that refer topam_console.so .
The following script will do the trick:

cd /etc/pam.d
for i in * ; do
sed ’/[^#].*pam_console.so/s/^/#/’ < $i > foo && mv foo $i
done
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2.4.3 Defining the Console
The/etc/security/console.perms file defines the console group. The syn-
tax of that file is very flexible; you can edit the file so that these instructions no longer
apply. However, the default file has a line that looks like this:

<console>=tty[0-9][0-9]* :[0-9]\.[0-9] :[0-9]

When users log in, they are attached to some sort of named terminal, either an X
server with a name like:0 or mymachine.example.com:1.0 ; or a device like
/dev/ttyS0 or /dev/pts/2 . The default is to define that local virtual consoles
and local X servers are considered local, but if you want to consider the serial terminal
next to you on port/dev/ttyS1 to also be local, you can change that line to read:

<console>=tty[0-9][0-9]* :[0-9]\.[0-9] :[0-9] /dev/ttyS1

2.4.4 Making Files Console-Accessible
In /etc/security/console.perms , there is a section with lines like:

<floppy>=/dev/fd[0-1]*
<cdrom>=/dev/cdrom
<jaz>=/dev/zip

You can also add your own lines:
<scanner>=/dev/sga

(Of course, make sure that/dev/sga is really your scanner and not, say, your hard
drive.)

That’s the first part. The second part is to define what is done with those files. Look
in the last section of/etc/security/console.perms for lines similar to:

<console> 0660 <floppy> 0660 root.floppy
<console> 0600 <cdrom> 0600 root.disk
<console> 0600 <jaz> 0660 root.disk

and add a line like:
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<console> 0600 <scanner> 0600 root

Then, when you log in at the console, you will be given ownership of the/dev/sga
device and the permissions will be 0600 (readable and writable by you only). When
you log out, the device will be owned by root and still have 0600 (now: readable and
writable by root only) permissions.

2.4.5 Enabling Console Access for Other Applications

If you wish to make other applications besidesshutdown , reboot , andhalt
accessible to console users, you will have to do just a little bit more work.

First of all, console accessonly works for applications which reside in/sbin or
/usr/sbin , so the application that you wish to run must be there.

Create a link from the name of your application to the/usr/bin/console-
helper application:

cd /usr/bin
ln -s consolehelper foo

Create the file/etc/security/console.apps/foo :

touch /etc/security/console.apps/foo

Create a PAM configuration file for thefoo service in/etc/pam.d/ . We suggest
that you start with a copy of the shutdown service, then change it if you want to
change the behavior:

cp /etc/pam.d/shutdown /etc/pam.d/foo

Now, when you run/usr/bin/foo , it will call consolehelper , which, with
the help of/usr/sbin/userhelper will authenticate the user (asking for the
user’s password if/etc/pam.d/foo is a copy of/etc/pam.d/shutdown ;
otherwise, it will do precisely what is specified in/etc/pam.d/foo ) and then run
/usr/sbin/foo with root permissions.
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2.5 The floppy Group
If, for whatever reason, console access is not appropriate for you, and you need to
give non-root users access to your system’s diskette drive, this can be done using the
floppy group. Simply add the user(s) to thefloppy group using the tool of your
choice. Here’s an example showing howgpasswd can be used to add user fred to
the floppy group:

[root@bigdog root]# gpasswd -a fred floppy
Adding user fred to group floppy
[root@bigdog root]#

User fred will now be able to access the system’s diskette drive.

2.6 User Authentication with PAM
Programs which give users access to privileges of any sort need to be able to authen-
ticate the users. When you log into a system, you provide your name and password,
and the login process uses those to authenticate the login -- to verify that you are who
you say you are. Forms of authentication other than passwords are possible, and it is
possible for the passwords to be stored in different ways.

PAM , which stands forPluggable Authentication Modules, is a way of allowing
the system administrator to set authentication policy without having to recompile
authentication programs. With PAM, you control how the modules are plugged into
the programs by editing a configuration file.

Most Red Hat Linux users will never need to touch this configuration file. When you
use RPM to install programs that require authentication, they automatically make
the changes that are needed to do normal password authentication. However, you
may want to customize your configuration, in which case you must understand the
configuration file.

2.6.1 PAM Modules

There are four types of modules defined by the PAM standard.
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• auth modules provide the actual authentication, perhaps asking for and check-
ing a password, and they set "credentials" such as group membership or kerberos
"tickets."

• account modules check to make sure that the authentication is allowed (the
account has not expired, the user is allowed to log in at this time of day, and so
on).

• password modules are used to set passwords.

• session modules are used once a user has been authenticated to allow them
to use their account, perhaps mounting the user’s home directory or making their
mailbox available.

These modules may bestacked, so that multiple modules are used. For instance,
rlogin normally makes use of at least two authentication methods: ifrhosts au-
thentication succeeds, it is sufficient to allow the connection; if it fails, then standard
password authentication is done.

New modules can be added at any time, and PAM-aware applications can then be
made to use them. For instance, if you have a one-time-password calculator system,
and you can write a module to support it (documentation on writing modules is in-
cluded with the system in/usr/doc/pam* ), PAM-aware programs can use the
new module and work with the new one-time-password calculators without being re-
compiled or otherwise modified in any way.

2.6.2 Services
Each program using PAM defines its own "service" name. Thelogin program defines
the service typelogin , ftpd defines the service typeftp , and so on. In general, the
service type is the name of the program used toaccessthe service, not (if there is a
difference) the program used toprovidethe service.

2.6.3 The Configuration Files
The directory/etc/pam.d is used to configure all PAM applications. (This used
to be/etc/pam.conf in earlier PAM versions; while thepam.conf file is still
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read if no/etc/pam.d/ entry is found, its use is deprecated.) Each application
(really, eachservice) has its own file. A file looks like this:

#%PAM-1.0
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_pwdb.so shadow nullok
auth required /lib/security/pam_nologin.so
account required /lib/security/pam_pwdb.so
password required /lib/security/pam_cracklib.so
password required /lib/security/pam_pwdb.so shadow nullok use_authtok
session required /lib/security/pam_pwdb.so

The first line is a comment. (Any line that starts with a# character is a comment.)
Lines two through four stack up three modules to use for login authorization. Line
two makes sure thatif the user is trying to log in as root, the tty on which they are
logging in is listed in the/etc/securetty file if that file exists. Line three causes
the user to be asked for a password and the password checked. Line four checks to
see if the file/etc/nologin exists, and if it does, displays the contents of the file,
and if the user is not root, does not let him or her log in.

Note that all three modules are checked,even if the first module fails. This is a security
decision -- it is designed to prevent the user from knowing why their authentication
was disallowed, because knowing why it was disallowed might allow them to break
the authentication more easily. You can change this behavior by changing required
to requisite; if any requisite module returns failure, PAM fails immediately without
calling any other modules.

The fifth line causes any necessary accounting to be done. For example, if shadow
passwords have been enabled, thepam_pwdb.so module will check to see if the
account has expired, or if the user has not changed his or her password and the grace
period for changing the password has expired.

The sixth line subjects a newly changed password to a series of tests to ensure that it
cannot, for example, be easily determined by a dictionary-based password cracking
program.

The seventh line (which may be wrapped) specifies that if thelogin program changes
the user’s password, it should use thepam_pwdb.so module to do so. (It will do
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so only if anauth module has determined that the password needs to be changed ---
for example, if a shadow password has expired.)

The eighth and final line specifies that thepam_pwdb.so module should be used to
manage the session. Currently, that module doesn’t do anything; it could be replaced
(or supplemented by stacking) by any necessary module.

Note that the order of the lines within each file matters. While it doesn’t really matter
much in which order required modules are called, there are othercontrol flagsavail-
able. While optional is rarely used, and never used by default on a Red Hat Linux
system, sufficient and requisite cause order to become important.

Let’s look at theauth configuration forrlogin :

auth required /lib/security/pam_securetty.so
auth sufficient /lib/security/pam_rhosts_auth.so
auth required /lib/security/pam_pwdb.so shadow nullok
auth required /lib/security/pam_nologin.so

That looksalmostlike the login entry, but there’s an extra line specifying an extra
module, and the modules are specified in a different order.

First, pam_securetty.so keeps root logins from happening on insecure termi-
nals. This effectively disallows all rootrlogin attempts. If you wish to allow them
(in which case we recommend that you not be Internet-connected or be behind a good
firewall), you can simply remove that line.

Second, if pam_rhosts_auth.so authenticates the user, PAM imme-
diately returns success torlogin without any password checking. If
pam_rhosts_auth.so fails to authenticate the user, that failed authenti-
cation is ignored.

Third, if pam_rhosts_auth.so has failed to authenticate the user, the
pam_pwdb.so module performs normal password authentication.

Finally pam_nologin.so checks/etc/nologin , as specified above.

Note that if you do not want to prompt for a password if thesecuretty check fails, you
can change thepam_securetty.so module from required to requisite.
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2.6.4 Shadow Passwords
The pam_pwdb.so module will automatically detect that you are using shadow
passwords and make all necessary adjustments. Please refer to Section 2.7,Shadow
Utilities for more information.

2.6.5 Rexec and PAM
For security reasons,rexec is not enabled in Red Hat Linux 6.2. Should you wish to
enable it, you will need to comment out one line in the file/etc/pam.d/rexec .
Here is a sample of the file (note that your file may differ slightly):

#%PAM-1.0
auth required /lib/security/pam_pwdb.so shadow nullok
auth required /lib/security/pam_nologin.so
account required /lib/security/pam_pwdb.so

To enablerexec, the line referring to thepam_nologin.so module must be com-
mented out:

#%PAM-1.0
auth required /lib/security/pam_pwdb.so shadow nullok
#auth required /lib/security/pam_nologin.so
account required /lib/security/pam_pwdb.so

After this file is modified,rexec will be enabled.

Please Note

If your /etc/pam.d/rexec file contains a line referring
to thepam_securetty.so module, you will not be able
to rexec as root. To do so, you must also comment out the
line referring to thepam_securetty.so module.

More Information
This is just an introduction to PAM. More information is included in the
/usr/doc/pam* directory, including aSystem Administrators’ Guide, a Module
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Writers’ Manual, an Application Developers’ Manual, and the PAM standard,
DCE-RFC 86.0.

2.7 Shadow Utilities
Shadow passwords are a method of improving system security by moving the en-
crypted passwords (normally found in/etc/passwd ) to /etc/shadow which is
readable only by root. During the installation of Red Hat Linux, you were given the
option of setting up shadow password protection on your system.

Theshadow-utils package contains a number of utilities that support:

• Conversion from normal to shadowed passwords and back (pwconv , pwun-
conv )

• Verification of the password, group, and associated shadow files (pwck , grpck )

• Industry-standard methods of adding, deleting and modifying user accounts
(useradd , usermod , anduserdel )

• Industry-standard methods of adding, deleting, and modifying user groups
(groupadd , groupmod , andgroupdel )

• Industry-standard method of administering the/etc/group file (gpasswd )
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Please Note

There are some additional points of interest concerning
these utilities:

• The utilities will work properly whether shadowing is
enabled or not.

• The utilities have been slightly modified to support Red
Hat’s user private group scheme. For a description of the
modifications, please see theuseradd man page. For
more information on user private groups, please turn to
Section 2.3.3,User Private Groups.

• Theadduser script has been replaced with a symlink
to /usr/sbin/useradd .

2.8 Building a Custom Kernel

Many people new to Linux often ask, "why should I build my own kernel?" Given
the advances that have been made in the use of kernel modules, the most accurate
response to that question is, "unless you know why you need to build your own kernel,
you probably don’t." So unless you have a specific reason to build a customized kernel
(or you’re just the curious sort), you may skip ahead to Section 2.9,Sendmail.

In the past, you would need to recompile the kernel if you added new hardware on
your system. The kernel was, in other words,static. Improvements in the Linux 2.0.x
kernels allowed for much of the drivers for hardware to bemodularized into compo-
nents that could only be inserted on demand. However, there were major problems
with having multiple kernels on your system that had been compiled for different
advancements (a good case being SMP versus UP kernels). Further advancements
with the modularization of the Linux 2.2.x kernel have allowed for multiple kernels
to more easily co-exist (thoughnot share modules).
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For information on handling kernel modules see Section 3.2.2,Loading Kernel Mod-
ules. Most of the changes are hidden except when recompiling a customized kernel
for your system.

2.8.1 Building a modularized kernel

These instructions enable you to take advantage of the power and flexibility available
through kernel modularization. If you do not wish to take advantage of modular-
ization, please see Section 2.8.3,Building a monolithic kernelfor an explanation of
the different aspects of building and installing a monolithic kernel. It’s assumed that
you’ve already installed thekernel-headers andkernel-source packages
and that you issue all commands from the/usr/src/linux directory.

The most important step is to make sure that you have a working emergency boot
disk in case you make a mistake below. If you didn’t make a boot disk during the
installation, use themkbootdisk command to make one. The standard command
is similar tomkbootdisk --device /dev/fd0 2.2.x . Once done, test the
boot disk to make sure that it will boot the system.

It is important to begin a kernel build with the source tree in a known condition.
Therefore, it is recommended that you begin with the commandmake mrproper .
This will remove any configuration files along with the remains of any previous builds
that may be scattered around the source tree. Now you must create a configuration
file that will determine which components to include in your new kernel. Available
methods for kernel configuration are listed below:

• make config -- An interactive text program. Components are presented and
you answer withY (yes),N (no), orM(module).

• make menuconfig -- A graphical, menu driven program. Components are
presented in a menu of categories, you select the desired components in the same
manner used in the Red Hat Linux installation program. Toggle the tag corre-
sponding to the item you want included;Y (yes),N (no), orM (module).

• make xconfig -- An X Window System program. Components are listed in
different levels of menus, and are selected using a mouse. Again, selectY (yes),
N (no), orM (module).



44 Chapter 2:System Administration

• make oldconfig -- This is a non-interactive script that will set up your Make-
file to be the default settings. If you’re using the Red Hat patched kernel, it will
set up the configuration to be that of the kernel that is shipped for your box. This
is useful in setting up your kernel to known working defaults and then turning off
features that you don’t want.

Please Note

In order to usekmod (see Section 3.2.2,Loading Kernel
Modules for details) and kernel modules you must an-
swer Yes to kmod support and module version
(CONFIG_MODVERSIONS) support in the configu-
ration.

If you wish to build a kernel with a configuration file (/usr/src/linux/.con-
fig -- this file is created once one of the above methods has been performed) that
you have already created with one of the above methods, you can omit themake
mrproper andmake config commands and use the commandmake dep fol-
lowed bymake clean to prepare the source tree for the build.

The next step in making a modularized kernel is to simply edit
/usr/src/linux/Makefile and compile the source code components into a
working program that your machine can use to boot. The method described here is
the easiest to recover from in the event of a mishap. If you are interested in other
possibilities, details can be found in the Kernel-HOWTO or in theMakefile in
/usr/src/linux on your Linux system.

• Edit the Makefile and change the line:EXTRAVERSION =to match a
"unique" name (such as adding your initials to the end of the string, as in
EXTRAVERSION = -2.5.0sjs ). This will allow you to have the old
working kernel and the new kernel on your system at the same time.

• Build the kernel withmake bzImage .

• Build any modules you configured withmake modules .
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• Install the new modules (even if you didn’t build any) withmake mod-
ules_install . This will install the kernel modules into the filepath
/lib/modules/ using the path name that was specified in theMakefile .
Our example would be/lib/modules/2.2.15-2.5.0sjs/ .

If you have a SCSI adapter and made your SCSI driver modular, build a newinitrd
image (see Section 2.8.2,Making an initrd image; note that there are few practical
reasons to make the SCSI driver modular in a custom kernel). Unless you have a
specific reason to create aninitrd image, do not create one and do not add it to
lilo.conf .

In order to provide a redundant boot source to protect from a possible error in a new
kernel you should keep the original kernel available. Adding a kernel to the LILO
menu is as simple as renaming the original kernel in/boot , copying the new kernel
to /boot , adding a few lines in/etc/lilo.conf and running/sbin/lilo .
Here is an example of the default/etc/lilo.conf file shipped with Red Hat
Linux:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
default=linux

linear

image=/boot/vmlinuz-2.2.15-2.5.0
label=linux
initrd=/boot/initrd-2.2.15-2.5.0.img
read-only
root=/dev/hda8

other=/dev/hda1
label=dos

Now you must update/etc/lilo.conf . If you built a newinitrd image you
must tell LILO to use it. In this example of/etc/lilo.conf we have added
four lines in the middle of the file to indicate another kernel to boot from. We have
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renamed/boot/vmlinuz to /boot/vmlinuz.old and changed its label to
old . We have also added aninitrd line for the new kernel:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
default=linux

linear

image=/boot/vmlinuz-2.2.15-2.5.0
label=linux
initrd=/boot/initrd-2.2.15-2.5.0.img
read-only
root=/dev/hda8

image=/boot/vmlinuz-2.2.15-2.5.0sjs
label=test
initrd=/boot/initrd-2.2.15-2.5.0sjs.img
read-only
root=/dev/hda8

other=/dev/hda1
label=dos

Now when the system boots and you press[Tab] at the LILOboot: prompt, available
choices will be shown;

LILO boot:
linux test dos

To boot the old kernel (linux ) simply press[Enter], or wait for LILO to time out. If
you want to boot the new kernel (test ), typetest and press[Enter].

Here is a summary of the steps:

• Copy the resulting compiled kernel into your/boot directory using the name
that resulted from your earlier changes to theMakefile . Here is an example:

cp -p
/usr/src/linux/arch/i386/boot/bzImage
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/boot/vmlinuz-2.2.15-2.5.0sjs

• Edit /etc/lilo.conf .

• Make a new initial ramdisk,initrd image (see Section 2.8.2,Making an initrd
image) if needed.

• Run/sbin/lilo . You can add a-v flag to lilo to get more verbose report-
ing if you think there might be a problem.

You can begin testing your new kernel by rebooting your computer and watching the
messages to ensure your hardware is detected properly.

2.8.2 Making an initrd image
An initrd image is needed for loading your SCSI module at boot time. If you do
not need aninitrd image, do not make one and do not editlilo.conf to include
this image.

The shell script/sbin/mkinitrd can build a properinitrd image for your
machine if the following conditions are met:

• The loopback block device is available.

• The/etc/conf.modules file has a line for your SCSI adapter; for example:

alias scsi_hostadapter BusLogic

To build the newinitrd image, run/sbin/mkinitrd with parameters such as
this:

/sbin/mkinitrd /boot/newinitrd-image 2.2.15

Where /boot/newinitrd-image is the file to use for your new image, and
2.2.15 is the kernel whose modules (from/lib/modules ) should be used in
the initrd image (not necessarily the same as the version number of the currently
running kernel).
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2.8.3 Building a monolithic kernel
To build a monolithic kernel you follow the same steps as building a modularized
kernel with a few exceptions.

• When configuring the kernel only answerYes andNo to the questions (don’t
make anything modular). Also, you should answerNo to kmod support and
module version (CONFIG_MODVERSIONS) support in the configu-
ration.

• Omit the steps:

make modules
make modules_install

• Edit lilo.conf and add the lineappend=nomodules .

2.9 Sendmail
A defaultsendmail.cf file will be installed in/etc . The default configuration
should work for most SMTP-only sites (Simple Mail Transfer Protocol) . It willnot
work for UUCP (Unix to UNIX Copy Protocol) sites; you will need to generate a
newsendmail.cf if you must use UUCP mail transfers.

Please Note

Although SMTP servers are supported automatically,
IMAP (Internet Message Access Protocol) servers are not.
If your ISP uses an IMAP server rather than an SMTP
sever, you must install the IMAP package. Without it, your
system won’t know how to pass information to the IMAP
server or retrieve your mail.

To generate a newsendmail.cf , you will need to installm4and thesendmail
source package. Read theREADMEfile in the sendmail sources for more details on
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creatingsendmail configuration files. Also, O’Reilly & Associates publishes a good
sendmail reference entitledsendmail, by Bryan Costales.

One commonsendmail configuration is to have a single machine act as a mail gateway
for all the machines on your network. For instance, at Red Hat we have a machine
mail.redhat.com that does all our mail. On that machine we simply need to add
the names of machines for which mail.redhat.com will handle mail to/etc/send-
mail.cw . Here is an example:

# sendmail.cw - include all aliases for your machine
# here.
torgo.redhat.com
poodle.redhat.com
devel.redhat.com

Then on the other machines,torgo , poodle , and devel , we need to edit
/etc/sendmail.cf to "masquerade" asmail.redhat.com when sending
mail, and to forward any local mail processing toredhat.com . Find theDHand
DMlines in /etc/sendmail.cf and edit them as such:

# who I send unqualified names to
# (null means deliver locally)
DRmail.redhat.com

# who gets all local email traffic
DHmail.redhat.com

# who I masquerade as (null for no masquerading)
DMredhat.com

With this type of configuration, all mail sent will appear as if it were sent fromred-
hat.com , and any mail sent totorgo.redhat.com or the other hosts will be
delivered tomail.redhat.com .

Please be aware that if you configure your system to masquerade as another any
e-mail sent from your system to your system will be sent to the machine you are
masquerading as. For example, in the above illustration, log files that are periodi-
cally sent toroot@poodle.redhat.com by thecron daemon would be sent to
root@mail.redhat.com .
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2.10 Controlling Access to Services
As a security measure, most network services are managed by a protective
program called aTCP wrapper. The protected services are those listed in
/etc/inetd.conf that specify/usr/sbin/tcpd . tcpd can allow or deny
access to a service based on the origin of the request, and the configuration in
/etc/hosts.allow and/etc/hosts.deny .

By default Red Hat Linux allows all service requests. To disable or limit services you
can edit/etc/hosts.allow . Here is an example/etc/hosts.allow file:

ALL: redhat.com .redhat.com
in.talkd: ALL
in.ntalkd: ALL
in.fingerd: ALL
in.ftpd: ALL

This configuration allows all connections from redhat.com and*.redhat.com
machines. It also allows talk, finger, and FTP requests from all machines.

tcpd allows much more sophisticated access control, using a combination
of /etc/hosts.allow and /etc/hosts.deny . Read the tcpd(8) and
hosts_access(5) man pages for complete details.

2.11 Anonymous FTP
Setting up anonymous FTP is simple. All you need to do is install theanon-ftp RPM

package (which you may have already done at install time). Once it is installed,
anonymous FTP will be up and running.

There are a few files you might wish to edit to configure your FTP server.

/etc/ftpaccess

This file defines most of the access control for your FTP server. Some of the
things that you can do are: set up logical "groups" to control access from differ-
ent sites, limit the number of simultaneous FTP connections, configure transfer
logging, and much more. Read theftpaccess man page for complete details.

/etc/ftphosts
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The ftphosts file is used to allow or deny access to certain accounts from
various hosts. Read theftphosts man page for details.

/etc/ftpusers

This file lists all the users that arenot allowed to FTP into your machine. For
example,root is listed in /etc/ftpusers by default. That means that
you cannot FTP to your machine and log in as root. This is a good security
measure, but some administrators prefer to removeroot from this file.

2.12 NFS Configuration
NFS stands forNetwork File System; it is a way to share files between machines
as if they were on your local hard drive. Linux can be both an NFS server and an
NFS client, which means that it canexport filesystems to other systems, andmount
filesystems exported from other machines.

2.12.1 Mounting NFS Filesystems
Use themount command to mount an NFS filesystem from another machine:

mkdir /mnt/local # Only required if /mnt/local doesn’t exist
mount bigdog:/mnt/export /mnt/local

In this command, bigdog is the hostname of the NFS fileserver,/mnt/export is
the filesystem that bigdog is exporting, and/mnt/local is a directory on the local
machine where we want to mount the filesystem. After themount command runs
(and if we have the proper permissions frombigdog ) we can enterls /mnt/lo-
cal and get a listing of the files in/mnt/export on bigdog.

2.12.2 Exporting NFS Filesystems
The file that controls what filesystems you wish to export is/etc/exports . Its
format is:

directory hostname ( options )

the ( options ) are discretional. For example:
/mnt/export speedy.redhat.com
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would allow speedy.redhat.com to mount/mnt/export , but:
/mnt/export speedy.redhat.com(ro)

would just allow speedy to mount/mnt/export read-only.

Each time you change/etc/exports , you must tell the NFS daemons to examine
it for new information. One simple way to accomplish this is to just stop and start the
daemons:

/etc/rc.d/init.d/nfs stop
/etc/rc.d/init.d/nfs start

Or you can restart the daemons with this command:
/etc/rc.d/init.d/nfs restart

The following will also work:
killall -HUP rpc.nfsd rpc.mountd

See the following man pages for more details: nfsd(8), mountd(8), and exports(5).
Another good reference isManaging NFS and NIS Services, by Hal Stern, published
by O’Reilly & Associates.

2.13 The Boot Process, Init, and Shutdown
This section contains information on what happens when you boot or shut down your
Red Hat Linux system.

2.13.1 Behind the Scenes of the Boot Process
When a computer is booted, the processor looks at the end of the system memory
for theBIOS (Basic Input/Output System) and runs it. The BIOS program is written
into read-only permanent memory, and is always ready to go. The BIOS provides
the lowest level interface to peripheral devices and controls the first step of the boot
process.
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The BIOS tests the system, looks for and checks peripherals and then looks for a drive
to boot from. Usually, it checks the floppy drive (or CD-ROM drive on many newer
systems), if present, and then it looks on the hard drive. On the hard drive, the BIOS
looks for aMaster Boot Record (MBR) starting at the first sector on the first hard
drive and starts the MBR running.

The MBR looks for the first active partition and reads the partition’s boot record.
The boot record contains instructions on how to load the boot loader, LILO (LInux
LOader). The MBR then loads LILO and LILO takes over the process.

LILO reads the file/etc/lilo.conf , which spells out which operating sys-
tem(s) to configure or which kernel to start and where to install itself (for example,
/dev/hda for your hard drive). LILO displays aLILO: prompt on the screen and
waits for a preset period of time (also set in thelilo.conf file) for input from the
user. If yourlilo.conf is set to give LILO a choice of operating systems, at this
time you could type in the label for whichever OS you wanted to boot.

After waiting for a set period of time (five seconds is common), LILO proceeds to
boot whichever operating system appears first in thelilo.conf file.

If LILO is booting Linux, it first boots the kernel, which is avmlinuz file (plus a
version number, for example,vmlinuz-2.2.15-xx ) located in the/boot direc-
tory. Then the kernel takes over.

The kernel looks in several different places forinit (/sbin is a common location) and
runs the first one it finds.Init takes over.

Init starts (and becomes the parent or grandparent of) all of the processes which
make up your Linux system. First, it runs/etc/rc.d/rc.sysinit , which sets
your path, sets up networking if necessary, starts swapping, checks the filesystems,
and so on. Basically,rc.sysinit is taking care of everything that your system
needs to have done at system initialization. For example, on a networked system
rc.sysinit uses the information in the/etc/sysconfig/network and
/etc/sysconfig/clock files to initialize network processes and the clock.
Itmay also runrc.serial , if you have serial port processes that need to be
initialized.
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Init looks at and implements the/etc/inittab file. The/etc/inittab file de-
scribes how the system should be set up in each runlevel and sets the default runlevel.
This file states that/etc/rc.d/rc and/sbin/update should be run whenever
a runlevel starts.

The /sbin/update file flushes dirty buffers back to disk.

Whenever the runlevel changes,/etc/rc.d/rc starts and stops ser-
vices. First, rc sets the source function library for the system (commonly
/etc/rc.d/init.d/functions ), which spells out how to start/kill a program
and how to find out the PID of a program. Therc file then finds out the current and
the previous runlevel and tellslinuxconf the appropriate runlevel.

Therc file starts all of the background processes necessary for the system to run, and
looks for anrc directory for that runlevel (/etc/rc.d/rc <x> .d , where the<x>
is numbered 0-6).rc kills all of the kill scripts (their file name starts with aK) in
/rc.d/ . Then it initializes all of the start scripts (their file names start with anS)
in the appropriate runlevel directory (so that all services and applications are started
correctly).

For example, for runlevel 5,rc looks into the/etc/rc.d/rc5.d directory and
finds that it needs to killrusersd, rwalld, rwhod, mcserv, mars-nwe, apmd, andpcmcia. In
the bloody aftermath,rc looks into the same directory and finds start scripts forkmod,
network, nfsfs, randomc, syslog, atd, crond, portmap, snmpd, inet, xntpd, lpd, nfs.rpmsave, dhcpd,
ypbind, autofs, keytable, sendmail, gpm, sound, andsmb.rpmsave. And life begins anew.

The /etc/inittab file forks a getty process for each virtual console (login
prompts) for each runlevel (runlevels 2-5 get all six; runlevel 1, which is single
user mode, only gets one console; runlevels 0 and 6 get no virtual consoles).
/etc/inittab also states thatgdm, the X logon manager, should start in runlevel
5.

Also, /etc/inittab describes how the system should handle translating[Ctrl]-[Alt]-[Delete]

into something like the command/sbin/shutdown -t3 -r now . And finally,
/etc/inittab states what the system should do in case of power failures.

At this point, you should be looking at a login prompt. All that, and it only took a
few seconds.
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Next, we’ll discuss information on the files in/etc/sysconfig .

2.13.2 Sysconfig Information
The following information outlines the various files in/etc/sysconfig , their
function, and their contents.

Files in /etc/sysconfig

The following files are normally found in/etc/sysconfig :

• /etc/sysconfig/clock

• /etc/sysconfig/hwconf (this should be ignored for editing)

• /etc/sysconfig/mouse

• /etc/sysconfig/sendmail

• /etc/sysconfig/apmd

• /etc/sysconfig/init

• /etc/sysconfig/keyboard

• /etc/sysconfig/network

• /etc/sysconfig/pcmica

• /etc/sysconfig/soundcard (which is written bysndconfig)

Let’s take a look at each one.

/etc/sysconfig/clock

The/etc/sysconfig/clock file controls the interpretation of values read from
the system clock. Earlier releases of Red Hat Linux used the following values (which
are deprecated):

• CLOCKMODE=mode, wheremodeis one of the following:

– GMT-- indicates that the clock is set to UTC.

– ARC-- on Alpha only indicates the ARC console’s 42-year time offset is in
effect.
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Currently, the correct values are:

• UTC=boolean , wherebooleanis the following:

– true -- indicates that the clock is set to UTC. Any other value indicates that
it is set to local time.

• ARC=boolean , wherebooleanis the following:

– true -- (for Alpha-based systems only) Indicates the ARC console’s 42-year
time offset is in effect. Any other value indicates that the normal UNIX epoch
is assumed.

• ZONE="filename" -- indicates the zonefile under/user/share/zone-
info that /etc/localtime is a copy of, for example:

ZONE="US/Eastern"

/etc/sysconfig/hwconf

The /etc/sysconfig/hwconf file lists all the hardware thatkudzu detected on
your system, as well as the drivers used, vendor ID and device ID information. It is
not meant to be edited. If you do edit it, devices could suddenly show up as being
addedor removed.

/etc/sysconfig/mouse

The/etc/sysconfig/mouse file is used to specify information about the avail-
able mouse. The following values may be used:

• MOUSETYPE=type , wheretype is one of the following:

– microsoft -- A Microsoft mouse.

– mouseman -- A MouseMan mouse.

– mousesystems -- A Mouse Systems mouse.

– ps/2 -- A PS/2 mouse.

– msbm-- A Microsoft bus mouse.
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– logibm -- A Logitech bus mouse.

– atibm -- An ATI bus mouse.

– logitech -- A Logitech mouse.

– mmseries -- An older MouseMan mouse.

– mmhittab -- An mmhittab mouse.

• XEMU3=emulation , whereemulationis one of the following:

– yes -- Three mouse buttons should be emulated.

– no -- The mouse already has three buttons.

In addition,/dev/mouse is a symlink that points to the actual mouse device.

/etc/sysconfig/sendmail

The /etc/sysconfig/sendmail allows messages to be sent to one or more
recipients, routing the message over whatever networks are necessary. The file sets
the default values for thesendmail program to run. Its default values are to run as
a background daemon, and to check its queue once an hour in case something has
backed up.

The following values may be used:

• DAEMON=answer , whereansweris one of the following:

– yes -- Sendmail should be configured.yes implies -bd .

– no -- Sendmail should not be configured.

• QUEUE=1hwhich is given tosendmail as-q$QUEUE. The-q option is not given
to sendmail if /etc/sysconfig/sendmail exists and QUEUE is empty or
undefined.
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/etc/sysconfig/apmd

The /etc/sysconfig/apmd is used byapmd, as a configuration for what things
to start/stop/change on suspend or resume. It is set up to turn on or offapmd dur-
ing startup, depending on whether your hardware supportsAdvanced Power Management

(apm), or if you choose not to use it.

/etc/sysconfig/init

The /etc/sysconfig/init file controls how the system will look during
bootup.

The following values may be used:

• BOOTUP=<some bootup mode> , where<some bootup mode>is one of the
following:

– BOOTUP=color means new (as of Red Hat Linux 6.0) boot display.

– BOOTUP=verbose means old style display.

– Anything else means new display, but without ANSI-formatting.

• LOGLEVEL=<a number> , where<a number>sets the initial console logging
level for the kernel. The default is 7; 8 means everything (including debugging);
1 means nothing except kernel panics.syslogd will override this once it starts.

• RES_COL=<a number> , where<a number>is a column of the screen to start
status labels at. Defaults to 60.

• MOVE_TO_COL=<a command>, where<a command>moves the cursor to
$RES_COL. Defaults to ANSI sequences output by echo-e .

• SETCOLOR_SUCCESS=<a command>, where<a command>sets the color
to a color indicating success. Defaults to ANSI sequences output by echo-e ,
setting the color to green.

• SETCOLOR_FAILURE=<a command>, where<a command>sets the color
to a color indicating failure. Defaults to ANSI sequences output by echo-e ,
setting the color to red.
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• SETCOLOR_WARNING=<a command>, where<a command>sets the color
to a color indicating warning. Defaults to ANSI sequences output by echo-e ,
setting the color to yellow.

• SETCOLOR_NORMAL=<a command>, where<a command>sets the color to
’normal’. Defaults to ANSI sequences output by echo-e .

• MAGIC_SYSRQ=an answer , wherean answeris one of the following:

– yes -- Enables the magic sysrq key.

– no -- Disables the magic sysrq key, and[Stop]-[A] (break on serial console) on
SPARC.

• PROMPT=an answer , wherean answeris one of the following:

– yes -- Enables the key check for interactive mode.

– no -- Disables the key check for interactive mode.

/etc/sysconfig/keyboard

The /etc/sysconfig/keyboard file controls the behavior of the keyboard.
The following values may be used:

• KEYTABLE=file , wherefile is the name of a keytable file. For example:
KEYTABLE="/usr/lib/kbd/keytables/us.map"

• KEYBOARD=sun|pc, which is used on SPARCs only.sun means a Sun key-
board is attached on/dev/kbd , pc means a PS/2 keyboard is on a PS/2 port.

/etc/sysconfig/network

The /etc/sysconfig/network file is used to specify information about the
desired network configuration. The following values may be used:

• NETWORKING=answer , whereansweris one of the following:

– yes -- Networking should be configured.
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– no -- Networking should not be configured.

• HOSTNAME=hostname , wherehostnameshould be the FQDN (Fully Qualified
Domain Name), but can be whatever hostname you want.

Please Note

For compatibility with older software that people might
install (such astrn ), the/etc/HOSTNAME file should
contain the same value as here.

• FORWARD_IPV4=answer , whereansweris one of the following:

– yes -- Perform IP forwarding.

– no -- Do not perform IP forwarding.

(The current Red Hat Linux installation sets this to "no" by default [for RFC
compliance], but ifFORWARD_IPV4is not set at all, forwarding isenabledfor
compatibility with the configuration files used on Red Hat Linux versions 4.2 and
earlier.)

• GATEWAY=gw-ip , wheregw-ip is the IP address of the network’s gateway.

• GATEWAYDEV=gw-dev , wheregw-devis the gateway device (e.g. eth0).

• NISDOMAIN=dom-name, wheredom-nameis the NIS domain name.

/etc/sysconfig/pcmcia

The /etc/sysconfig/pcmcia file is used to specify PCMCIA configuration
information. The following values may be used:

• PCMCIA=answer , whereansweris one of the following:

– yes -- PCMCIA support should be enabled.
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– no -- PCMCIA support should not be enabled.

• PCIC=pcic-type , wherepcic-typeis one of the following:

– i82365 -- The computer has an i82365-style PCMCIA socket chipset.

– tcic -- The computer has a tcic-style PCMCIA socket chipset.

• PCIC_OPTS=option , whereoptionis the socket driver (i82365 or tcic) timing
parameters.

• CORE_OPTS=option , whereoption is the list ofpcmcia_core options.

• CARDMGR_OPTS=option , whereoptionis the list of options for the PCMCIA
cardmgr (such as-q , quiet mode;-m, looks for loadable kernel modules in the
specified director; and so on, read thecardmgr man page for more information).

/etc/sysconfig/soundcard

The/etc/sysconfig/soundcard file is generated bysndconfig and should not
be modified. It is used by/etc/rc.d/init.d/sound to set up your system
properly. The sole use of this is to determine what card entry in the menu to pop up
by default the next timesndconfig is run.

It may contain the following:

• CARDTYPE=<a card> , where<a card> is seen as, for example,CARD-
TYPE=SB16.

Files in /etc/sysconfig/network-scripts/

The following files are normally found in /etc/sysconfig/net-
work-scripts :

• /etc/sysconfig/network-scripts/ifup

• /etc/sysconfig/network-scripts/ifdown



62 Chapter 2:System Administration

• /etc/sysconfig/network-scripts/network-functions

• /etc/sysconfig/network-scripts/ifcfg- <interface-name>

• /etc/sysconfig/network-scripts/ifcfg- <interface-
name>- <clone-name>

• /etc/sysconfig/network-scripts/chat- <interface-name>

• /etc/sysconfig/network-scripts/dip- <interface-name>

• /etc/sysconfig/network-scripts/ifup-post

• /etc/sysconfig/network-scripts/ifdhcpc-done

Let’s take a look at each one.

/etc/sysconfig/network-scripts/ifup ,
/etc/sysconfig/network-scripts/ifdown

These are symbolic links to/sbin/ifup and /sbin/ifdown , respectively.
These are the only two scripts in this directory that should be called directly;
these two scripts call all the other scripts as needed. These symlinks are here for
legacy purposes only -- they will probably be removed in future versions, so only
/sbin/ifup and/sbin/ifdown should currently be used.

These scripts take one argument normally: the name of the device (e.g. "eth0 ").
They are called with a second argument of "boot " during the boot sequence so that
devices that are not meant to be brought up on boot (ONBOOT=no, [see below]) can
be ignored at that time.

/etc/sysconfig/network-scripts/network-functions

Not really a public file. Contains functions which the scripts use for bringing inter-
faces up and down. In particular, it contains most of the code for handling alternative
interface configurations and interface change notification throughnetreport.

/etc/sysconfig/network-scripts/ifcfg- <interface-name> ,
/etc/sysconfig/network-scripts/ifcfg- <interface-name> - <clone-name>

The first file defines an interface, while the second file contains only the parts of
the definition that are different in a "clone" (or alternative) interface. For example,
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the network numbers might be different, but everything else might be the same, so
only the network numbers would be in the clone file, while all the device information
would be in the baseifcfg file.

The items that can be defined in anifcfg file depend on the interface type.

The following values are common to all base files:

• DEVICE=name, wherenameis the name of the physical device (except dynam-
ically-allocated PPP devices where it is the "logical name").

• IPADDR=addr , whereaddr is the IP address.

• NETMASK=mask, wheremaskis the netmask value.

• NETWORK=addr , whereaddr is the network address.

• BROADCAST=addr , whereaddr is the broadcast address.

• GATEWAY=addr , whereaddr is the gateway address.

• ONBOOT=answer , whereansweris one of the following:

– yes -- This device should be activated at boot-time.

– no -- This device should not be activated at boot-time.

• USERCTL=answer , whereansweris one of the following:

– yes -- Non-root users are allowed to control this device.

– no -- Non-root users are not allowed to control this device.

• BOOTPROTO=proto , whereproto is one of the following:

– none -- No boot-time protocol should be used.

– bootp -- The BOOTP protocol should be used.

– dhcp -- The DHCP protocol should be used.
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The following values are common to all PPP and SLIP files:

• PERSIST=answer , whereansweris one of the following:

– yes -- This device should be kept active at all times, even if deactivated after
a modem hang up.

– no -- This device should not be kept active at all times.

• MODEMPORT=port , whereport is the modem port’s device name (for example,
"/dev/modem ").

• LINESPEED=baud , where baud is the modem’s linespeed (for example,
"115200 ").

• DEFABORT=answer , whereansweris one of the following:

– yes -- Insert default abort strings when creating/editing the script for this
interface.

– no -- Do not insert default abort strings when creating/editing the script for
this interface.

The following values are common to all PPP files:

• DEFROUTE=answer , whereansweris one of the following:

– yes -- Set this interface as the default route.

– no -- Do not set this interface as the default route.

• ESCAPECHARS=answer , whereansweris one of the following:

– yes -- Use the pre-defined asyncmap.

– no -- Do not use the pre-defined asyncmap.



Section 2.13:The Boot Process, Init, and Shutdown 65

(This represents a simplified interface; it doesn’t let people specify which char-
acters to escape. However, almost everyone can use an asyncmap of00000000
anyway, and it’s possible to setPPPOPTIONSto use an arbitrary asyncmap if so
desired.)

• HARDFLOWCTL=answer , whereansweris one of the following:

– yes -- Use hardware flow control.

– no -- Do not use hardware flow control.

• PPPOPTIONS=options , where options is an arbitrary option string. It
is placed last on the command line so it can override other options (such as
asyncmap) that were specified previously.

• PAPNAME=name, wherenameis used as part of"name $PAPNAME" on the
pppd command line.

Note that the "remotename " option is always specified as the logical PPP de-
vice name, like "ppp0 " (which might perhaps be the physical device ppp1 if
some other PPP device was brought up earlier...), which makes it easy to manage
PAP/CHAP files -- name/password pairs are associated with the logical PPP de-
vice name so that they can be managed together.

In principle, there shouldn’t anything that would keep the logical PPP device
names from being "worldnet " or "myISP" instead of "ppp0 " -- "pppN."

• REMIP=addr , whereaddr is the remote IP address (which is normally unspec-
ified).

• MTU=value , wherevalueis the value to be used as MTU.

• MRU=value , wherevalueis the value to be used as MRU.

• DISCONNECTTIMEOUT=value , wherevalue represents the number of sec-
onds to wait before re-establishing the connection after a successfully-connected
session terminated.
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• RETRYTIMEOUT=value , wherevalue represents the number of seconds to
wait before re-attempting to establish a connection after a previous attempt has
failed.

/etc/sysconfig/network-scripts/chat- <interface-name>

This file is a chat script for PPP or SLIP connections, and is intended to establish the
connection. For SLIP devices, a DIP script is written from the chat script; for PPP
devices, the chat script is used directly.

/etc/sysconfig/network-scripts/dip- <interface-name>

This write-only script is created from the chat script bynetcfg . Do not modify this
file. In the future, this file may disappear and instead will be created on-the-fly from
the chat script.

/etc/sysconfig/network-scripts/ifup-post

This file is called when any network device (except a SLIP device) comes up.
Calls /etc/sysconfig/network-scripts/ifup-routes to bring up
static routes that depend on that device. Brings up aliases for that device. Sets the
hostname if it is not already set and a hostname can be found for the IP for that
device. Sends SIGIO to any programs that have requested notification of network
events.

Could be extended to fix up name service configuration, call arbitrary scripts, and
more, as needed.

/etc/sysconfig/network-scripts/ifdhcpc-done

This file is called bydhcpcd once DHCP configuration is complete; sets up
/etc/resolv.conf from the versiondhcpcd dropped in/etc/dhcpc/re-
solv.conf .

2.13.3 System V Init
This section is a brief description of the internals of the boot process. It discusses
how the machine boots usingSysV init, as well as the differences between theinit used
in older Linux releases, andSysV init.
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The Init program is run by the kernel at boot time. It is in charge of starting all the
normal processes that need to run at boot time. These include the getty processes that
allow you to log in, NFS daemons, FTP daemons, and anything else you want to run
when your machine boots.

SysV init is quickly becoming the standard in the Linux world to control the startup of
software at boot time, because it is easier to use and more powerful and flexible than
the traditional BSDinit.

SysV init also differs fromBSD init in that the configuration files are in a subdirec-
tory of /etc instead of residing directly in/etc . In /etc/rc.d , you will find
rc.sysinit and the following directories:

init.d
rc0.d
rc1.d
rc2.d
rc3.d
rc4.d
rc5.d
rc6.d

The init.d directory contains a variety of scripts. Basically, you must have one
script for each service you may need to start at boot time or when entering another
runlevel. Services include things like networking,nfs , sendmail , httpd , and so
on. Services do not include things likesetserial that must only be run once and
then exited. Things like that should go inrc.local or rc.serial .

If you wantrc.local , it should be in/etc/rc.d . Most systems include one even
though it doesn’t do much. You can also include anrc.serial file in /etc/rc.d
if you need to perform serial port specific tasks at boot time.

The chain of events is as follows:

• The kernel looks in several places forinit and runs the first one it finds

• init runs/etc/rc.d/rc.sysinit

• rc.sysinit handles most of the boot loader’s processes and then runs
rc.serial (if it exists)
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• init runs all the scripts for the default runlevel.

• init runsrc.local

The default runlevel is decided in/etc/inittab . You should have a line close to
the top like:

id:3:initdefault:

From this, you’d look in the second column and see that the default runlevel is 3. If
you want to change it, you can edit/etc/inittab by hand. Be very careful when
you are editing theinittab file. If you do mess up, you can fix it by rebooting and
typing:

LILO boot: linux single

Thisshouldallow you to boot into single user mode so you can re-editinittab to
its previous value.

Now, how does it run all the right scripts? If you enterls -l on rc3.d , you might
see something like:

lrwxrwxrwx 1 root root 17 3:11 S10network -> ../init.d/network
lrwxrwxrwx 1 root root 16 3:11 S30syslog -> ../init.d/syslog
lrwxrwxrwx 1 root root 14 3:32 S40cron -> ../init.d/cron
lrwxrwxrwx 1 root root 14 3:11 S50inet -> ../init.d/inet
lrwxrwxrwx 1 root root 13 3:11 S60nfs -> ../init.d/nfs
lrwxrwxrwx 1 root root 15 3:11 S70nfsfs -> ../init.d/nfsfs
lrwxrwxrwx 1 root root 18 3:11 S90lpd -> ../init.d/lpd.init
lrwxrwxrwx 1 root root 11 3:11 S99local -> ../rc.local

What you’ll notice is that there are no "real" files in the directory. Everything there
is a link to one of the scripts in theinit.d directory. The links also have an "S"
and a number at the beginning. The "S" means to start this particular script and a
"K" would mean to stop it. The number in the file name is for ordering purposes.Init

will start all the services based on the order in which they appear. You can duplicate
numbers, but it will only confuse you somewhat. You only need to use a two digit
number, along with an upper case "S" or "K" to start or stop the services you require.
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How doesinit start and stop services? Simple. Each of the scripts is written to accept
an argument which can be "start " and "stop ". You can execute those scripts by
hand, in fact, with a command like:

/etc/rc.d/init.d/httpd stop

This will stop thehttpd server. init reads the name and if it has a "K," it calls the
script with the "stop " argument. If it has an "S" it calls the script with a "start "
argument.

Why all these runlevels? Some people want an easy way to set up machines to be
multi-purpose. You could have a "server" runlevel that just runshttpd , sendmail ,
networking, etc. Then you could have a "user" runlevel that runsgdm, networking,
and so on.

2.13.4 Init Runlevels
Generally, Red Hat Linux operates in runlevel 3 -- full multi-user mode. The follow-
ing runlevels are defined in Red Hat Linux:

• 0 -- Halt

• 1 -- Single user mode

• 2 -- Multi-user mode, without NFS

• 3 -- Full multi-user mode

• 4 -- Not used

• 5 -- Full multi-user mode (with an X-based login screen)

• 6 -- Reboot

If your machine gets into a state where it will not boot due to a bad/etc/inittab ,
or will not let you log in because you have a corrupted/etc/passwd or have simply
forgotten your password, boot into single user mode by typinglinux single at
the LILO boot prompt. A very bare system will boot and you will have a shell from
which you can fix things.
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2.13.5 Initscript Utilities
The chkconfig utility provides a simple command-line tool for maintaining the
/etc/rc.d directory hierarchy. It relieves system administrators from having to
directly manipulate the numerous symlinks in/etc/rc.d .

In addition, there is thentsysv utility, that provides a screen-oriented interface,
versuschkconfig ’s command-line interface.

Please see thechkconfig andntsysv man pages for more information.

2.13.6 Running Programs at Boot Time
The file /etc/rc.d/rc.local is executed at boot time, after all other initial-
ization is complete, and whenever you change runlevels. You can add additional
initialization commands here. For instance, you may want to start up additional dae-
mons, or initialize a printer. In addition, if you require serial port setup, you can edit
/etc/rc.d/rc.serial , and it will be executed automatically at boot time.

The default/etc/rc.d/rc.local simply creates a nice login banner with your
kernel version and machine type.

2.13.7 Shutting Down
To shut down Red Hat Linux, issue theshutdown command. You can read the
shutdown man page for complete details, but the two most common usages are:

shutdown -h now
shutdown -r now

Each will cleanly shutdown the system. After shutting everything down, the-h op-
tion will halt the machine, and the-r option will reboot.

Although thereboot and halt commands are now "smart" enough to invoke
shutdown if run while the system is in runlevels 1-5, it is a bad habit to get into,
as not all Linux-like operating systems have this feature.
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2.14 Rescue Mode

When things go wrong, there are several ways to work on fixing them. However, they
require that you understand the system well. We will present the ways that you can
boot into rescue modes where you can use your own knowledge to rescue the system.

2.14.1 What is Rescue Mode?

Rescue mode is a term used to describe a method of booting a small Linux environ-
ment completely from a diskette, CD or other method.

What follows in this section may help you recover from a problem at some point.

As the name implies, rescue mode is there to rescue you from something. In normal
operation, your Red Hat Linux system uses files located on your system’s hard drive
to do everything -- run programs, store your files, and more.

However, there may be times when you are unable to get Linux running completely
enough to access its files on your system’s hard drive. By using rescue mode, it’s
possible to access the files stored on your system’s hard drive, even if you can’t ac-
tually run Linux from that hard drive.

Normally, you’ll need to get into rescue mode for one of two reasons:

• You are unable to boot Linux, and you’d like to fix it.

• You are having hardware or software problems, and you want to get a few im-
portant files off your system’s hard drive.

Let’s take a closer look at each of these scenarios.

Unable to boot Linux

Many times this is caused by the installation of another operating system after you’ve
installed Red Hat Linux. Some other operating systems assume that you have no
other operating systems on your computer, and overwrite the Master Boot Record (or
MBR) that originally contained the LILO bootloader. If LILO is overwritten in this
manner, you’re out of luck -- unless you can get into rescue mode.
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Hardware/software problems
There can be as many different situations under this category as there are systems run-
ning Linux. Things like failing hard drives and forgetting to run LILO after building
a new kernel are just two instances that can keep you from booting Red Hat Linux. If
you can get into rescue mode, you might be able to resolve the problem -- or at least
get copies of your most important files.

To boot your system in rescue mode, enter the following parameter at the installation
boot prompt:

boot: linux rescue

You can get to the installation boot prompt in one of these ways:

• By booting your system from the diskette or CD-ROM that came with your Red
Hat Linux boxed set.

• By booting from a network or PCMCIA boot diskette. These methods assume
your network connection is working and require you to identify the network host
and transfer type. For an explanation of how to specify this information, see
"Installing over the Network" in Chapter 10,Installing Red Hat Linux via Text
Mode.

Once you have your system in rescue mode, a prompt appears:

bash#

From this prompt, you can run the commands listed below:

anaconda gzip mkfs.ext2 ps
badblocks head mknod python
bash hwclock mkraid python1.5
cat ifconfig mkswap raidstart
chatter init mlabel raidstop
chmod insmod mmd rcp
chroot less mmount rlogin
clock ln mmove rm
collage loader modprobe rmmod
cp ls mount route
cpio lsattr mpartition rpm
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dd lsmod mrd rsh
ddcprobe mattrib mread sed
depmode mbadblocks mren sh
df mcd mshowfat sync
e2fsck mcopy mt tac
fdisk mdel mtools tail
fsck mdeltree mtype tar
fsck.ext2 mdir mv touch
ftp mdu mzip traceroute
genhdlist mformat open umount
gnome-pty-helper minfo pico uncpio
grep mkdir ping uniq
gunzip mke2fs probe zcat

However, if your root filesystem is undamaged, you can mount it and then run any
standard Linux utility. For example, suppose your root filesystem is in/dev/hda5 .
Here’s how to mount this partition:

mount -t ext2 /dev/hda5 /foo

Where/foo is a directory that you have created.

Now you can runchroot , fsck , man, and other utilities. At this point, you are
running Linux in single-user mode.

If you don’t know the names of your Linux partitions, you can guess: mounting non-
existent partitions will do no harm.

Booting Single-User Mode Directly
You may be able to boot single-user mode directly. If your system boots, but does
not allow you to log in when it has completed booting, try rebooting and specifying
one of these options at the LILO boot prompt:

LILO boot: linux single
LILO boot: linux emergency

In single-user mode, you computer boots to runlevel 1. Your local filesystems will be
mounted but your network will not be activated. You get a usable system maintenance
shell.



74 Chapter 2:System Administration

In emergency mode, you are booted into the most minimal environment possible. The
root filesystem will be mounted read-only and almost nothing will be set up. The
main advantage of this overlinux single is that yourinit files are not loaded. If
init is corrupted or not working, you can still mount filesystems to recover data that
could be lost during a re-installation.

A Handy Trick

Have you ever rebuilt a kernel and, eager to try out your new handiwork, rebooted be-
fore running LILO? And you didn’t have an entry for an older kernel inlilo.conf ?
Read on…

In many cases, it’s possible to boot your Red Hat Linux/Intel system from the Red
Hat Linux boot disk with your root filesystem mounted and ready to go. Here’s how:

Enter the following command at the boot disk’sboot: prompt:

linux single root=/dev/hd XX initrd=

(Replace theXX in /dev/hd XXwith the appropriate letter and number for your root
partition.)

What does this do? First, it starts the boot in single-user mode, with the root partition
set to your root partition. The emptyinitrd specification bypasses the installa-
tion-related image on the boot disk, which will cause you to enter single-user mode
immediately.

Is there a downside? Unfortunately, yes. Because the kernel on the Red Hat Linux
boot disk only has support for IDE built-in, those of you with SCSI-based systems
won’t be able to use this trick. In that case, you’ll have to use the boot/rescue disk
combination mentioned above.
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3 System Configuration
One of the main strengths of Red Hat Linux is that the operating system can be con-
figured to do just about anything. In the past, this meant editing sometimes cryptic
configuration files by hand, then restarting system services and crossing your fingers
in the hope that your changes were correctly made. Additionally, the variety of con-
figuration options can be bewildering to new users, who may not know where to look
for a particular configuration file.

Red Hat Linux provides two system configuration utilities:linuxconf and the control
panel. The control panel provides a launcher for various Red Hat system configu-
ration tools, includinglinuxconf. Instructions on how to use the control panel and the
tools it includes can be found in Section 3.2,System Configuration with the Control
Panel.

Thelinuxconf configuration tool can ease some of the burdens of system configuration.
Linuxconf is both:

• A configuration interface -- You type the values needed to configure your system
into a user interface.

• A configuration activator -- When you’re satisfied with your edits, you telllinux-

conf to apply the changes you’ve made.

While linuxconf can do nearly everything the control panel tools can, there are two
areas in which the control panel still holds the upper hand:

• Printer configuration

• Loading kernel modules to support new hardware

Let’s take a look atlinuxconf.

3.1 System Configuration with linuxconf

Linuxconf allows you to configure and control various aspects of your system, and is
capable of handling a wide range of programs and tasks. Complete documentation
of linuxconf could be a separate book in its own right and is certainly more than we can
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cover in this chapter. Instead, we’ll focus on common tasks such as adding new users
and getting connected to a network.

More information onlinuxconf, including its most recent release can be found at the
linuxconf website:

http://www.solucorp.qc.ca/linuxconf/

The linuxconf website includes fairly extensive information, including a description,
rationale, history, list of contacts, and a lot of other information in addition to the
software. The website is maintained bylinuxconf’s creator and developer, Jacques
Gelinas, so it includes the latest news aboutlinuxconf.

This chapter will go into detail on just a few oflinuxconf’s capabilities. If you just need
a quick reference to show you where to go inlinuxconf for the tasks covered by this
chapter, see Section 3.1.15,Finding Your Way Throughlinuxconf.

If you need more help withlinuxconf, please try these sources:

• The linuxconf FAQ, which is available at http://www.xc.org/jonathan/linuxconf-
faq.html.

• The archives of the linuxconf mailing list, which are available at
http://hub.xc.org/scripts/lyris.pl?visit=linuxconf.

• After you’ve checked thelinuxconf FAQ and the archives of thelinuxconf list, you
might try posting your question to thelinuxconf list. Subscription information for
the linuxconf list is available at thelinuxconf website (http://www.solucorp.qc.ca/lin-
uxconf/); click on the "Mailing lists" link.

Please note that this list is for questions pertaining tolinuxconf, and is not intended
for general Linux questions.

3.1.1 Running linuxconf

You’ll need to be root to runlinuxconf, so if you’re in your user account,su to become
root.

Now, typelinuxconf at the shell prompt to begin the program.
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3.1.2 Linuxconf User Interfaces
Linuxconf has four user interfaces:

• Text-based -- Using the same user interface style as the Red Hat Linux text-mode
installation program, the text-based interface makes it easy to navigate your way
through linuxconf if you aren’t running X. If you are running X, you can switch
to a virtual console, log in as root, and typelinuxconf to bring up text-mode
linuxconf.

Use the[Tab] and [arrow] keys to navigate the text-mode screens. Adown arrow
on a line indicates that a pull-down menu exists on that line. The[Ctrl]-[X] key
combination will make pull-down menus appear.

• Graphical user interface (GUI) --linuxconf can take advantage of X, and give you
an easy-to-use "point and click" tree menu interface (see Section 3.1.3,Tree Menu
Interface for more information). Red Hat Linux includes a GUI interface for
linuxconf called gnome-linuxconf.

This document will displaylinuxconf screens using the gnome-linuxconf interface,
but you shouldn’t have any trouble using the other interfaces with the instructions
provided here.

• Web-based -- A Web-based interface makes remote system administration a
breeze; it can also be displayed with theLynx text-mode browser.

To use thelinuxconf Web interface, use your browser to connect to port 98 on the
machine runninglinuxconf (i.e., http://your_machine:98).

Before you use the Web-based interface, you’ll need to configurelinuxconf to allow
connections from the machine running the browser. See Section 3.1.4,Enabling
Web-Basedlinuxconf Accessfor instructions on enabling Web access tolinuxconf.

• Command line --linuxconf’s command-line mode is handy for manipulating your
system’s configuration in scripts.

Linuxconf will start in either character-cell or X mode, depending on yourDISPLAY
environment variable. The first time you runlinuxconf, an introductory message will
be shown; although it is only displayed once, accessing help from the main screen
will give you the same basic information.
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Linuxconf includes some context-specific help. For information on any specific aspect
of linuxconf, selectHelp from the screen you’d like help with. Note that not all help
screens are complete at this time; as help screens are updated, they will be included
in subsequent versions oflinuxconf.

3.1.3 Tree Menu Interface
Linuxconf provides a tree menu of its hierarchical structure.

Figure 3–1 Linuxconf Tree Menu View

Finding the appropriate panel should be simple and fast. Collapse and expand sec-
tions by clicking on the + or - next to the menu item.

Selected entries will appear as tabs in the right-hand panel and will remain there until
closed. If you end up with more tabs open than you like, just selectCancel on the
bottom of each tab to close it without making any changes, orAccept to implement
them.



Section 3.1:System Configuration with linuxconf 79

Please Note

If you’ve grown fond of the older X Window System inter-
face, it’s still available. To return to it:

1. OpenControl => Control files and systems => Configure linuxconf modules

2. De-select the treemenu check box

3. Click Accept

4. Click Quit

5. Restartlinuxconf

3.1.4 Enabling Web-Based linuxconf Access
For security reasons, Web-based access tolinuxconf is disabled by default. Before
attempting to accesslinuxconf with a Web browser, you’ll need to enable access. Here’s
how to do it:

1. OpenConfig => Networking => Misc => Linuxconf network access

2. In theLinuxconf html access control dialog box, enter the hostname of any comput-
ers that should be allowed access toLinuxconf. This includes your own system, if
you wish to use the Web-based interface locally. Web accesses related tolinuxconf

may be logged to your system’shtmlaccess.log file by selecting the check
box.

3. Select theAccept button.

Web-based access should be enabled. To test it out, go to a system that you added to
the access control list. Then, launch your Web browser, and enter the following URL:

http:// <host> :98/

(Replace<host> with your system’s hostname, of course.) You should see the main
linuxconf page. Note that you will need to enter your system’s root password to gain
access beyond the first page.
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You can also enable network-wide access tolinuxconf by following the same steps, by
entering a network name instead of a hostname.

3.1.5 Adding a User Account
Adding a user is one of the most basic tasks you will encounter in administering your
system. To add a user:

• OpenConfig => Users accounts => Normal => User accounts . Linuxconf may show
you a filter screen (see Figure 3–2,Filter Control Screen).

Figure 3–2 Filter Control Screen

You can set the filter cutoff usingControl => Features . The Trigger for filter field
sets the number of entries that will pop up a filter screen. You can use the filter
screen to select a smaller range of accounts than the full list. To get the full list,
selectAccept without changing any of the parameters. For detailed information
on the various filters, select theHelp button on theFilter control screen.Once you’ve
applied or bypassed the filter, you’ll see theUsers accounts tab (see Figure 3–3,
Users Accounts Screen).
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Figure 3–3 Users Accounts Screen

• SelectAdd . This will open theUser account creation tab (see Figure 3–4,User
Account Creation).

TheUser account creation screen includes theBase info , Mail settings andPrivileges sec-
tions. Only theLogin name is required, but you should be aware of the other fields,
which you may or may not want to fill in.
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Figure 3–4 User Account Creation

Base info for User Accounts
TheLogin name is the name of the account and is usually all lowercase letters. First or
last names, initials or some combination thereof are fairly common login names. For
a user named John T. Smith,smith , john , jts , or jsmith would be common user
names. Of coursespike or something else works just fine, too. You can also use
numbers, sojts2 would be fine if you had a second person with the same initials.
There is no default for this field.

The Full name is the name of the user or the account. For an individual, it would
be their name,John T. Smith for example. If the account represents a position
rather than a person, the full name might be the title. So an account calledwebmas-
ter might have a full name ofRed Hat Webmaster or justWebmaster . There
is no default for this field.

Since Red Hat Linux uses the User Private Group scheme, each user will be assigned
to a defaultgroup consisting only of the user. For more information on User Private
Groups, see Section 2.3.3,User Private Groups.
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In the Supplementary groups field, you can specify additional groups. Group names
should be separated by spaces. The default for this field is blank, meaning no sup-
plementary groups are specified.

TheHome directory specifies the home or login directory for the account. The default
is /home/ login , wherelogin is replaced by the login name. A home directory
is your starting point in the directory structure when you log in, or if in X, for each
Xterm window opened. This is also where account specific preference files are stored.

The Command interpreter is the default shell for the account. Thebash shell is the
default shell for Red Hat Linux.

TheUser ID (UID) is the number associated with each user account. This is automat-
ically generated by the system when the account is created, so just leave this field
blank. The system uses the UID to identify an account.

Mail settings for User Accounts

TheRedirect messages to field sets the system to forward e-mail messages sent to the
user to this address instead.

An E-mail alias is a supplemental e-mail address that will be accepted by the
system and forwarded on to the user. For example, you could add the alias
jane_smith@yourdomain.com to user smitj’s account. Then, e-mail sent to
jane_smith@yourdomain.com would automatically be forwarded to smitj@your-
domain.com.

Privileges for User Accounts

In thePrivileges section, you can grant access and/or control over various aspects of
system configuration. As a default, regular users are denied all privileges on this
screen. You may instead choose to grant or to silently grant them specific privileges.
The difference betweenGranted andGranted/silent is that if the privilege is granted,
linuxconf will ask for the user’s password before allowing them the privilege. If the
privilege is granted silently,linuxconf will not prompt for their password.

Generally, careful system administrators won’t grant users any system configuration
privileges unless it is absolutely necessary. If you do grant privileges, be careful when
granting them silently. If a user with silently granted privileges logs in to his/her



84 Chapter 3:System Configuration

machine and walks away, their privileges are wide open for the next person who sits
down at their desk. Silently granted privileges are less risky if used on machines in a
physically restricted area.

May use linuxconf : the user is allowed to access all oflinuxconf’s capabilities, and they
can set up or changelinuxconf parameters. Note that use oflinuxconf is separate from
the privilege of activating configuration changes. System administrators might want
to grant the use oflinuxconf, but deny the activation privilege, so that the sysadmin has
a final "yes/no" on whether to activate any configuration changes.

May activate config changes : After you change a parameter inlinuxconf, at some point
you’ll have to indicate tolinuxconf that the changes you made should be applied. De-
pending upon the flavor oflinuxconf that you’re using, you might do this by clicking
on anActivate the changes button in GUI linuxconf, or clicking on anAccept button in
Web-basedlinuxconf, or selecting anAccept button in text-modelinuxconf, etc.

You can grant the privilege of activating changes to a user. In that case, the user will
be able to activate any changed system configuration parameters inlinuxconf.

May shutdown : A user can be granted the right to shutdown the system. Note that Red
Hat Linux is set in/etc/inittab to cleanly shutdown following the[Ctrl]-[Alt]-[Del]

keystroke combination.

Once you have entered the login name and any other desired information select the
Accept button at the bottom of the screen. If you decide against creating a new user,
selectCancel instead.
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Figure 3–5 Change Password Screen

When you click onAccept linuxconf will prompt you to enter the password, as in Fig-
ure 3–5,Change Password Screen. You’ll have to re-type the password, to prevent
unusable passwords caused by typos. Passwords must be at least six characters in
length, but you can increase the required length and set other parameters for users’
passwords at theUsers Accounts => Password & Account Policies screen.

Good passwords contain a combination of letters, numbers, and special characters.
It should use both upper case and lower case letters. Don’t use your username, your
anniversary, your social security number, your dog’s name, your middle name or the
word root. Don’t use any variation of a word associated with your account or with
yourself. Don’t use a word that can be found in a dictionary; dictionary words are
easy to crack.

A simple technique for creating a password is to use the first letters from each word
of a phrase that is familiar to you (a line from a favorite song might be appropriate).
Make a few letters uppercase, and insert a few numbers and/or special characters in
place of letters and you’ll have a decent password.
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Press theAccept button again when finished. The system will let you know if it thinks
the password is easy to crack; if you get a warning message, don’t use the password.

3.1.6 Modifying a User Account
• Go toConfig => Users accounts => Normal => User accounts , use the filter if nec-

essary, and then select the account that you wish to modify.

• See Section 3.1.5,Adding a User Accountif you need guidance for how to fill in
the user accounts fields.

To implement the changes selectAccept . If you decide against making any changes
selectCancel . This guarantees that no changes are made.

3.1.7 Changing a User’s Password
• OpenConfig => Users accounts => Normal => User accounts . This will open the

Users accounts tab (see Figure 3–3,Users Accounts Screen).

• You may see a filter screen, depending upon the settings you’ve provided on
Control => Features . If you want the full list, selectAccept without changing
any of the parameters. For detailed information on the various filters, select the
Help button on theFilter control screen.

• Select the account whose password you wish to change. This will open theUser
information tab.

• SelectPasswd from the options at the bottom of the screen.

Linuxconf will prompt you to enter the new password. There is also a field calledCon-
firmation where you will need to type the password again. This is to prevent you
from mistyping the password. See Section 3.1.5,Adding a User Accountfor guid-
ance on choosing a password. If you decide against changing the password, select
Cancel . Once you have entered the new password selectAccept .

3.1.8 Changing the Root Password
Because of the security implications of root access,linuxconf requires you to verify that
you currently have access to the root account.

• OpenConfig => Users accounts => Normal => Change root password .
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Figure 3–6 Root Password Verification Screen

You’ll first need to enter the current root password to verify access to the root account.

Once you have entered root’s current password, it will prompt you for a new pass-
word. In theConfirmation field, type the password again (see Figure 3–5,Change
Password Screen). This is to prevent you from mistyping the password. See Section
3.1.5,Adding a User Accountif you need guidance on choosing a password. Be sure
to choose a good password! If you decide against changing the root password, just
selectCancel . Once you have entered the new password selectAccept .

3.1.9 Disabling a User Account
Disabling a user’s account is preferable to deleting a user’s account, unless you need
the storage space or you’re certain that his/her data will not be needed in the future.
If a user’s account is disabled, they will not be allowed to log in.

• OpenConfig => Users accounts => Normal => User accounts .
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• De-select the check-box that states thatThe account is enabled . Select
theAccept button at the bottom of the window and you’re all set.

The account is disabled and can be enabled later using a similar method.

3.1.10 Enabling a User Account
By default, all newly created user accounts are enabled. If you need to enable an
account, you can uselinuxconf to do it.

• OpenConfig => Users accounts => Normal => User accounts . Select theThe account
is enabled checkbox.

3.1.11 Deleting a User Account

Please Note

While there are options for retaining files associated with an
account, any files that are deleted are gone and effectively
unrecoverable. Take care when using this option!

To delete an account:

• OpenConfig => Users accounts => User accounts .

• On theUser accounts screen (see Figure 3–3,Users Accounts Screen) select the
account you wish to delete.

• At the bottom of theUser information screen, selectDel to delete the account.

Linuxconf will then prompt you with a list of options.
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Figure 3–7 Deleting Account Screen

The default option is to archive the account’s data. The archive option has the fol-
lowing effects:

1. Removes the user from the user accounts list;

2. Takes everything contained in the user’s home directory and archives it (using tar
and gzip compression), storing the resulting file in the/default_home_di-
rectory/oldaccounts directory. For an account nameduseraccount
the filename would be similar to:

useraccount -2000-01-10-497.tar.gz

The date indicates when the account was deleted, and the number following it is
the ID of the process that actually performed the deletion. Theoldaccounts
directory is created in the same place as all of your user directories, and is created
automatically the first time you remove a user account using this option.

3. Files not contained in the user’s home directory, but owned by that user remain.
The file is owned by the deleted account’s user ID (UID). If you create a new
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account and specifically assign it the UID of a deleted account, it will then become
the owner of any remaining files.

SelectingDelete the account’s data on theDeleting account <accountname> screen (see
Figure 3–7,Deleting Account Screen) will:

1. Remove the user from the user accounts list;

2. Remove the user’s home directory and all its contents.

Please Note

Files not contained in the user’s home directory, but owned
by that user will remain on the system. The file will still
be owned by the deleted account’s user ID (UID). If you
create a new account and specifically assign it the UID of a
deleted account, it will then become the owner of any such
"orphaned" files.

SelectingLeave the account’s data in place on theDeleting account <accountname> screen
(see Figure 3–7,Deleting Account Screen) will:

1. Remove the user from the user accounts list;

2. Leave the user’s home directory (with all its files) in place.

Please Note

Files and directories owned by the deleted account’s user
ID (UID) will remain on the system. If you create a new
account and specifically assign it the UID of a deleted ac-
count, it will then become the owner of these "orphaned"
files.
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3.1.12 Groups
All users belong to one or more groups. Just as each file has a specific owner, each
file belongs to a particular group as well. The group might be specific to the owner of
the file, or may be a group shared by all users. The ability to read, write or execute a
file can be assigned to a group; this is separate from the owner’s rights. For example,
the owner of a file will be able to write to a document, while other group members
may only be able to read it.

Creating a Group
To create a new group:

• OpenConfig => Users accounts => Normal => Group definition .

You may see a filter screen, depending upon the settings inControl => Filters . Either
provide a filter, or selectAccept to bypass the filter.

Figure 3–8 User Groups Screen

SelectAdd at the bottom of theUser groups screen.
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Figure 3–9 Group Specification Screen

Enter a group name. You may also wish to specify members of the group and can do
so in theAlternate members field. The list of users should be space delimited, meaning
that each username must have a space between it and the next one. Leave theGroup
name field blank, so that the system will assign aGroup ID (GID) to your new group.
When you’re finished, selectAccept and the group will be created.

Deleting a Group

To delete a group:

• OpenConfig => Users accounts => Normal => Group definitions .

You may see a filter screen, depending upon the filter setting inControl => Features .
You can use the filter to narrow your choice of groups by specifying a prefix.

• With or without a prefix selectAccept at the bottom of the screen.

• On theUser groups screen (see Figure 3–8,User Groups Screen) select the group
you wish to delete.
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• You’ll be presented with theGroup specification screen (see Figure 3–9,Group
Specification Screen).

• SelectDel to delete the group.Linuxconf will then prompt you to confirm the
deletion. Chooseyes to delete the group.

The group’s files will still remain and their respective owners will still have sole
control over them. The group name will be replaced with the deleted group’s ID.
The files may be assigned to a new group by using thechgrp command. More
information onchgrp can be found by typing the commandinfo chgrp or man
chgrp at the shell prompt. If a new group is created and the deleted group’s ID
is specified then the new group will have access to the deleted group’s files. Don’t
worry, linuxconf doesn’t recycle old group numbers any more than it does old user IDs,
so it won’t happen by accident.

Modifying Group Membership

There are two ways to modify the list of users that belong to a group. You can either
update each user account itself, or you can update the group definitions. In gen-
eral, the fastest way is to update each of the group definitions. If you’re planning on
changing more information for each user than just the group information, then updat-
ing each user account may prove easier.

We’ll start by detailing the group definitions method.

• Startlinuxconf by typing linuxconf at the shell prompt.

• OpenConfig => Users accounts => Normal => Group definitions .

Depending on the filter settings inControl => Features , you may see a filter screen.
Use the filter to narrow the list, or just selectAccept to bypass the filter.

• Select the group you wish to modify. This will open theGroup specifica-
tion screen (see Figure 3–9,Group Specification Screen).

• Add or remove each user from theAlternate members field. Make sure that all of
the user names are separated by a space character.

• SelectAccept , which can be found at the bottom of the screen.
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This will automatically update each user account with the group showing up in the
Supplementary groups field if added or absent if removed.

Adding and removing groups can also be done by modifying each individual user
account.

• Startlinuxconf by typing linuxconf at the shell prompt.

• OpenConfig => Users accounts => Normal => User accounts .

You may see a filter screen, depending on the settings inControl => Features . Use
the filter to narrow the list or selectAccept to bypass the filter.

• On theUser accounts screen (see Figure 3–3,Users Accounts Screen), select a user
that you wish to update. You will be presented with theUser information screen.

• Add or remove the desired groups from theSupplementary groups field. Each
group should be separated by a space character.

• Once you’ve made all the changes you’d like, selectAccept at the bottom of
the screen.

This will automatically update the group definitions. Repeat the process for each
user.

3.1.13 Filesystems
A filesystem is composed of files and directories, all starting from a single root di-
rectory. The root directory may contain any number of files and other directories,
with each directory in turn following suit. The average filesystem often looks like
an inverted tree with the directories as branches and the files as leaves. Filesystems
reside on mass storage devices such as diskette drives, hard drives, and CD-ROMs.

For example, a diskette drive on DOS and Windows machines is typically referenced
by A:\ . This describes both the device (A: ), and the root directory on that device
(\ ). The primary hard drive on the same systems is typically referred to as the "C"
drive because the device specification for the first hard drive isC: . To specify the
root directory on the C drive, you would useC:\ .

Under this arrangement, there are two filesystems -- the one onA: , and the one onC: .
In order to specifyanyfile on a DOS/Windows filesystem, you must either explicitly
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specify the device on which the file resides, or it must be on the system’s default drive
(which is where DOS’ C prompt comes from -- that’s the default drive in a system
with a single hard drive).

Under Linux, it is possible to link the filesystems on several mass storage devices to-
gether into a single, larger, filesystem. This is done by placing one device’s filesystem
"under" a directory on another device’s filesystem. So while the root directory of a
diskette drive on a DOS machine may be referred to asA:\ , the same drive on a
Linux system may be accessible as/mnt/floppy .

The process of merging filesystems in this way is known asmounting. When a de-
vice is mounted, it is then accessible to the system’s users. The directory "under"
which a mounted device’s filesystem becomes accessible is known as themount
point. In the previous paragraph’s example,/mnt/floppy was the diskette drive’s
mount point. Note that there are no restrictions (other than common conventions) as
to the naming of mount points. We could have just as easily mounted the floppy to
/long/path/to/the/floppy/drive .

One thing to keep in mind is that all of a device’s files and directories are relative to
its mount point. Consider the following example:

• A Linux System:

– / -- system root directory

– /foo -- mount point for the CD-ROM

• A CD-ROM:

– / -- CD-ROM’s root directory

– /images -- A directory of images on the CD-ROM

– /images/old -- A directory of old images

So, if the above describes the individual filesystems, and you mount the CD-ROM at
/foo , the new operating system directory structure would be:
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• A Linux System (with the CD-ROM mounted):

– / -- System root directory

– /foo -- CD-ROM root directory

– /foo/images -- A directory of images on the CD-ROM

– /foo/images/old -- A directory of old images

To mount a filesystem make sure to be logged in as root, or become root using thesu
command. For the latter, typesu at the shell prompt and then enter the root password.
Once you are root, typemount followed by the device and then the mount point. For
example, to mount the first diskette drive on/mnt/floppy , you would type the
commandmount /dev/fd0 /mnt/floppy .

At installation, Red Hat Linux will create/etc/fstab . This file contains infor-
mation on devices and associated mount points. The advantage to this file is that it
allows you to shorten your mount commands and it controls which filesystems are
automatically mounted when the system is booted.

Using the information in/etc/fstab , you can typemount and then either the
mount point or the device. Themount command will look for the rest of the in-
formation in /etc/fstab . It’s possible to modify this file by hand, or by using
linuxconf.

Reviewing Your Current Filesystem

We’ll start by looking at your current directory structure.

• OpenConfig => File systems => Access local drive .
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Figure 3–10 Local Volume Screen

The fields, as shown in Figure 3–10,Local Volume Screen, are:

• Source : The physical hardware;hd indicates an IDE hard drive,fd indicates a
diskette drive, andcdrom typically indicates a CD-ROM drive. If your system
has a SCSI drive, you will see ansd instead. More than one drive of a type are
listed by letters, sohda represents the first IDE drive, whilehdb would be the
second. In some cases, you’ll see numbers following these letters; on hard drives,
the numbers represent the partitions on that drive, while for diskette drives, this
number refers to the actual unit.

• Mount point : This is where in the system the drive is accessible from when
mounted.

• FsType : The type of filesystem. A standard Linux partition uses the ext2 filesys-
tem type. A filesystem type of vfat indicates a DOS filesystem with long filename
support, while a fat filesystem type is for DOS filesystems supporting traditional
8.3 filenames. The iso9660 filesystem type indicates a CD-ROM drive.
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Please Note

Red Hat Linux 6.2 can access FAT32 filesystems using
thevfat filesystem type.

• Size: Size may indicate the size of the filesystem in megabytes (M), or it may not
be filled in.

• Partition type : A description of the filesystem used on that partition (may not be
filled in).

• Status : Whether the device is mounted or not.

Filesystems from other machines on a network may also be available. These can
range from single small directories to entire volumes. No information onSize or
Partition type is available for these partitions, either. Additional information on NFS
filesystems (should you have any available) will be contained under:

Config => File systems => Access nfs volume
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Figure 3–11 NFS Volume Screen

The screen (see Figure 3–11,NFS Volume Screenis similar to theLocal volume screen,
with some notable differences in the information provided for each entry:

• Source : This will be the name of the machine serving the filesystem, followed
by the remote directory. For example:foo:/var/spool/mail wherefoo
is the machine serving the directory, and/var/spool/mail is the directory
being served.

• FsType -- This will always be "nfs."

Adding NFS Mounts
NFS (Network File System) is a way for computers to share sections of their local
filesystem across a network. These sections may be as small as a single directory,
or include thousands of files in a vast hierarchy of directories. For example, many
companies will have a single mail server with individuals’ mail files served as an NFS
mount to each users’ local systems.

To add an NFS mount:
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• OpenConfig => File systems => Access nfs volume .

• On theNFS volume screen, selectAdd.

Figure 3–12 Volume Specification Screen

The three fields on theBase tab are what you’ll need to concern yourself with next
(see Figure 3–12,Volume Specification Screen).

• Server : The host name of the machine the desired filesystem resides on. For
example, foo.bar.com.

• Volume : The filesystem you wish to add. For example,/var/spool/mail .

• Mount point : Where in your system you want the remote file system accessible
from. For example,/mnt/mail .

This is all you need to get the mount created.Linuxconf will update your/etc/fstab
file accordingly. If you are aware of additional requirements, please read the help file
on theVolume specification screen and see themount man page for more information.

Once you have entered the information, selectAccept .
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3.1.14 Getting Connected with Linuxconf (Network
Configuration)
The first thing to determine when getting hooked up is whether you’re connecting to a
local area network, such as a group of computers in an office, or a wide area network,
such as the Internet. Before continuing, it’s important to know what hardware you
have and how you intend to connect. If you’re going to dial into another computer,
then make sure your modem is installed and that the cables are arranged properly.
If you’re using a network card, make sure it is installed properly and that the cables
are correctly connected. Regardless of what network configuration you specify, if
every phone line or cable is not in place, you’ll never get connected. We’ll start with
modem connections and then move on to using network cards.

Adding Modem/PPP/SLIP connections
Red Hat Linux 6.2 uses the utility calledRP3, or theRH PPP Dialer, a graphical tool
which helps users configure and monitor network accounts -- particularly PPP ac-
counts. (To read more aboutRP3, see the related chapter in theOfficial Red Hat
Linux Getting Started Guide.) However, you can still depend onlinuxconf to set up
network configuration.

There are several pieces of information you will need to get from your ISP (Internet
Service Provider) or systems administrator before getting your PPP or SLIP account
working. In the case of some providers, you may have to sort through directions on
how to set up a PPP connection on a Linux system. Some ISPs are ill-equipped to
handle individuals using Linux. Don’t worry, you can still get connected; you just
need some additional information from your ISP.

The following is what you need for a connection with Red Hat Linux. The ISP repre-
sentatives may respond that you don’t need this information, or may suggest that you
need more than this. Red Hat has streamlined the information needed using intelli-
gent defaults and tools such aslinuxconf to simplify this process for you. Unless they
have a document specifically for Red Hat Linux, just request the information below
and go from there. Specifically, you’ll need:

• The IP address for the ISP’s domain name server

• The telephone number to dial
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• Your login and password

• An IP address for your machine if the network you are connecting to isn’t going
to provide you with a dynamic one

• Information about whether your ISP uses an authentication method such as PAP,
CHAP or MS-CHAP. If so, you will need a "secret" to enable authentication. The
secret will be a word or sequence of characters. CHAP and MS-CHAP are not
currently supported usinglinuxconf, and are rarely used.

Additional information which may be helpful, but isn’t necessary includes a sec-
ondary name server address, and a search domain. Once you have all this informa-
tion, you’re ready to get connected.

• OpenConfig => Networking => Client tasks => PPP/SLIP/PLIP.

• SelectAdd.

Figure 3–13 PPP/SLIP/PLIP Configurations Screen

Initially there won’t be any configurations specified. When you selectAdd you will
be given a choice between PPP, SLIP and PLIP.
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Figure 3–14 Type of Interface Screen

PPP is the most commonly used interface and is the default. To set up a PPP connec-
tion selectPPPand selectAccept .
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Figure 3–15 PPP Interface Screen

You’ll see the following fields:

• Phone number -- The number your modem will need to dial to access your ISP or
the remote system

• Modem port -- Indicates where your modem is and should already be set

• Use PAP authentication check box -- Check if you know that the system you are
dialing into requires this

• Login name -- Your login name for the PPP account

• Password -- Your password for the PPP account

Notice that the title bar isPPP interface ppp0 . ppp0 is the first PPP interface,ppp1
would be the second and so on. It’s important to keep track of which interface you’re
using if you have more than one. SLIP connections usesl instead ofppp for their
interface prefix. With the exception of a PAP authentication option, the entry screens
for adding a PPP or a SLIP account are identical.
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Enter the complete phone number for the remote machine, and make sure to include
any numbers required to access outside lines.

For example, if you need to dial 9 and then the number, and the computer you’re
connecting to has a telephone number of 555-0111, then you’d enter95550111 .

The next information you’re asked for is the modem port. This is a drop down box
of available ports. If you’re using a dual-boot Linux/Windows system and you know
the COM port your modem is on, the following map may be of use:

Map to Windows COM ports are as follows:

• ttyS0 -- COM1: under MS-DOS;

• ttyS1 -- COM2: under MS-DOS;

• ttyS2 -- COM3: under MS-DOS;

• ttyS3 -- COM4: under MS-DOS.

The login name is the one for the PPP account. The password you enter will be shown
in plain text, so be careful who you have around when you enter it! If you will be
using PAP authentication, check the box; when you’ve entered the other required
information, select theCustomize button at the bottom of the screen.

If you’re using PAP, select thePAP tab and enter your username and then the secret
the ISP has provided you in theSecret field . The other defaults should be sufficient,
but if you need to, you can edit the initial settings using theCustomize option.

Modifying a PPP or SLIP Configuration
You can edit an existing configuration as well as delete it by selecting it from the list
on thePPP/SLIP/PLIP configurations screen.

• OpenConfig => Networking => Client tasks => PPP/SLIP/PLIP.

• You will then be presented with thePPP/SLIP/PLIP configurations
screen (see Figure 3–13,PPP/SLIP/PLIP Configurations Screen). Select the con-
figuration you would like to modify or delete.

This will open the appropriate interface screen for your configuration. If you wish
to delete the configuration, selectDel at the bottom of the screen. The Modem
port is on theHardware tab and is a drop down menu. If you want to change the
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other settings you entered when you originally created the configuration, select
theCommunication tab. The firstSend field contains your login, and the nextSend
field contains your password. TheExpect fields correspond to thelogin: and
password: prompts, which explains theogin: andord: entries.

Please Note

Theogin: andord: entries may not be the same for
your system. Different ISP/PPP servers may use differ-
ent text and should be changed to fit the needs of what-
ever server type you are logging in to. Instead, you may
see such prompts asUser ID andauthentifica-
tion .

Figure 3–16 PPP Customization – The Communication Tab
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Once you have made your changes, you can test to see if your configuration is work-
ing. SelectConnect from the bottom of the screen. This will attempt to connect
you to the remote system using the information you’ve entered.

Other Network Connections

Setting up a network connection over Ethernet requires an entirely different type of
setup. Network connections to Token Ring or ARCnet networks follow a similar
procedure, but will not be discussed here.

• First you will need to have an Ethernet card installed.

• Startlinuxconf by typing linuxconf at the shell prompt.

• OpenConfig => Networking => Client tasks => Basic host information . TheHost
name tab will request a host name, which should be specified by default unless
you did not setup your networking during the installation process. If it is not
already specified, please take the time now to configure it. It should be specified
aslocalhost.localdomain . Skip this tab. Select the tab forAdaptor 1 .

Figure 3–17 Adaptor 1
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The first item on this screen is a check box to indicate whether this adaptor is enabled
or not. It should be checked if this is the one you intend to use. Below that is a
choice ofConfig modes . Manual means that you will be providing all the information
and entering it yourself.Dhcp andBootp mean that your machine will be getting its
network configuration information from a remote DHCP or BOOTP server. If you’re
not sure what option to choose, talk to your network administrator.

Required fields for DHCP or BOOTP:

• Net device -- The type of network card you are using; for example, eth0 would be
the appropriate entry to use the first Ethernet card.

• Kernel module -- The correct module based on your network card; for further
information see the list below.

For DHCP and bootp configurations you only need to specify theNet device and the
Kernel module . For theNet device , you will choose from a list where theeth prefix
represents Ethernet cards,arc specifies an ARCnet card andtr specifies Token Ring
cards. A complete list of network cards and their respective modules can be found in
Appendix A,General Parameters and Modules. For the most up-to-date list, please
see our website at:

http://www.redhat.com/support/hardware

The netmask information may be set by default, although depending on what kind
of network you are setting up, or becoming a part of, you may need to specify this.
If you are connecting to an ISP, ask them for the information. Most likely it will be
255.255.255.0.

Required fields for manual configuration:

• Primary name + domain -- The primary name is the name of your computer, while
the domain is how your network is specified. For example,foo.bar.com ; foo
is the primary name andbar.com is the domain.

• IP address -- The address of the machine and will follow the pattern ofx.x .x.x.
For example, 192.168.0.13.

• Net device -- The type of network card you are using; eth0 would be the appropriate
entry to use the first Ethernet card.
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• Kernel module -- The correct module based on your network card.

Information on net devices and kernel modules is described above. The appropriate
primary name + domain and IP address will depend on whether you are adding the
computer to an existing network or creating a new network. For connecting to an
existing network, contact your network administrator for the information. Getting a
network connected to the Internet is beyond the scope of this book, and we recom-
mend the following starting point:

TCP/IP Network Administration, 2nd Edition, by Craig Hunt (O’Reilly and Asso-
ciates).

If you’re setting up a private network that won’teverbe connected to the Internet,
then you can choose any primary name + domain name you would like and have
several choices for IP addresses (See Table 3–1,Addresses and Examples).

Table 3–1 Addresses and Examples

Addresses available Examples

10.0.0.0 - 10.255.255.255 10.5.12.14

172.16.0.0 - 172.31.255.255 172.16.9.1, 172.28.2.5

192.168.0.0 - 192.168.255.25 192.168.0.13

The three sets of numbers above correspond to class a, b, and c networks respectively.
The classes are used to describe the number of IP addresses available as well as the
range of numbers. The numbers above have been set aside for private networks.

Please Note

You should not use these IP addresses if you connect to the
Internet since 192.168.0.* and 192.168.255.* are not reli-
ably considered private. If you want your network to be
connected to the Internet, or think you might want to at
some point in the future, do yourself a favor and get your-
self non-private addresses now.
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Name Server Specification
A name server and default domain are also needed to establish a network connection.
The name server is used to translate host names such asprivate.network.com
to their corresponding IP address such as192.168.7.3 .

The default domain tells the computer where to look if a fully qualified hostname isn’t
specified. Fully qualified means that the full address is given, sofoo.redhat.com
is the fully qualified hostname, while the hostname is simplyfoo . If you specified
your default domain asredhat.com , then you could use just the hostname to con-
nect successfully. For exampleftp foo would be sufficient if your search domain
is redhat.com , while ftp foo.redhat.com would be required if it wasn’t.

To specify the nameserver, openConfig => Networking => Client tasks => Name server
specification (DNS) .

Figure 3–18 Resolver Configuration Screen

Nameservers are ranked according to the order in which they are accessed, so it’s
not unusual to see nameservers referred to as primary, secondary, tertiary and so on
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down the list if more than one is specified. Each of these must be an IP address and
not a name, since the computer has no way to resolve the name until it connects to a
nameserver.

In addition to a default domain, you can also specify search domains. Search domains
work differently; they progress from one to six in a similar manner to the nameserver.
However, they all take precedence over the default domain! Keep this in mind when
specifying search domains. Search domains are not commonly used.

The one item not yet covered is the check box for DNS usage. If you are running
a small private network with no Internet connection, then using/etc/hosts files
and keeping them all synchronized will work. As you add more and more machines,
the complexity increases until it is easier to have a single machine run a DNS than to
continue to sync/etc/hosts files.

Another reason for not using DNS is if your network is going to use NIS instead. Note
that NIS can be used in conjunction with DNS. So to sum it all up, unless you know
why using/etc/hosts or NIS would be best for your situation, DNS is probably
going to be your best choice.

You can add, modify, or delete entries from the/etc/hosts file using linuxconf.
OpenConfig => Networking => Misc => Information about other hosts .
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Figure 3–19 /etc/hosts Screen

To modify or delete an entry select it. To delete the entry, selectDel at the bottom of
thehost/network definition screen.
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Figure 3–20 Host/Network Definition Screen

To modify it, change the information as necessary. To add a new entry, selectAdd
at the bottom of the/etc/hosts screen. This will also open thehost/network definition
screen.

Required Fields:

• Primary name + domain -- The primary name is the name of the computer, while
the domain is how the network it is attached to is specified. For example, given
foo.bar.com , foo is the primary name andbar.com is the domain.

• IP number -- Also referred to as IP address; this is the address of the machine and
will follow the pattern ofx.x. x.x. For example, 192.168.0.13.

Optional Fields:

• Aliases -- A shorthand for the fully qualified domain name. This is often the
same as the primary name. So, for example, if the fully qualified domain name
is foo.bar.com, you could select foo as the alias.
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• Comment -- A comment on the machine. For example, "The remote nameserver."

Once finished, selectAccept .

3.1.15 Finding Your Way Through linuxconf

This table provides a quick reference for this chapter. Unfortunately, it doesn’t pro-
vide a complete quick reference forlinuxconf, which has many more capabilities than
this documentation provides.

Table 3–2 Linuxconf Quick Reference

What do you want to do? Where to find it in linuxconf

Add/modify/disable/delete a user
account

Config => Users accounts => Normal
=> User accounts

Change a user’s password Config => Users accounts => Normal
=> User accounts

Change the root password Config => Users accounts => Normal
=> Change root password

Configure networking Config => Networking => Client tasks
=> Basic host information

Create/delete a group Config => Users accounts => Normal
=> Group definitions

Create/modify modem/PPP/SLIP
connections

Config => Networking => Client tasks
=> PPP/SLIP/PLIP

Edit parameters for passwords Users Accounts => Password &
Account Policies

Disable tree menu Control => Control files and systems =>
Configure linuxconf modules

Enable Web-based access tolinuxconf Config => Networking => Misc =>
Linuxconf network access
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What do you want to do? Where to find it in linuxconf

Modify /etc/hosts Config => Networking => Misc =>
Information about other hosts

Modify group membership Config => Users accounts => Normal
=> Group definitions or Config => Users
accounts => Normal => User accounts

Set filter parameters Control => Features

Specify a nameserver (DNS) Config => Networking => Client tasks =>
Name server specification (DNS)

View filesystem Config => File systems => Access
local drive or Config => File systems
=> Access nfs volume

3.2 System Configuration with the Control Panel

Please Note

Most of what can be done with the control panel applica-
tions can also be done usinglinuxconf. In addition, linuxconf

supports both character-celland graphical user interfaces.
Please refer to Section 3.1,System Configuration withlinux-

conf for an introduction tolinuxconf.

The control panel is a launching pad for a number of different system administra-
tion tools (see Figure 3–21,The Control Panel). These tools make your life easier
by letting you configure things without remembering configuration file formats and
awkward command line options.
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Figure 3–21 The Control Panel

To start the control-panel, start the X Window System as root withstartx and type
control-panel in an Xterm. You will need to be root to run the control-panel
tools successfully. You can do this as well if you already have X running as a normal
user. Just typesu -c control-panel and then type the root password when
prompted. If you plan to do other tasks as root, you could typesu followed by the
root password when prompted.

Please Note

If you are not running X as root, you may need to give root
access to your system’s X server. To do this, enter the fol-
lowing command on anon-rootterminal window:

xhost +localhost

After starting the control panel, simply clicking on an icon starts up a tool. Please
note that you are not prevented from starting two instances of any tool, but doing so
is a very bad idea because you may try to edit the same files in two places and end
up overwriting your own changes.
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Please Note

If you do accidentally start a second copy of a tool, you
should quit it immediately. Also, do not manually edit any
files managed by the control-panel tools while the tools are
running. Similarly, do not run any other programs (such
as linuxconf) that may change those files while the tools are
running.

3.2.1 Printer Configuration
Please note that theOfficial Red Hat Linux Getting Started Guidecontains more
up-to-date documentation onprinttool, so be sure to check that document before us-
ing printtool.

The printer configuration tool (printtool) maintains the/etc/printcap file, print
spool directories, and print filters. The filters allow you to print many different types
of files, including:

• plain text (ASCII) files

• PostScript files

• TeX .dvi files

• GIF, JPEG, TIFF, and other graphics formats

• RPMs

In other words, simply printing a GIF or RPM file using thelpr command will result
in the printer doing "the right thing."
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Figure 3–22 Print Tool

In order to create a newprint queue, chooseAdd. Then, select what type of printer
is being added. There are four types of print queues which can be configured with
printtool:

• Local print queues are for printers attached to a printer or serial port on your Red
Hat Linux system

• Remote print queues are attached to a different system which you can access over
a TCP/IP network

• SMB print queues are attached to a different system which uses LAN-Manager-
type (SMB) networking

• NCP print queues are attached to a different system which uses Novell’s NetWare
network technology
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Figure 3–23 Selecting a Printer Type

After choosing the printer type, a dialog box requests further information about the
print queue (see Figure 3–24,Adding a Local Printer). All types of print queues
require the following information:

• Queue Name -- What the queue will be called. Multiple names can be specifed
with the | (pipe) character separating entries.

• Spool Directory -- This is the directory on the local machine where files are stored
before printing occurs. Be careful to not have more than one printer queue use a
given spool directory.

• File Limit -- Maximum size print job accepted, in kilobytes (1 kb = 1024 bytes).
A size of 0 indicates no limit should be imposed.

• Input Filter -- Filters convert printed files into a format the printer can handle.
PressSelect to choose the filter which best matches your printer (see Figure
3–25,Configuring a Print Filter).

In addition to configuring print queues able to print graphical and PostScript out-
put, you can configure atext-only printer, which will only print plain ASCII text.
Most printer drivers are also able to print ASCII text without converting it to
PostScript first; simply chooseFast text printing when you configure
the filter.



120 Chapter 3:System Configuration

Please Note

This only works for non-PostScript printers.

• Suppress Headers -- Check this if you don’t want a header page printed at the
beginning of each print job.

For local printers, the following information is also required:

• Printer Device -- Usually/dev/lp1 ; the name of the port which the printer is
attached to. Serial printers are usually on/dev/ttyS ? ports. Note that you
will need to manually configure serial parameters.

Figure 3–24 Adding a Local Printer
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Figure 3–25 Configuring a Print Filter

For remote printers, the dialog box contains additional fields; fill in the following
information:

• Remote Host -- Hostname of the remote machine hosting the printer.

• Remote Queue -- Name of the queue to print to on the remote machine.

The remote machine must be configured to allow the local machine to print on the
desired queue. Typically/etc/hosts.lpd controls this.
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Figure 3–26 Adding a Remote Printer

Figure 3–27 Adding an NCP Printer
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Figure 3–28 Adding an SMB Printer

For SMB and NCP printers, fill in the following information:

• Hostname of Printer Server -- Name of the machine to which the printer you want
to use is attached.

• IP number of Server -- The IP address of the machine to which the printer you
want to use is attached; this is optional and only relevant for SMB printers.

• Printer Name -- Name of the printer on which you want to print.

• User -- Name of user you must login as to access the printer (typicallyguest
for Windows servers, ornobody for samba servers).

• Password -- Password (if required) to use the printer (typically blank). Someone
should be able to tell you this if you do not already know it.
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Please Note

If you require a username and password for an SMB (LAN
Manager) or NCP (NetWare) print queue, they are stored
unencrypted in a local script. Thus, it is possible for another
person to learn the username and password. It is therefore
recommended that the username and password for use of the
printer to be different than that for a user account on the local
Red Hat Linux system, so that the only possible security
compromise would be unauthorized use of the printer. If
there are file shares from the SMB server, it is recommended
that they also use a different password than the one for the
print queue.

After you have added your print queue, you may need to restart the printer daemon
(lpd ). To do so, chooseRestart lpd from thelpd menu.

You may print atest pagefor any print queue you have configured. Select the type
of test page you would like to print from theTests menu.

Figure 3–29 Printing a Test Page

3.2.2 Loading Kernel Modules
The Linux kernel has a modular design. At boot time, only a minimalresidentkernel
is loaded into memory. Thereafter, whenever a user requests a feature that is not
present in the resident kernel, a kernelmodule is dynamically loaded into memory.
After a specified period of inactivity, the module may be removed from memory. This
design promotes leanness and efficiency.
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The mechanism that supports dynamic loading of modules is a kernel thread called
kmod. When the kernel requests a module, kmod wakes up and callsmodprobe (8)
to get it.

When you install Red Hat Linux, the hardware on your system is probed and you
provide information about how the system will be typically used and which programs
should be loaded. Based on this probing and the provided usage information, the
installation program decides which features to compile into the resident kernel and
which to put in loadable modules, and sets up the dynamic loading mechanism to
work transparently. But this is a highly configurable procedure. If you build your
own custom kernel, you can make all of these decisions for yourself.

If you add new hardware after installation requiring support provided in a kernel mod-
ule, you need to set up the dynamic loading mechanism. You do this by editing the
module configuration file,/etc/conf.modules .

For example, if at the time you installed Red Hat Linux your system included a model
SMC EtherPower 10 PCI network adapter, the module configuration file will contain
this line: alias eth0 tulip . If, after installation, you install a second identical
network adapter to your system, add this line to/etc/conf.modules :alias
eth1 tulip .

See Appendix A,General Parameters and Modulesfor an alphabetical list of kernel
modules and the hardware the modules support.

3.2.3 Network Configuration

Please Note

Documentation on network configuration usinglinuxconf can
be found in Section 3.1.14,Getting Connected withLinuxconf

(Network Configuration).

The network configuration tool (netcfg ) shown in Figure 3–30,Network Configu-
ration Panelis designed to allow easy manipulation of parameters such as IP address,
gateway address, and network address, as well as name servers and/etc/hosts .
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Figure 3–30 Network Configuration Panel

Network devices can be added, removed, configured, activated, deactivated and
aliased. Ethernet, arcnet, token ring, pocket (ATP), PPP, SLIP, PLIP and loopback
devices are supported. PPP/SLIP/PLIP support works well on most hardware, but
some hardware setups may exhibit unpredictable behavior. When using the Network
Configuration Tool clickSave to write your changes to disk, to quit without making
any changes selectQuit .

Managing Names

TheNamespanel of the Network Configuration tool serves two primary purposes:
setting the hostname and domain of the computer, and determining which name server
will be used to look up other hosts on the network. The Network tool is not capable of
configuring a machine as a nameserver. To edit a field or add information to a field,
simply click on the field with the left mouse button and type the new information.
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Figure 3–31 Adding/Editing Hosts

Managing Hosts

In theHosts management panel you have the ability to add, edit, or remove hosts
from the/etc/hosts file. Adding or editing an entry involves identical actions.
An edit dialog box will appear, simply type the new information and clickDone
when you are finished. See Figure 3–31,Adding/Editing Hostsfor an example.

Adding a Networking Interface

If you have added a networking interface to your machine since installing Red Hat
Linux, or you didn’t configure your Ethernet card at install time, you can configure
it with a few clicks of a mouse.
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Please Note

You may need to configurekerneld to load a driver for the
network interface you are adding (e.g.,eth0 ); see Section
3.2.2,Loading Kernel Modulesfor more information.

Begin adding an interface by clicking onInterfaces in the main panel. This will
bring up a window of configured devices with a row of available options, see Figure
3–32,Configured Interfaces.

Figure 3–32 Configured Interfaces

To add a device, first click theAdd button then select the type of interface you want
to configure from the box that appears (See Figure 3–33,Choose Interface Type).
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Figure 3–33 Choose Interface Type

Please Note

There is now aclone button available innetcfg . This
button can be used to create a "clone" of an already-existing
interface. By using clone interfaces, it is possible for a lap-
top to have one Ethernet interface defined for a work LAN,
and a clone Ethernet device defined for a home LAN.

PPP Interface

Adding a PPP interface can be as simple as supplying the phone number, login name
and password in theCreate PPP Interface dialog shown in Figure 3–34,Cre-
ate PPP Interface. If you must use PAP authentication for your PPP connection,
chooseUse PAP authentication . In many cases some degree of customiza-
tion will be needed to establish a PPP connection. Choosing theCustomize button
will allow you to make changes to the hardware, communication, and networking
settings for the PPP interface.
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Figure 3–34 Create PPP Interface

SLIP Interface

In order to configure a SLIP interface you must first supply a phone number, login
name, and password. This will supply the initial parameters for the chat script needed
to establish a SLIP connection. When you chooseDone, a dialog titledEdit SLIP
Interface appears that enables you to further customize the hardware, communi-
cation and networking parameters for your SLIP interface.

PLIP Interface

To add a PLIP interface to your system you only have to supply the IP address, the
remote IP address, and the Netmask. You can also select if you want to activate the
interface at boot time.

Ethernet, Arcnet, Token Ring and Pocket Adaptor Interfaces

If you are adding an ethernet, arcnet, token ring or pocket adapter to your computer
you will need to supply the following information:

• Device -- This is determined by netconfig based on the devices already config-
ured.

• IP Address -- Enter an IP address for your network device.

• Netmask -- Enter the network mask for your network device.
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The network and broadcast addresses are calculated automatically based on the
IP address and netmask you enter.

• Activate interface at boot time:

If you want the device to be configured automatically when your machine boots
select this by clicking on the box.

• Allow any user to (de)activate interface:

Check this if you want any user to be able to activate or deactivate the interface.

• Interface configuration protocol:

If you have a BOOTP or DHCP server on your network and would like to use it to
configure the interface, choose the appropriate option; otherwise, choosenone .

After providing the configuration information for your new device, clickDone. The
device should appear in yourInterfaces list as an inactive device. (The active
column should have a label ofno .) To activate the new device, first select it with
a mouse click and then choose on theActivate button. If it does not come up
properly, you may need to reconfigure it by choosingEdit .

Managing Routes

In the Routes management screen you have the ability to add, edit, or remove static
networking routes. Adding or editing an entry involves identical actions, just like the
Hosts panel. An edit dialog box will appear; simply type the new information and
click Done when you are finished. See Figure 3–35,Adding/Editing Routesfor an
example.
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Figure 3–35 Adding/Editing Routes

3.2.4 Time and Date
The "time machine" allows you to change the time and date by clicking on the ap-
propriate part of the time and date display and clicking on the arrows to change the
value.

The system clock is not changed until you click on theSet System Clock button.

Click on Reset Time to set the time machine time back to that of the system.

Please Note

Changing the time can seriously confuse programs that de-
pend on the normal progression of time, and could possibly
cause problems. Try to quit as many applications and pro-
cesses as possible before changing the time or date.
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4 PowerTools
4.1 PowerTools Packages
Red Hat PowerTools is a collection of software packages built for the Red Hat Linux
6.2 operating system. PowerTools includes the latest versions (as of this product’s
release date) of hundreds of programs -- so finding an interesting application should
be easy.

Among the many applications are audio programs, chat clients, development tools,
editors, file managers, emulators, games, graphics programs, productivity applica-
tions, math/statistics packages, systems administration and network management
tools, and window managers.

Additionally, for PalmPilot personal organizer users, thepilot directory on the
CD-ROM contains applications for use with PalmPilots.

Now that you know what you can find on PowerTools, you may want to know how
to install them. See Section 4.3,Installing PowerTools Packagesfor installation in-
formation.

4.2 Reading the Contents of the CD-ROM
You can read the contents of the PowerTools CD-ROM from a shell prompt
(either in a terminal window or in console mode). Then mount the CD-ROM
(mount /mnt/cdrom ). Once this is done, change directories by issuing thecd
/mnt/cdrom command. Finally, typeless CONTENTS to view the available
applications.

4.3 Installing PowerTools Packages
4.3.1 Installing PowerTools in a GUI Environment
If you’re using GNOME or KDE, place the CD-ROM in your CD-ROM drive. You’ll
be prompted for the root password (you must to be root in order to install packages).
After you type in the root password, either theGnome-RPM or theKpackage package
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management program will start automatically (depending on you GUI environment)
and can be used to install PowerTools.

See Chapter 7,Gnome-RPMfor specific instructions on how to useGnome-RPM. See
http://www.general.uwa.edu.au/u/toivo/kpackage/ for more information on how to
useKpackage.

If you’re not using GNOME or KDE, you’ll need to use the shell prompt to install
PowerTools. See Section 4.3.2,Installing PowerTools from the Shell Promptfor more
information.

4.3.2 Installing PowerTools from the Shell Prompt
First, mount the PowerTools CD-ROM on your CD-ROM drive.

Place the PowerTools CD in your CD-ROM drive. As root, type the following:

# mount -t iso9660 /dev/cdrom /mnt/cdrom
#

Please note

On your system, you or the system administrator may
already allow users (instead of only root) to mount the
CD-ROM drive. Users have this privilege if theuser
option is included in the/dev/cdrom line in the
/etc/fstab file. However, keep in mind that you must
be logged in as root to install any PowerTools RPMs.

After you’ve mounted the drive,cd to the mounted CD-ROM directory with the fol-
lowing command:

# cd /mnt/cdrom

When you list the contents of the CD withls , you’ll see the following directories:
SRPMS, alpha , i386 , i586 , i686 , noarch , nosrc , sparc , andsparc64 .
The SRPMSdirectory contains the PowerTools source RPMs. Thealpha , i386 ,
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sparc , andsparc64 directories contain the RPMs for the three specified operating
system architectures. Thenoarch directory contains RPMs which are not architec-
ture-specific and should install on any of the three architectures.

The i386 path is used as a general example. You should substitute the correct di-
rectory for i386 , depending upon your architecture and which package you’re in-
stalling.

cd to the i386 directory:

# cd i386
#

List the RPM files in the directory withls to see the complete list of RPM packages
included for Intel-compatible systems.

You will probably want more information about a specific package before you can
decide whether you want to install it. You can useRPM’s querying capability to find
out more information about the packages, such as the packages’ functions and origi-
nation. See Section 6.3,Impressing Your Friends with RPMfor instructions on how
to query packages usingRPM.

You can install your selected packages withRPM. RPM is a powerful command line-
driven package management system. See Chapter 6,Package Management with RPM
for more information on how to useRPM to install and manage PowerTools packages.

Once you have finished installing your packages, you’ll need to unmount your
CD-ROM. Typeumount /mnt/cdrom to unmount the CD-ROM. Typeeject
/mnt/cdrom and the CD-ROM drive will open so that you can remove the CD.
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5 Working with Update Agent
One of the more convenient ways to keep your Red Hat Linux system up to date is
throughUpdate Agent. This utility allows you to automatically locate, download and
install updated packages from Red Hat for your system.

Through a secure connection topriority.redhat.com , Red Hat’s own fast ac-
cess FTP server, you’re assured that new packages are specific to your Red Hat Linux
system, rather than might be the case with upgrades you could find through another
source. Upgrades and bug fixes are presented to you on a single "page" in your Web
browser. You can select individual packages or all of the packages for download.
You can also configureUpdate Agent to automatically install the new packages once
they’ve been downloaded.

By usingpriority.redhat.com , you can save yourself the time and trouble of
searching for and downloading individual packages from numerous FTP servers.

Please note
To useUpdate Agent, you must first register your copy of
Red Hat Linux 6.2. To register, go to http://www.red-
hat.com/now. Once you register, you can select auser
name and password which you should use to configure
Update Agent. Please refer to Section 5.2,ConfiguringUpdate

Agent for more details.

Update Agent can also automatically download specific packages, based on your pref-
erences.

It isn’t necessary to have a dedicated line in order to work withUpdate Agent; if you
have dialup access to an ISP you can also benefit from the application’s features.

5.1 Starting Update Agent

In most cases,Update Agent will be installed as a matter of course during a new instal-
lation or an upgrade.
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To start the application in GNOME, select theMain Menu Button on thePanel, then go
to System => Update Agent . If you’re using KDE as your graphical environment, you
can startUpdate Agent by going to thePanel => Red Hat => System => Update Agent .

Figure 5–1 Box Requesting Root Password

Please Note

Only root can useUpdate Agent. Each time you start the ap-
plication from your user account, you will be asked to sup-
ply your root password, as Figure 5–1,Box Requesting Root
Passwordshows. You can also start theUpdate Agent as root
at a shell prompt by typing/usr/bin/up2date .

After supplying the password, the application will start. Once the application starts,
you’ll see a screen like Figure 5–2,Main Update Agent Window. From within this
main dialog, you have the option of connecting to the priority update server, config-
uring or quitting the application.

Before continuing, however, you’ll have to configure the application with information
that’s specific to your machine and software.

5.2 Configuring Update Agent

As shipped,Update Agent will not automatically connect, download and install up-
dated packages. Before proceeding, you’ll have to supply information about your-
self, such as the user name and password which you selected when you registered
Red Hat Linux 6.2. (To learn more about registration benefits, go to http://www.red-
hat.com/now.)
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Figure 5–2 Main Update Agent Window

To configure the application, selectConfigure on the main dialog. (The button labeled
Abort is only active during a download or installation process; selecting this button
causesUpdate Agent to cease its current work.)

TheConfiguration dialog presents you with three tabbed windows in which you must
enter information:

• User -- Here, you’ll enter the user name and password which you had selected
when you registered Red Hat Linux 6.2 at http://www.redhat.com/now. You
should also enter an e-mail address to which correspondence regarding update
transactions should be sent.

• Retrieval -- Specify the name of the server and certain installation instructions,
such as which version of Red Hat Linux to update and whether to install as well
as download packages.

• Exceptions -- Specify files and/or packages which you want to exclude from your
update search, such as kernel-related files.
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Let’s begin with theUser tab. When you’re finished, your information should appear
somewhat like Figure 5–3,User Configuration Tab.

Figure 5–3 User Configuration Tab

TheUser dialog is separated into two sections:User Information andE-Mail Addresses .

In theUser Information section, enter the user name you specified when you registered
in the box markedUser ID . In the box forPassword , enter the password you chose when
you registered.

In theE-Mail Addresses section, you should specify the e-mail address to which feed-
back and summaries fromUpdate Agent should be sent for review. You can have the
feedback and summaries sent to numerous accounts, such as your user account. Just
enter the addresses in theAdd new box, then click on theAdd button. The entry will
appear in the address window.

Now it’s time to specify your options in theRetrieval tab.

TheRetrieval tab is divided into three sections, which detail the location of the priority
updates server, specific download and installation instructions, and the location of
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the directory where updates are stored on your system. (See Figure 5–4,Retrieval
Configuration Tabfor an example.)

Figure 5–4 Retrieval Configuration Tab

In theServer entry, you should enterpriority.redhat.com as the priority up-
dates server, if it isn’t already present. The entry forProgram is unavailable for you to
specify; it simply indicates the location of the CGI script which executesUpdate Agent.

Tip

You can still useUpdate Agent if your registration expires to
priority.redhat.com . Just point the application to
ftp.redhat.com .

Similar to options you might find inGnome-RPM, the selections which follow the server
information allow you to customize how you want to retrieve and install updates.
Selecting a button chooses that option. Your options are:
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• Do not replace config files -- Packages which contain configuration files that are
modified on your system will not be selected for updating. Let’s say, for exam-
ple, that you’ve modified the/etc/syslog.conf configuration file. If there
is an update available forsysklogd , which would create a new/etc/sys-
log.conf file, this package will not be downloaded and installed. If you haven’t
modified the configuration file on your system, it will be available for download-
ing and installation -- and the previous file will be backed up (in this case, as
/etc/syslog.conf.rpmsave ).

• Display all available packages -- Select this box if you wantUpdate Agent to show you
all the available packages, not just the packages specific to your installed system.

• Retrieve packages, but do not install -- By default, this option is selected. When
this option is selected,Update Agent only downloads packages into a temporary
directory. Once downloaded, you will be able to install the packages yourself.
If this option is unchecked,Update Agent will download and automatically install
your selections. Uncheck this option, then, to both download and install updated
packages; to install the packages yourself, refer to the location specified in the
Package storage directory at the bottom of the location.

• Keep packages after installation -- Retains the package files after they’ve been in-
stalled. This could be useful if you want to keep copies of packages, however
selecting this could potentially eat up quite a bit of disk space.

• Attempts to resolve dependencies -- The value associated with this option instructs
Update Agent on the number of times to check for possible dependency problems
with selected packages. The value ranges from 1 to 10, and can be adjusted by
using the scroll buttons on the side of the box. The higher the value, the greater
the number of dependency checks before your updated packages are installed.

Beneath the package options, two additional boxes allow you to specify the version
of Red Hat Linux files you want to update, and the location where those upgrade files
will be kept.

The drop-down menu forOverride version will show you a current or previous versions
of Red Hat Linux. Most users will probably retain the default entry, which is Red
Hat Linux 6.2. If no value is specified here, the proper value will automatically be
determined.
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The default entry forPackage storage directory is set to/var/spool/up2date as
the default, although you can specify a more preferable location. For example, if
you’ve chosen to download packages without automatically installing them, you may
find that these downloads take up quite a bit of space over time. Specifying a directory
on your filesystem allows you to send these packages to a directory which you know
can accommodate their size.

TheExceptions tab allows you to specify packages or individual files which you don’t
want retrieved frompriority.redhat.com and offered as an update. (See Fig-
ure 5–5,Update Exceptions Tabfor an example of this tab.)

Figure 5–5 Update Exceptions Tab

In this tab, you have the opportunity to specify which files and packages you would
prefer not to be updated or modified. Both entries --Skip Packages andSkip Files --
allow you to usewildcards, such as an asterisk (*) and a question mark (?).

The default entry in theSkip Packages section listskernel* , meaning that any packages
which begin withkernel are excluded from download and installation. Most users
will likely want to keep this exclusion.
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To add new entries, type the name of the package you do not want selected (for ex-
ampleexmh* for the e-mail applicationexmh), then click on theAdd button. Your
entry will be added to the list.

Like theSkip Packages option, theSkip Files section allows you to specify individual
files you do not want selected. For example, if you want to exclude all the files in
/home , you would enter/home/* and the accounts in/home will be excluded
from updates.

5.3 Using Update Agent

When you sign up for services at http://www.redhat.com/now, you can select an op-
tion to receive update notifications by e-mail. If you choose, you’ll be told when
updates are available, based on your preferences.

Once you receive an update notification and have correctly configuredUpdate Agent,
you can begin to use it to connect topriority.redhat.com for updates to down-
load and install.

Please note

You must have either a dedicated connection, or be con-
nected to your ISP through a dialup connection to useUpdate

Agent.

To begin a session, startUpdate Agent (in System => Update Agent ), and provide the root
account’s password.

From the main screen of the application, click onConnect . The status bar at the bottom
of the window will indicate that the application is connecting and retrieving informa-
tion from the updates FTP site.

If you have chosen to exclude packages or files (such as kernel updates), you may see
a response similar to Figure 5–6,Excluded Files. Click on theOK button to continue.
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Figure 5–6 Excluded Files

The status bar on the mainUpdate Agent window will indicate the the application is
creating a page which will be displayed in your Web browser. Once it’s finished
sorting the packages and building the page, your browser will open and you’ll see
results similar to Figure 5–7,Available Updates.

If there are updated packages available, you’ll see the name of the package, a sum-
mary of its function and related details, such as the latest version number, the release
number and the size of the package.
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Figure 5–7 Available Updates

You can select individual packages by scrolling down the page and checking the box
next to the package. When you’re finished, click on theRequest selected packages
button at the bottom of the page.

If you’d prefer to update your system with all the available packages, click on the
Request ALL packages button; you won’t be required to make individual selections
beside each package.

After you’ve made your request for the packages, the browser window will close.
(You may receive a message in a window, asking you whether you want to close the
window; confirm this decision by clicking onOK.)
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Figure 5–8 Beginning the download process

Next, you’ll see that the packages which are being downloaded will be shown in the
mainUpdate Agent screen, underPackage Name and a small button will appear next to
each package in theStatus column, similar to Figure 5–8,Beginning the download
process.

When packages have completed downloading, the button in theStatus column will
reflect this change by becoming a red arrow. The arrow will become a check mark
when each package has been successfully installed. The progress bar on the lower
right of the window will reflect the work which remains before all the updates have
been downloaded and installed.

After all the packages have been retrieved and/or installed on your system, a win-
dow will open informing you of the successful procedure. You’ll also receive e-mail
verification that you’d performed the procedure; the verification will be sent to the
address you’d specified as yourUser ID .
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To quit Update Agent once all the packages have been retrieved and installed, click on
the Quit button.
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6 Package Management with RPM
TheRPM PackageManager (RPM), is an open packaging system available for any-
one to use, and works on Red Hat Linux as well as other Linux and UNIX systems.
Red Hat, Inc. encourages other vendors to take the time to look at RPM and use it
for their own products. RPM is distributable under the terms of the GPL.

For the end user, RPM provides many features that make maintaining a system far
easier than it has ever been. Installing, uninstalling, and upgrading RPM packages
are all one line commands, and all the messy details have been taken care of for you.
RPM maintains a database of installed packages and their files, which allows you to
perform powerful queries and verification of your system.

During upgrades, RPM handles configuration files specially, so that you never lose
your customizations -- a feature that is impossible with straight.tar.gz files.

For the developer, RPM allows you to take source code for software and package it
into source and binary packages for end users. This process is quite simple and is
driven from a single file and optional patches that you create. This clear delineation
of "pristine" sources and your patches and build instructions eases the maintenance
of the package as new versions of the software are released.

Please Note

Although it can be important to understand the concepts be-
hind RPM, for those who prefer a graphical interface to the
command line, we suggest you useGnome-RPM. Please see
Chapter 7,Gnome-RPMfor more information.

6.1 RPM Design Goals
Before trying to understand how to use RPM, it helps to have an idea of what the
design goals are.

Upgradability
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With RPM you can upgrade individual components of your system without
completely reinstalling. When you get a new release of an operating system
based on RPM (such as Red Hat Linux), you don’t need to reinstall on your
machine (as you do with operating systems based on other packaging systems).
RPM allows intelligent, fully-automated, in-place upgrades of your system.
Configuration files in packages are preserved across upgrades, so you won’t
lose your customizations.

Powerful Querying

RPM is also designed to have powerful querying options. You can do searches
through your entire database for packages or just certain files. You can also
easily find out what package a file belongs to and where it came from. The
files an RPM package contains are in a compressed archive, with a custom
binary header containing useful information about the package and its contents,
allowing you to query individual packages quickly and easily.

System Verification

Another powerful feature is the ability to verify packages. If you are worried
that you deleted an important file for some package, simply verify the package.
You will be notified of any anomalies. At that point, you can reinstall the
package if necessary. Any configuration files that you modified are preserved
during reinstallation.

Pristine Sources

A crucial design goal was to allow the use of "pristine" software sources, as
distributed by the original authors of the software. With RPM, you have the
pristine sources along with any patches that were used, plus complete build
instructions. This is a big advantage for several reasons. For instance, if a
new version of a program comes out, you don’t necessarily have to start from
scratch to get it to compile. You can look at the patch to see what youmight
need to do. All the compiled-in defaults, and all of the changes that were made
to get the software to build properly are easily visible this way.
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This goal may only seem important for developers, but it results in higher qual-
ity software for end users too. We would like to thank the folks from the BO-
GUS distribution for originating the pristine source concept.

6.2 Using RPM
RPM has five basic modes of operation (not counting package building): installing,
uninstalling, upgrading, querying, and verifying. This section contains an overview
of each mode. For complete details and options tryrpm --help , or turn to Section
6.4,Other RPM Resourcesfor more information on RPM.

6.2.1 Installing
RPM packages typically have file names likefoo-1.0-1.i386.rpm , which in-
cludes the package name (foo ), version (1.0 ), release (1), and architecture (i386 ).
Installing a package is as simple as:

# rpm -ivh foo-1.0-1.i386.rpm
foo ####################################
#

As you can see, RPM prints out the name of the package (which is not necessarily the
same as the file name, which could have been1.rpm ), and then prints a succession
of hash marks as the package is installed, as a progress meter.

Installing packages is designed to be simple, but you can get a few errors:

Package Already Installed
If the package is already installed, you will see:

# rpm -ivh foo-1.0-1.i386.rpm
foo package foo-1.0-1 is already installed
error: foo-1.0-1.i386.rpm cannot be installed
#

If you really want to install the package anyway, you can use--replacepkgs on
the command line, which tells RPM to ignore the error:

# rpm -ivh --replacepkgs foo-1.0-1.i386.rpm
foo ####################################
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#

Conflicting Files

If you attempt to install a package that contains a file which has already been installed
by another package, you’ll see:

# rpm -ivh foo-1.0-1.i386.rpm
foo /usr/bin/foo conflicts with file from bar-1.0-1
error: foo-1.0-1.i386.rpm cannot be installed
#

To cause RPM to ignore that error, use--replacefiles on the command line:

# rpm -ivh --replacefiles foo-1.0-1.i386.rpm
foo ####################################
#

Unresolved Dependency

RPM packages can "depend" on other packages, which means that they require other
packages to be installed in order to run properly. If you try to install a package for
which there is such an unresolved dependency, you’ll see:

# rpm -ivh bar-1.0-1.i386.rpm
failed dependencies:

foo is needed by bar-1.0-1
#

To handle this error you should install the requested packages. If you want to force
the installation anyway (a bad idea since the package probably will not run correctly),
use--nodeps on the command line.

6.2.2 Uninstalling
Uninstalling a package is just as simple as installing:

# rpm -e foo
#
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Notice that we used the packagename"foo ," not the name of the original package
file "foo-1.0-1.i386.rpm ".

You can encounter a dependency error when uninstalling a package if some other
installed package depends on the one you are trying to remove. For example:

# rpm -e foo
removing these packages would break dependencies:

foo is needed by bar-1.0-1
#

To cause RPM to ignore that error and uninstall the package anyway (which is also
a bad idea since the package that depends on it will probably fail to work properly),
use--nodeps on the command line.

6.2.3 Upgrading

Upgrading a package is similar to installing.

# rpm -Uvh foo-2.0-1.i386.rpm
foo ####################################
#

What you don’t see above is that RPM automatically uninstalled any old versions of
the foo package. In fact you may want to always use-U to install packages, since
it works fine even when there are no previous versions of the package installed.

Since RPM performs intelligent upgrading of packages with configuration files, you
may see a message like:

saving /etc/foo.conf as /etc/foo.conf.rpmsave

This means that your changes to the configuration file may not be "forward compati-
ble" with the new configuration file in the package, so RPM saved your original file,
and installed a new one. You should investigate and resolve the differences between
the two files as soon as possible to ensure that your system continues to function
properly.
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Since upgrading is really a combination of uninstalling and installing, you can en-
counter any errors from those modes, plus one more: If RPM thinks you are trying
to upgrade to a package with anolder version number, you will see:

# rpm -Uvh foo-1.0-1.i386.rpm
foo package foo-2.0-1 (which is newer) is already installed
error: foo-1.0-1.i386.rpm cannot be installed
#

To cause RPM to "upgrade" anyway, use--oldpackage on the command line:
# rpm -Uvh --oldpackage foo-1.0-1.i386.rpm
foo ####################################
#

6.2.4 Freshening
Freshening a package is similar to upgrading:

# rpm -Fvh foo-1.2-1.i386.rpm
foo ####################################
#

RPM’s freshen option checks the versions of the packages specified on the command
line against the versions of packages that have already been installed on your system.
When a newer version of an already-installed package is processed by RPM’s freshen
option, it will be upgraded to the newer version. However, RPM’s freshen option will
not install a package if no previously-installed package of the same name exists. This
differs from RPM’s upgrade option, as an upgradewill install packages, whether or
not an older version of the package was already installed.

RPM’s freshen option works well with single packages or with a group of packages.
It’s especially handy if you’ve just downloaded a large number of different pack-
ages, and you only want to upgrade those packages that are already installed on your
system. Using the freshen option means that you won’t have to pick through the
downloaded packages, deleting any unwanted ones before using RPM.

In this case, you can simply issue the following command:
# rpm -Fvh *.rpm
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RPM will automatically upgrade only those packages that have already been installed.

6.2.5 Querying
Querying the database of installed packages is accomplished withrpm -q . A simple
use isrpm -q foo which will print the package name, version, and release number
of the installed package foo:

# rpm -q foo
foo-2.0-1
#

Instead of specifying the package name, you can use the following options with-q
to specify the package(s) you want to query. These are calledPackage Specification
Options.

• -a queries all currently installed packages.

• -f <file> will query the package owning<file> .

• -p <packagefile> queries the package<packagefile> .

There are a number of ways to specify what information to display about queried
packages. The following options are used to select the type of information for which
you are searching. These are calledInformation Selection Options.

• -i displays package information such as name, description, release, size, build
date, install date, vendor, and other miscellaneous information.

• -l displays the list of files that the package "owns".

• -s displays the state of all the files in the package.

• -d displays a list of files marked as documentation (man pages, info pages,
README’s, etc).

• -c displays a list of files marked as configuration files. These are the files you
change after installation to adapt the package to your system (sendmail.cf ,
passwd , inittab , etc).
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For those options that display file lists, you can add-v to your command line to get
the lists in a familiarls -l format.

6.2.6 Verifying
Verifying a package compares information about files installed from a package with
the same information from the original package. Among other things, verifying com-
pares the size, MD5 sum, permissions, type, owner and group of each file.

The commandrpm -V verifies a package. You can use any of thePackage Selection
Optionslisted for querying to specify the packages you wish to verify. A simple use
is rpm -V foo which verifies that all the files in the foo package are as they were
when they were originally installed. For example:

• To verify a package containing particular file:

rpm -Vf /bin/vi

• To verify ALL installed packages:

rpm -Va

• To verify an installed package against an RPM package file:

rpm -Vp foo-1.0-1.i386.rpm

This can be useful if you suspect that your RPM databases are corrupt.

If everything verified properly there will be no output. If there are any discrepancies
they will be displayed. The format of the output is a string of 8 characters, a possible
"c" denoting a configuration file, and then the file name. Each of the 8 characters
denotes the result of a comparison of one attribute of the file to the value of that
attribute recorded in the RPM database. A single "." (period) means the test passed.
The following characters denote failure of certain tests:

• 5 -- MD5 checksum
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• S -- File size

• L -- Symbolic link

• T -- File modification time

• D -- Device

• U -- User

• G -- Group

• M -- Mode (includes permissions and file type)

If you see any output, use your best judgment to determine if you should remove or
reinstall the package, or otherwise fix the problem.

6.3 Impressing Your Friends with RPM
RPM is a very useful tool for both managing your system and diagnosing and fixing
problems. The best way to make sense of all the options is to look at some examples.

• Let’s say you delete some files by accident, but you aren’t sure what you deleted.
If you want to verify your entire system and see what might be missing, you would
enter:

rpm -Va

If some files are missing, or appear to have been corrupted, you should probably
either re-install the package or uninstall, then re-install the package.

• Let’s say you run across a file that you don’t recognize. To find out which pack-
age owns it, you would enter:

rpm -qf /usr/X11R6/bin/xjewel

The output would look like:

xjewel-1.6-1
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• We can combine the above two examples in the following scenario. Say you are
having problems with/usr/bin/paste . You would like to verify the package
that owns that program but you don’t know which package that is. Simply enter:

rpm -Vf /usr/bin/paste

and the appropriate package will be verified.

• Want to find more about a particular program? You can find out by entering the
following to locate the documentation which came with the package that "owns"
that program (in this caseispell):

rpm -qdf /usr/bin/ispell

The output would be:
/usr/man/man4/ispell.4
/usr/man/man4/english.4
/usr/man/man1/unsq.1
/usr/man/man1/tryaffix.1
/usr/man/man1/sq.1
/usr/man/man1/munchlist.1
/usr/man/man1/ispell.1
/usr/man/man1/findaffix.1
/usr/man/man1/buildhash.1
/usr/info/ispell.info.gz
/usr/doc/ispell-3.1.18-1/README

• Let’s say you find a newkoules RPM, but you don’t know what it is. To find out
some information on it, enter:

rpm -qip koules-1.2-2.i386.rpm

The output would be:
Name : koules Distribution: Red Hat Linux Colgate
Version : 1.2 Vendor: Red Hat Software
Release : 2 Build Date: Mon Sep 02 11:59:12 1996
Install date: (none) Build Host: porky.redhat.com
Group : Games Source RPM: koules-1.2-2.src.rpm
Size : 614939
Summary : SVGAlib action game; multiplayer, network
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Description :
This arcade-style game is novel in conception and
excellent in execution. No shooting, no blood, no guts,
no gore. The play is simple, but you still must develop
skill to play. This version uses SVGAlib to run on a
graphics console.

• Now you want to see what files thekoules RPM installs. You would enter:

rpm -qlp koules-1.2-2.i386.rpm

The output is:

/usr/man/man6/koules.6
/usr/lib/games/kouleslib/start.raw
/usr/lib/games/kouleslib/end.raw
/usr/lib/games/kouleslib/destroy2.raw
/usr/lib/games/kouleslib/destroy1.raw
/usr/lib/games/kouleslib/creator2.raw
/usr/lib/games/kouleslib/creator1.raw
/usr/lib/games/kouleslib/colize.raw
/usr/lib/games/kouleslib
/usr/games/koules

These are just several examples. As you use the system you will find many more uses
for RPM.

6.4 Other RPM Resources
For more information on RPM, check out the man page, the help screen (rpm
--help ), and the RPM documents available at

http://www.rpm.org/

There is also an RPM book available. It’s calledMaximum RPM, and it is available
from Red Hat, at your local bookstore and through online booksellers. It contains a
wealth of information about RPM for both the end-user and the package builder.
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An on-line version of the book is available at http://www.rpm.org/.

There is also a mailing list for discussion of RPM-related issues, called
rpm-list@redhat.com .

The list is archived on http://www.redhat.com/support/mailing-lists/. To subscribe,
send mail torpm-list-request@redhat.com with the wordsubscribe in
the subject line.
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7 Gnome-RPM
One of the most convenient package manipulation tools available isGnome-RPM, a
graphical tool which runs under the X Window System.Gnome-RPM was written by
James Henstridge (james@daa.com.au ); RPM 3.0 support was written by Red
Hat and additionalrpmfind code was written by Daniel Veillard.

Gnome-RPM (which is also referred to asgnorpm) allows the end-user to easily work
with RPM technology; it is fast, powerful and features a friendly interface.

To learn more about RPM technology, turn to Chapter 6,Package Management with
RPM.

Gnome-RPM is "GNOME-compliant," meaning that it seamlessly integrates into
GNOME, the X Window System desktop environment.

With Gnome-RPM, you can easily

• install RPM packages

• uninstall RPM packages

• upgrade RPM packages

• find new RPM packages

• query RPM packages

• verify RPM packages

The interface features a menu, a toolbar, a tree and a display window of currently
installed packages.

Operations are often performed inGnome-RPM by finding and selecting packages, then
choosing the type of operation to perform via push-button on the toolbar, through the
menu or by right-clicking with the mouse.

• Installing a package places all of the components of that package on your system
in the correct locations.

• Uninstalling a package removes all traces of the package except for configuration
files you have modified.
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• Upgrading a package installs the newly available version and uninstalls all other
versions that were previously installed. This allows quick upgrading to the latest
releases of packages. Refer to Section 7.4,Configurationfor information about
how to alter the default settings for installing and uninstalling packages.

You can also use theWeb find option to search the Internet for newly released pack-
ages. You can directGnome-RPM to search for particular distributions when you want
to look for new packages. (If you have a slow connection, this option can take some
time to fully execute.) See Section 7.4,Configurationfor more information about
this feature.

Please Note

Exercise caution if you choose to use theWeb find option,
since there is no way to verify the integrity of the many
packages which are available at numerous repositories. Be-
fore installing packages, you should perform a query on that
package to help you determine whether it can be trusted.
Packages not produced by Red Hat are not supported in any
way by Red Hat.

Using Gnome-RPM to perform all of these and many other operations is the same as
usingrpm from the shell prompt. However, the graphical nature ofGnome-RPM often
makes these operations easier to perform.

The usual way to work withGnome-RPM is to display the available packages, select the
package(s) you want to operate on, and then select an option from the toolbar or menu
which performs the operation. However,Gnome-RPM is flexible enough to display
packages in a variety of views, thanks to the use offilters. Refer to Section 7.3,
Installing New Packagesfor more information on using filters to identify packages.

You can install, upgrade or uninstall several packages with a few button clicks. Sim-
ilarly, you can query and verify more than one package at a time. Because ofGnome-

RPM’s integration with GNOME, you can also perform installation, query and verifi-
cation on packages from within theGNOME File Manager.
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7.1 Starting Gnome-RPM
You can startGnome-RPM from either an Xterm window or from the GNOME desktop
Panel (Main Menu Button => System => GnoRPM).

To startGnome-RPM from an Xterm window, at the shell prompt, simply type

gnorpm &

That will bring up the mainGnome-RPM window (as shown in Figure 7–1,Main
Gnome-RPM Window).

Please Note

If you would like to install, upgrade or uninstall packages,
you must be in root. The easiest way to do this is to typesu
to become root, and then type the root password at a shell
prompt. However, it isn’t necessary to be root in order to
query and verify packages.

There are several parts to theGnome-RPM interface.

• Package Panel - On the left; allows you to browse and select packages on your
system.

• Display window - To the right of the package panel; shows you contents from
folders in the panel.

• Toolbar - Above the display and panel; a graphical display of package tools.

• Menu - Above the toolbar; contains text-based commands, as well as help info,
preferences and other settings.

• Status bar - Beneath the panel and display windows; shows the total number of
selected packages.
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Figure 7–1 Main Gnome-RPM Window

7.2 The Package Display
Each folder icon in the tree view at left represents a group of packages. Each group
can contain subgroups. Groups are used to place packages that perform similar func-
tions in similar locations. For example, the folderEditors contains text editors such
ased, vim andGXedit. From the tree view on the left, you might find another folder
beneathEditors calledEmacs , which would contain bothemacs andemacs-X11.

The tree view is also arranged in an expandable and collapsible manner, which helps
you to easily navigate through the packages. A folder which appears with a+ next to
it indicates that there are subfolders within that category.

To view the packages and subgroups within a group, click once on a folder or a+
with your left mouse button. The display window will then show you the contents of
that folder. By default, you will be presented with icons to represent the packages.
You can change that view to a list view by selectingView as list from theInterface tab
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you’ll find underOperations => Preferences . Refer to Section 7.4,Configurationfor
more information about customizing the settings.

In this manner, you can move about the tree view, opening and expanding folders
containing applications, games, tools and more. The contents of each folder will be
displayed at the right.

7.2.1 Selecting Packages
To select a single package, click on it with the left mouse button. You’ll notice that
highlighting will appear around the package title (as shown in Figure 7–2,Selecting
Packages in Gnome-RPM) which reflects the selection. To unselect it, either click
on an empty space in the display panel with the left mouse button, or click on the
Unselect button on the toolbar. When you unselect a package, the highlighting will
disappear.

Figure 7–2 Selecting Packages in Gnome-RPM

You can select and unselect multiple packages, in more than one folder in the tree
panel. To select more than one package incrementally, left-click with your mouse
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button, while holding down the[Ctrl] key; you’ll see highlighting around each addi-
tional selection.

To select more than one packageglobally, that is, make larger selections within a
folder, left-click one package, then, while holding down the[Shift] key, left-click on the
final package you wish to select. By doing so, you’ll notice that individual packages
between your starting and ending selections will also be highlighted for selection.
Using this option makes selecting groups of packages quicker than selecting each
package individually.

The status bar at the bottom ofGnome-RPM will display the total number of packages
you have selected.

7.3 Installing New Packages
To install new packages, chooseInstall from the toolbar. TheInstall window will open,
revealing packages which are either already installed, newer packages or other op-
tions, which can be selected from theFilter drop-down bar at the top of the window.
See Figure 7–4,The Add Packages Windowfor an example of theInstall window, us-
ing the filter for "All but installed packages ."

Using theFilter feature allows you to winnow your choices for viewing packages.
Available filters for viewing include:

• All packages

• All but installed packages

• Only uninstalled packages

• Only newer packages

• Uninstalled or newer packages

You can switch the display of packages by using the drop-down bar at the top of the
window.
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Figure 7–3 The Install Window

Choose theAdd button. By default, if your CD-ROM is mounted with a Red Hat
Linux CD-ROM,Gnome-RPM will search in/mnt/cdrom/RedHat/RPMS for new
packages. (You can find this default option in theInstall Window tab of thePreferences
dialog. See Section 7.4,Configurationfor more information on this feature.)

If no packages are available in the default path, you’ll be presented with anAdd Pack-
ages window from which you can select the appropriate location of your new package.
In this view, you can select the correct path by using the drop-down bar at the top of
the window to quickly navigate to pre-set locations; or you can double-click in the
left panel of theAdd Packages window to navigate to the correct path (as in Figure
7–4,The Add Packages Window). You can also type the path in the text window at
the bottom of theAdd Packages window.
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Figure 7–4 The Add Packages Window

Please Note

If you download RPMs, you’ll likely find those down-
loaded packages in a directory calledrpms within your
home directory. For example, if your home directory
is /home/bill , your downloaded RPMs will be in
/home/bill/rpms .

By clicking on the item, you’ll find a brief description of the package in thePackage
Info panel of theInstall window. To perform an installation or a query on the pack-
age, click inside thecheckbox next to the package, then select theInstall button. You
can also query the item once it’s checked; from within thePackage Info window, you
can also perform the installation (see Figure 7–10,Query Windowin Section 7.5.1,
Querying Packagesfor an example).
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To choose an item, double-click on it with your left mouse button, or click on theAdd
button. The selected package(s) will be added to theInstall window. You can also
install more than one package in the same manner; each selection will be added to
the Install window.

In addition to choosing to install the packages from within theInstall window, you can
install after performing a query on the selected package. Click onQuery , which will
open thePackage Info window. Here, you can find a variety of details about the file(s)
you’ve selected to install. Information will include the origination of the package,
the date it was built, its size and more.

Within thisPackage Info window, you have the option of installing or upgrading pack-
ages.

If the package already exists on your system and you’re querying a newer release,
thePackage Info window provides anUpgrade button, which will perform an upgrade
to newer releases.

You can also "drag and drop" packages fromGNOME File Manager. Within theFile Man-

ager, left-click on your selected RPM file then, while still holding down the mouse
button, "drag" the file to theInstall window and place it within theName panel.

When dragging files to theInstall window from theFile Manager, you’ll notice that the
file appears as an icon while it’s being dragged towardGnome-RPM. Once inside the
Name panel, you’ll see that the package is checked for installation by default, and its
information appears in thePackage Info panel to the right.

To install the package now, just select theInstall button.

You’ll see a progress indicator when your package is being installed.

7.4 Configuration
Gnome-RPM offers a wide selection of choices for installing and uninstalling packages,
documentation and other features. You can customizeGnome-RPM through thePrefer-
ences dialog, which you can access fromOperations => Preferences on the menu. To
make selections in the many of thePreferences dialogs, select the check boxes next to
the options.
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Under theBehavior tab, you’ll find a number of options for configuring the way
Gnome-RPM installs, uninstalls and upgrades packages. The Behavior tab is split
into five sections: Install, Upgrade, Other, Database and Architecture. Note that by
default these boxes are not checked (see Figure 7–5,Behavior Tab in Preferences).

Figure 7–5 Behavior Tab in Preferences

UnderInstall Options , you have the following choices:

• No dependency checks - When selected, this will install or upgrade a package with-
out checking for other types of files on which the program may be dependent in
order to work. However, unless you know what you’re doing we strongly suggest
you not use this option as some packages may depend on other packages for files,
libraries or programs to function correctly.

• No reordering - This option is useful if RPM is unable to change the installation
order of some packages to satisfy dependencies.
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• Don’t run scripts - Pre- and post-install scripts are sequences of commands that
are sometimes included in packages to assist with installation. This check box is
similar to the--noscripts option when installing from the shell prompt.

UnderUpgrade Options , you can select the following:

• Allow replacement of packages - Replaces a package with a new copy of itself.
Similar to the--replacepkgs option from the shell prompt. This option can
be useful if an already-installed package has become damaged or may require
other repair to function correctly.

• Allow replacement of files - Allows the replacement of files which are owned by an-
other package. The shell prompt equivalent for this RPM option is--replace-
files . This option can sometimes be useful when there are two packages with
the same file name but different contents.

• Allow upgrade to old version - Like the shell prompt RPM option equivalent
--oldpackage , this option allows you to "upgrade" to an earlier package.
It can sometimes be useful if the latest version of a package doesn’t function
correctly for your system.

• Keep packages made obsolete - Prevents packages listed in an Obsoletes header
from being removed.

In Other Options , you can select:

• Don’t install documentation - Like --excludedocs , this option can save on disk
space by excluding documentation such as man pages or other information related
to the package.

• Install all files - Installs all files in the package.

The choices available inDatabase Options andArchitecture Options allow you to decide,
among other things, whether you want to perform a "test" installation (which will
check for file conflicts without actually performing an install), or whether you want
to exclude packages for other operating systems or system architectures.

In the Package Listing tab, you’ll find a choice of displays for your packages: either
View as icons , which will be graphically-based, orView as list , which is not graphical
but can provide more information about the packages.
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In Install Window, , you can specify the path through whichGnome-RPM can find new
RPMs on your system. Refer to Figure 7–6,Install Windowfor an example of this
dialog. If you’re using your Red Hat Linux CD-ROM, this path will probably be

/mnt/cdrom/RedHat/RPMS

or a similar path which had been set as the default path forGnome-RPM. If you
download new RPMs from the Internet or want to install RPMs via a NFS-mounted
CD-ROM this path will be different for you.

Figure 7–6 Install Window

To change this path, type the full path to the RPMs you’d like to work with. Choos-
ing theApply or OK buttons will save this path, making it the default path for future
sessions. You can also determine the default path by selecting theBrowse… button,
and visually navigating through theRPMPath window.

After changing install path and closing the dialog box, you can use theInstall button
to view the packages available in your new location.



Section 7.4:Configuration 173

(If the path for your RPMs doesn’t match the default path in your preferences, you’ll
be presented with a browser window, which will allow you to select the correct path
for your new RPMs.)

UnderPackage Colors, you’ll find color coding for packages. The default setting for
older packages is gray; for current packages, the color is green; for newer packages
than those installed, the color is blue. These color values can be customized to suit
your needs.

The RPM Directories, contains a listing of default locations whereGnome-RPM will
search for packages.

In Network, you have the ability to specify proxies for use with HTTP and FTP trans-
fers, as well as user and password names (see Figure 7–7,Network Settings). Note,
however, that the password will not be stored securely.

In theCache expire window, you can set the length of time before data from therpmfind

database is considered out of date.

Figure 7–7 Network Settings
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In Rpmfind andDistributions , you’ll find settings and options which correspond to the
Web find feature.

TheRpmfind system was devised by Daniel Veillard, and allows the user to search the
Internet for packages by name, summary, architecture and more (see Figure 7–8,The
Rpmfind Window). The user is then given the option of downloading and installing
the most appropriate packages for their system. To learn more aboutRpmfind, go to
http://rpmfind.net/.

Figure 7–8 The Rpmfind Window

The Metadata server sets the server to be used for searches. TheDownload dir: entry
allows you to specify where you want the files to be placed.

You can also specify the vendor, distribution name and whether to find sources and/or
the latest files.
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Figure 7–9 Distribution Settings in Preferences

In Distribution Settings , you can set the options for choosing the most appropriate pack-
age out of the selectionsRpmfind returns, as well as which mirror you would like to
use. The higher the rating you indicate for your selection (as shown in Figure 7–9,
Distribution Settings in Preferences) the higher the priority it will receive; the lower
rating, such as "-1," will specify that packages not be recommended.

7.5 Package Manipulation
7.5.1 Querying Packages
The easiest way to query packages is to use theQuery option from the menu at the
top. If you want to query more than one package, make all your selections then press
the Query button on the menu.

You’ll be presented with a window like the one shown in Figure 7–10,Query Window.
The more packages you’ve queried, the more "tabs" you’ll find within theQuery box,
each tab representing aQuery window for a package.
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Figure 7–10 Query Window

The name of the package is centered at the top of the box. Below, the box is divided
into two columns of listed information; below this information, you’ll see a display
area showing package files.

In the left column in the information list, you’ll find the size of the file, the machine
on which the file is found, the name of the package distribution and the group to
which its function belongs.

In the right column, you’ll find the date of the package’s installation on your machine,
the date the package was built, the name of the vendor and the name of the group who
packaged the software. If the package has not been installed on your machine, that
space will simply read, "not installed." Clicking on the name followingPackager will
cause your browser’s e-mail application to open in compse, so that you can write to
the packager.

Centered at the bottom of the information list is the URL of the application’s devel-
oper (see Figure 7–11,URL in the Query Window). Similar to the e-mail function of
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thePackager entry, clicking on the URL will cause your browser to open to the cor-
responding website.

Figure 7–11 URL in the Query Window

Below the description is a list of the files contained in the package. If aDappears in
its related column to the left of the path, that file is a documentation file and would be
a good thing to read for help on using the application. If aCappears in its respective
column, the file is a configuration file. Under theS column, you can view the "state"
of the package; here, you’ll receive information if any files are reported as "missing"
from the package (and therefore probably mean there’s a problem with the package).

If you’re querying a package that’s already installed, you’ll also find two additional
buttons beneath at the bottom of this window:Verify andUninstall . If you’re perform-
ing a query on a package that hasn’t been installed yet, the buttons on the bottom will
be labeledInstall , Upgrade andCheck Sig .

To close the query window without performing any action, left-click on theX at the
top right of the window bar.
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7.5.2 Verifying Packages
Verifying a package checks all of the files in the package to ensure they match the ones
present on your system. The checksum, file size, permissions, and owner attributes
are all checked against the database. This check can be used when you suspect that
one of the program’s files has become corrupted for some reason.

Choosing the packages to verify is like choosing the packages to query. Select the
packages in the display window and use theVerify button on the toolbar or fromPack-
ages => Verify on the menu. A window opens like the one in Figure 7–12,Verify
Window.

Figure 7–12 Verify Window

As the package is being checked, you’ll see the progress in theVerify window. If
there are any problems discovered during the verify process, they’ll be described in
the main display area.
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7.5.3 Uninstalling Packages
Uninstalling a package removes the application and associated files from your ma-
chine. When a package is uninstalled, any files it uses that are not needed by other
packages on your system are also removed. Changed configuration files are copied
to <filename> .rpmsave so you can reuse them later.

Please Note

Remember that you must be root to uninstall packages.

If uninstalling a package would break "dependencies" (which could hobble other ap-
plications that require one or more of the removed files in the package), a dialog will
pop up, asking you to confirm the deletion. This will occur if you haven’t selected
the "No dependency checks" box from thePreferences menu (as shown in Figure 7–13,
The Behavior Tab in Preferences).

Figure 7–13 The Behavior Tab in Preferences
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There are a variety of methods through which you can remove a selected package:
from the menu, underPackages ; from the toolbar and from theQuery function. If you
decide to remove more than one package at a time, you can choose either an incre-
mental or global selection in the same way as you would when installing, querying or
verifying. The total of your selections will be reflected in the status bar on the bottom
of the main window. Because you can remove more than one package at a time, use
caution to select only those which you wish to remove.

Figure 7–14 Uninstall Window

Once you’ve begun the uninstall,Gnome-RPM asks for confirmation, showing a win-
dow like the one in Figure 7–14,Uninstall Window. All of the packages that are
about to be uninstalled are listed. You should look at them all to ensure you’re not
about to remove something you want to keep. Clicking theYes button will start the
uninstallation process. After it completes, the packages and groups that have been
removed will disappear from any windows they were in.
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Upgrading Packages

When a new version of a package has been released, it is easy to install it on your
system. Select the packages from the window of available packages in the same way
you select packages for installation. Both theUpgrade button on the toolbar and, from
the menu, underOperations => Upgrade will begin the process. You simplyAdd pack-
ages in the same manner as you would a new package installation.

During the upgrade, you’ll see a progress indicator like the one for installing pack-
ages. When it’s finished, any old versions of the packages will be removed, unless
you specify otherwise (refer to Section 7.4,Configurationfor more information).

It is much better to use the upgrade option than to uninstall the old versions of a
package and then install the new one. Using upgrade ensures that any changes you
made to package configuration files are preserved properly, while uninstalling and
then reinstalling a new package could cause those changes to be lost.

If you run out of disk space during an installation, the install will fail. However,
the package which was being installed when the error occurred may leave some files
around. To clean up after this error, reinstall the package after you’ve made more
disk space available.
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8 Lightweight Directory Access Protocol
(LDAP)

8.1 What is LDAP?

LDAP (Lightweight Directory Access Protocol) is a proposed open standard for
global or local directory services over a network and/or the Internet. A directory, in
this sense, is very much like a phone book. LDAP can handle other information,
but at present it is typically used to associate names with phone numbers and e-mail
addresses. Directories are designed to support a high volume of queries, but the data
in the directory doesn’t change all that often.

LDAP is much more useful than a paper phone book, because LDAP’s design is
intended to support propagation over LDAP servers throughout the Internet, much
like the Domain Name Service (DNS). The DNS system acts as the address book
of the Internet by keeping track of domain name/IP address pairs. DNS servers tell
networked machines where packets need to go. In the future, LDAP could provide
the same type of global access to many types of directory information: at present,
LDAP is more commonly used within a single large organization, like a college or a
company, for directory services.

LDAP is a client-server system. An LDAP client connects to an LDAP server and
either queries for information or provides information that needs to be entered into
the directory. The server either answers the query, refers the query to another LDAP
server, or accepts the information for incorporation into the directory.

LDAP is sometimes known asX.500 Lite. X.500 is an international standard for
directories. X.500 is full-featured, but it is complex and requires lots of computing
resources and the full OSI stack. LDAP, in contrast, can run easily on a PC and over
TCP/IP. LDAP can access X.500 directories, but it does not support every capability
of X.500.

This chapter will refer to the configuration and use ofOpenLDAP, an open source
implementation of LDAP.OpenLDAP includesslapd , a stand-alone LDAP server;
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slurpd , a stand-alone LDAP replication server; libraries implementing the LDAP
protocol; utilities; tools; and sample clients.

8.2 Pros and Cons of LDAP
The main benefit of using LDAP is the consolidation of certain types of information
within your organization. For example, all of the different lists of users within your
organization can be merged into one LDAP directory. This directory can be queried
by any LDAP-enabled applications that need this information. The directory can also
be used by users who need directory information.

Other LDAP benefits include its ease of implementation (compared to X.500), and its
well-defined Application Programming Interface (API), which means that the num-
ber of LDAP-enabled applications and LDAP gateways should increase in the future.

On the negative side, if you want to use LDAP, you’ll need LDAP-enabled applica-
tions or you’ll need to use LDAP gateways. As mentioned previously, LDAP will
only increase in usage, but at present, there aren’t a plethora of LDAP-enabled appli-
cations available for Linux. Also, while LDAP does support some access control, it
does not support as many security features as X.500.

8.3 Uses for LDAP
Several Netscape applications, including NetscapeRoaming Access are LDAP-enabled.
Sendmail 8.[89].x can use LDAP to look up addresses. Your organization can use
LDAP as an organization-wide directory and/or name service (in place of NIS or flat
files). You can even use a personal LDAP server to keep track of your own e-mail
address book (see Section 8.10,LDAP Resources on the Web).

LDAP can be used as an authentication service via thepam_ldap module. LDAP
is commonly used as a central authentication server so that users have a unified login
that covers console logins, POP servers, IMAP servers, machines connected to the
network using Samba, and even Windows NT machines. All of these login situations
can rely on the same user ID and password combination, using LDAP.
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8.4 LDAP Terminology
An entry is one unit in an LDAP directory. An entry is identified or referenced by
its uniqueDistinguished Name(DN).

An entry has attributes; attributes are pieces of information which are directly associ-
ated with the entry. For example, an organization could be an LDAP entry. Attributes
associated with the organization might be its fax number, its address, and so on. Peo-
ple can also be entries in the LDAP directory. Common attributes for people include
their telephone numbers and their e-mail addresses.

Certain attributes are required, while other attributes are optional. Anobjectclass
sets which attributes are required and which are optional. Objectclass definitions are
found in theslapd.oc.conf file.

The LDAP Data Interchange Format (LDIF) is an ASCII text format for LDAP
entries. Files that import or export data to and from LDAP servers must be in LDIF
format. An LDIF entry looks like this:

[<id>]
dn: <distinguished name>
<attrtype>: <attrvalue>
<attrtype>: <attrvalue>
<attrtype>: <attrvalue>

An entry can contain as many <attrtype>: <attrvalue> pairs as needed. A blank line
indicates that the entry is finished and that another entry is about to begin.

Everything enclosed within < > is variable, and can be set by you when you add an
LDAP entry, with the exception of the <id>. The <id> is a number normally set by
the LDAP tools when you add an entry, and you’ll probably never need to manually
set one.

8.5 OpenLDAP Files
OpenLDAP configuration files are installed into the/etc/openldap directory. If
you do anls on /etc/openldap , you’ll see something like:

$ ls
ldap.conf ldapsearchprefs.conf slapd.at.conf slapd.oc.conf
ldapfilter.conf ldaptemplates.conf slapd.conf
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$

The files you should know about areslapd.conf , slapd.at.conf and
slapd.oc.conf . Theslapd.conf file contains configuration information for
the slapd daemon and for all of the database back-ends. You will need to make
some changes toslapd.conf before you start theslapd daemon.

Theslapd.at.conf file holdsattribute syntax definitions for the LDAP direc-
tory. Attribute syntax definitions describe the type of information that the attribute
provides. You have five choices:

• bin -- binary information

• ces -- case exact string (a string whose case matters)

• cis -- case ignore string (a string whose case doesn’t matter)

• tel -- a telephone number (blank spaces and hyphens are ignored)

• dn -- the distinguished name

For example, here are attribute syntax definitions from a typicalslapd.at.conf :

attribute photo bin
attribute personalsignature bin
attribute jpegphoto bin
attribute audio bin
attribute labeledurl ces
attribute ref ces
attribute userpassword ces
attribute telephonenumber tel

Certain LDAP-enabled applications may require that you edit theslapd.at.conf
file, usually to add particular attribute syntax definitions.

The slapd.oc.conf file includes theobjectclass definitionsfor an LDAP di-
rectory. The objectclass definitions state which attributes are required and which
attributes are optional for particular objectclasses.

The following excerpt from a typicalslapd.oc.conf file contains the objectclass
definitions for the top, alias, and referral objectclasses:

objectclass top
requires
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objectClass

objectclass alias
requires

aliasedObjectName,
objectClass

objectclass referral
requires

ref,
objectClass

You may need to edit the objectclass definitions in yourslapd.oc.conf , depend-
ing upon how you’re going to use your LDAP directory. For example, if you’re
creating an LDAP directory of employees for use in your organization, you’ll prob-
ably have specific required attributes for certain objectclasses that might not be used
outside the organization (e.g., an employee ID number internal to your organization
might be a required attribute for an objectclass of "person").

8.6 OpenLDAP Daemons and Utilities
The OpenLDAP package includes two daemons:slapd andslurpd . Theslapd
daemon is the stand-alone LDAP daemon, which you’ll need to run to support LDAP.

Theslurpd daemon controls the replication of LDAP directories over a network.
Slurpd sends changes from the master LDAP directory to slave LDAP directories.
You won’t need to runslurpd unless you have more than one LDAP server on your
network. If you have two or more LDAP servers, you’ll need to runslurpd to keep
the LDAP directories in sync.

OpenLDAP also includes some utilities for adding, modifying and deleting entries in
an LDAP directory. Theldapmodify tool is used to modify entries in an LDAP
database. Theldapadd utility is used to add entries to your directory (ldapadd
is actually a hard link toldapmodify -a ). Ldapsearch is used to search for
entries andldapdelete is used to delete entries. Theldif2ldbm tool converts
an LDIF file into an LDBM back-end database.

See their man pages for more information on all of these utilities.
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8.7 Modules for Adding Extra Functionality to LDAP
Red Hat Linux includes the following packages which add functionality to LDAP:

The nss_ldap module is an LDAP module for theSolaris Nameservice Switch
(NSS). NSS is a set of C library extensions necessary for accessing LDAP directory
information, instead of or in addition to theNetwork Information Service (NIS)
name service and/or flat files. Thenss_ldap module is needed to use LDAP as a
native name service.

Thepam_ldap module is needed to integrate LDAP authentication into the Plug-
gable Authentication Modules (PAM) API. If you usepam_ldap , users can au-
thenticate and change their password using LDAP directories. Thenss_ldap and
pam_ldap modules are provided in thenss_ldap package.

Red Hat Linux also includes LDAP modules for the Apache Web server. The
auth_ldap module is for authenticating HTTP clients against the user entries
in an LDAP directory. Thephp-ldap module adds LDAP support to the PHP3
HTML-embedded scripting language. Theauth_ldap andphp-ldap modules
will need to be compiled into Apache asDynamic Shared Objects(DSOs).

8.8 LDAP How To: A Quick Overview
This section provides a quick overview of the steps you’ll need to take to get an LDAP
directory working.

1. Make sure theopenldap RPM, and any other LDAP-related RPMS that you
need, are installed.

2. See either the Quick Start Guide at theOpenLDAP site (http://www.openl-
dap.org/faq/data/cache/172.html; start at "Create configuration file for slapd,"
since the LDAP files are already installed), or see the Linux-LDAP HOWTO
(http://www.linuxdoc.org/HOWTO/LDAP-HOWTO.html) for instructions on
using LDAP on your system. Both cover the rest of these steps.

3. Edit theslapd.conf file to get it right for your system.

4. Startslapd .
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5. Create your LDAP directory (examples of LDAP entries are provided at the
PADL Software website at http://www.padl.com/ldap_examples.html).

6. Add entries to your LDAP directory withldapadd or with a script.

7. Useldapsearch to see ifslapd is working.

8. At this point, your LDAP directory should exist. The next step is to configure
your LDAP-enabled applications so that they can use the LDAP directory.

8.9 Configuring Your System to Authenticate Using
OpenLDAP
This section provides a brief overview of how to configure your Red Hat Linux system
to authenticate usingOpenLDAP. Unless you’re anOpenLDAP expert, you will probably
need more documentation than is provided here. Please refer to the references pro-
vided in Section 8.10,LDAP Resources on the Webfor more information.

8.9.1 Install the Necessary LDAP Packages
First, you’ll need to make sure that the appropriate packages are installed on both the
LDAP server and the LDAP client machines. The LDAP server needs theopenldap
package.

The LDAP client machines need the following packages installed:openldap ,
auth_ldap , nss_ldap andpam_ldap .

8.9.2 Edit Configuration Files
Edit /etc/openldap/slapd.conf

The slapd.conf file, located in/etc/openldap , contains the configuration
information needed by yourslapd LDAP server. You’ll need to edit this file to
make it specific to your domain and your server.

The suffix line names the domain for which the LDAP server will provide informa-
tion. The suffix line should be changed from:

suffix "dc=your-domain, dc=com"

so that it reflects your domain name. For example:
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suffix "dc=acmewidgets, dc=com"

or

suffix "dc=acmeuniversity, dc=org"

The rootdn entry is the DN for a user who is unrestricted by the access control or
administrative limit parameters set for operations on the LDAP directory. The rootdn
user can be thought of as the root user for the LDAP directory. The rootdn line needs
to be changed from:

rootdn "cn=root, dc=your-domain, dc=com"

to something like:

rootdn "cn=root, dc=redhat, dc=com"

or

rootdn "cn=ldapmanager, dc=my_organization, dc=org"

Change the rootpw line from:

rootpw secret

to something like

rootpw {crypt}s4L9sOIJo4kBM

In the above example, you’re using an encrypted root password, which is a much
better idea than leaving a plain text root password in theslapd.conf file. To
make this crypt string, you should either copy it out of apasswd file, or use Perl:

perl -e "print crypt(’passwd’,’a_salt_string’);"

In the previous Perl line,salt_string is a two character salt, andpasswd is the
plain text version of the password.

You could also copy apasswd entry out of/etc/passwd , but this won’t work if
thepasswd entry is an MD5 password (the default in Red Hat Linux 6.2).

Edit ldap.conf

Edit theldap.conf files in /etc and in/etc/openldap on the LDAP server
and clients.
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Edit /etc/ldap.conf , the configuration file fornss_ldap andpam_ldap , to
reflect your organization and search base. The file/etc/openldap/ldap.conf
is the configuration file for the command line tools likeldapsearch , ldapadd ,
etc., and it will also need to be edited for your LDAP setup. Client machines will
need to have both of these files modified for your system.

Edit /etc/nsswitch.conf

To usenss_ldap , you’ll need to addldap to the appropriate fields in/etc/nss-
witch.conf . (Be very careful when editing this file; be sure that you know what
you’re doing.) For example:

passwd: files ldap
shadow: files ldap
group: files ldap

Copy the PAM Configuration Files
To use pam_ldap , you’ll need to copy the PAM configuration files from
/usr/doc/nss_ldap<version>/pam.d/ to your /etc/pam.d/ direc-
tory. These are a set of PAM configuration files that allow all of the standard
PAM-enabled applications to use LDAP for authentication. (PAM is beyond the
scope of this LDAP overview, so if you need help, consult Section 2.6,User
Authentication with PAMand/or PAM man pages.)

8.9.3 Migrate Your Old Authentication Information to LDAP
Format
The /usr/share/openldap/migration directory contains a set of shell and
Perl scripts for migrating your old authentication information into LDAP format.
(Yes, you’ll need to have Perl on your system to use these scripts.)

First, you’ll need to modify themigrate_common.ph file so that it reflects your
domain. The default DNS domain should be changed from:

$DEFAULT_MAIL_DOMAIN = "padl.com";

to something like:
$DEFAULT_MAIL_DOMAIN = "your_company.com";

The default base should also be changed, from:
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$DEFAULT_BASE = "dc=padl,dc=com";

to something like:

$DEFAULT_BASE = "dc=your_company,dc=com";

Next, you’ll need to decide which script to use. The following table should tell you:

Table 8–1 LDAP Migration Scripts

Existing name service Is LDAP running? Use this script:

/etc flat files yes migrate_all_on-
line.sh

/etc flat files no migrate_all_of-
fline.sh

NetInfo yes migrate_all_net-
info_online.sh

NetInfo no migrate_all_net-
info_offline.sh

NIS (YP) yes mi-
grate_all_nis_on-
line.sh

NIS (YP) No mi-
grate_all_nis_of-
fline.sh

Run the appropriate script based on your existing name service.

TheREADMEand themigration-tools.txt files in /usr/share/openl-
dap/migration provide more details.

8.10 LDAP Resources on the Web
Lots of useful information about LDAP can be found on the Web. Please review these
sources, especially theOpenLDAP website and the LDAP HOWTO, before you start to
set up LDAP on your system.
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OpenLDAP

http://www.openldap.org

University of Michigan

http://www.umich.edu/~dirsvcs/ldap/

The SLAPD and SLURPD Administrator’s Guide

http://www.umich.edu/~dirsvcs/ldap/doc/guides/slapd

Innosoft/Critical Angle

http://www.innosoft.com/ldapworld

Jeff Hodges’ LDAP Road Map and FAQ

http://www.kingsmountain.com/ldapRoadmap.shtml

PADL (nss_ldap, pam_ldap and ypldapd)

http://www.padl.com/

auth_ldap

http://www.rudedog.org/auth_ldap/1.4/auth_ldap.html

The LDAP HOWTO

http://www.linuxdoc.org/HOWTO/LDAP-HOWTO.html

Sendmail 8.[89].x using LDAP to do address lookups

http://www.stanford.edu/~bbense/Inst.html

Using a personal LDAP server, the Apache Web server and PHP to manage your
personal e-mail addressbook

http://www.webtechniques.com/archives/1999/05/junk/junk.shtml

Also, remember that man pages exist for the various LDAP daemons and utilities.
Please check the man pages if you need more information.
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9 Preparing for a Text Mode Installation
9.1 Things You Should Know
Before attempting to install Red Hat Linux, you should collect some system informa-
tion in order to prevent any surprises during the installation. You can find most of this
information in the documentation that came with your system, or from the system’s
vendor or manufacturer.

The most recent list of hardware supported by Red Hat Linux can be found at
http://www.redhat.com/hardware. It’s a good idea to check your hardware against
this list before proceeding.

Please Note

You can perform a text mode installation of Red Hat Linux
6.2 by following instructions in this chapter and in Chapter
10, Installing Red Hat Linux via Text Mode. However, if
you’re installing from a CD-ROM, you might prefer to use
the graphical installation mode, which offers both ease of
use and a flexible, custom-class installation mode. For more
information on graphical installations, turn to theOfficial
Red Hat Linux Installation Guide.

Tip

At the end of theBefore You Beginchapter in theOfficial
Red Hat Linux Installation Guideis a table for you to fill
out with your specific system requirements, which will help
you keep up with any information you will need during your
installation.
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9.1.1 Basic Hardware Configuration

You should have a basic understanding of the hardware installed in your computer,
including:

• hard drive(s) -- Specifically, the number, size, and type. If you have more than
one, it’s helpful to know which one is first, second, and so on. It is also good to
know if your drives are IDE or SCSI. If you have IDE drives, you should check
your computer’s BIOS to see if you are accessing them inlinear mode. Please
refer to your computer’s documentation for the proper key sequence to access
the BIOS. Note that your computer’s BIOS may refer to linear mode by other
names, such as "large disk mode." Again, your computer’s documentation should
be consulted for clarification.

• memory -- The amount of RAM installed in your computer.

• CD-ROM -- Most importantly, the unit’s interface type (IDE, SCSI, or other
interface) and, for non-IDE, non-SCSI CD-ROMs, the make and model number.
IDE CD-ROMs (also known as ATAPI) are the most common type in recently
manufactured, PC-compatible computers.

• SCSI adapter (if one is present) -- The adapter’s make and model number.

• network card (if one is present) -- The card’s make and model number.

• mouse -- The mouse’s type (serial, PS/2, or bus mouse), protocol (Microsoft,
Logitech, MouseMan, etc.), and number of buttons; also, for serial mice, the serial
port it is connected to.

On many newer systems, the installation program is able to automatically identify
most hardware. However, it’s a good idea to collect this information anyway, just to
be sure.

Learning About Your Hardware with Windows

If your computer is already running Windows 9x, you can use the following procedure
to get additional configuration information:
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Figure 9–1 Windows System Properties

• In Windows, click on theMy Computer icon using the secondary (normally the
right) mouse button. A pop-up menu should appear.

• SelectProperties . TheSystem Properties window should appear. Note the infor-
mation listed underComputer -- in particular the amount of RAM listed.

• Click on theDevice Manager tab. You will then see a graphical representation
of your computer’s hardware configuration. Make sure theView devices by type
button is selected.

At this point, you can either double-click on the icons (or single-click on the plus
sign+) to look at each entry in more detail. Look under the following icons for more
information:
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Figure 9–2 Device Manager Under Windows 95

• Disk drives -- You will find the type (IDE or SCSI) of hard drive here. (IDE drives
will normally include the word "IDE," while SCSI drives won’t.)

• Hard disk controllers -- You can get more information about your hard drive con-
troller here.

• CDROM -- Here is where you’ll find out about any CD-ROM drives connected to
your computer.
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Please Note

In some cases, there may be no CD-ROM icon, yet your
computer has a functioning CD-ROM drive. This is
normal, depending on how Windows was originally in-
stalled. In this case, you may be able to learn additional
information by looking at the CD-ROM driver loaded in
your computer’sconfig.sys file.

• Mouse -- The type of mouse present on your computer can be found here.

• Display adapters -- If you’re interested in running the X Window System, you
should write down the information you find here.

• Sound, video and game controllers -- If your computer has sound capabilities, you’ll
find more information about that here.

• Network adapters -- Here you’ll find additional information on your computer’s
network card (if you have one).

• SCSI controllers -- If your computer uses SCSI peripherals, you’ll find additional
info on the SCSI controller here.

While this method is not a complete substitute for opening your computer’s case
and physically examining each component, in many cases it can provide sufficient
information to continue with the installation.

Please Note

This information can also be printed by clicking on the
Print button. A second window will appear, allowing you
to choose the printer, as well as the type of report (the
All Devices and System Summary report type is the most
complete).
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9.1.2 Video Configuration
If you will be installing the X Window System, you should also be familiar with the
following:

• your video card -- The card’s make and model number (or the video chipset it
uses), and the amount of video RAM it has. (Most PCI-based cards are auto-
detected by the installation program.)

• your monitor -- The unit’s make and model number, along with allowable ranges
for horizontal and vertical refresh rates. (Newer models may be auto-detected by
the installation program.)

9.1.3 Network-related Information
If you’re connected to a network, be sure you know the following:

• IP address -- Usually represented as a set of four numbers separated by dots, such
as10.0.2.15 .

• netmask -- Another set of four numbers separated by dots. An example netmask
would be255.255.248.0 .

• gateway IP address -- Yet another set of four dot-separated numbers. For instance,
10.0.2.254 .

• one or more name server IP addresses -- One or more sets of dot-separated num-
bers. For example,10.0.2.1 might be the address of a name server.

• domain name -- The name your organization uses. For instance, Red Hat has a
domain name ofredhat.com .

• hostname -- The name assigned to your individual system. A computer might be
namedpooh , for instance.
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Please Note

The information given above is an example only! Donot
use it when you install Red Hat Linux! If you don’t know
the proper values for your network, ask your network ad-
ministrator.
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10 Installing Red Hat Linux via Text Mode
This release of Red Hat Linux features a graphical, mouse-based installation program,
documented in theOfficial Red Hat Linux Installation Guide. But you can also install
Red Hat Linux with a text mode, keyboard-based installation program. This chapter
explains how to use it. Here are some recommendations:

• If you’re new to Linux installations, read theOfficial Red Hat Linux Installation
Guidefirst. Although it focuses on the graphical installation process, most of the
concepts apply to the text mode installation as well. After that, you’ll find that
Chapter 9,Preparing for a Text Mode Installation, Preparing for a Text Mode
Installation, will give you more in-depth information regarding those aspects of
installing Red Hat Linux that do not apply to the graphical installation process.

Additionally, you’ll find Appendix B,An Introduction to Disk Partitions, An In-
troduction to Disk Partitions, helpful, as it discusses disk partition resizing (cru-
cial if you plan to install Linux on a disk where another operating system is cur-
rently installed).

• If you’ll need PCMCIA support to perform the installation (for example, you’re
installing on a laptop equipped with a PCMCIA card), you must make a PCMCIA
boot disk. TheOfficial Red Hat Linux Installation Guideexplains how to do this.

• If you plan to install over a network (via NFS, FTP, or HTTP), you must make a
network boot disk. TheOfficial Red Hat Linux Installation Guideexplains how
to do this.

• If you’ve never used the text mode installation program, or need a refresher on
its user interface, read the next section.

• To begin installation without further delay, turn to Section 10.2,Starting the
Installation Program.

10.1 The Installation Program User Interface
The Red Hat Linux text mode installation program uses a screen-based interface that
includes most of the on-screen "widgets" commonly found on graphical user inter-
faces. Figure 10–1,Installation Program Widgets as seen inConfigure TCP/IP and
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Figure 10–2,Installation Program Widgets as seen inDisk Druid illustrate the screens
you’ll see.

Figure 10–1 Installation Program Widgets as seen in Configure TCP/IP
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Figure 10–2 Installation Program Widgets as seen in Disk Druid

Here’s a list of the most important widgets shown in Figure 10–1,Installation Pro-
gram Widgets as seen inConfigure TCP/IP and Figure 10–2,Installation Program Wid-
gets as seen inDisk Druid :

• Window -- Windows (usually referred to asdialogs in this manual) will appear
on your screen throughout the installation process. At times, one window may
overlay another; in these cases, you can only interact with the window on top.
When you are finished in that window, it will disappear, allowing you to continue
working in the window underneath.

• Text Input -- Text input lines are regions where you can enter information required
by the installation program. When the cursor rests on a text input line, you may
enter and/or edit information on that line.

• Check Box -- Check boxes allow you to select or deselect a feature. The box
displays either an asterisk (selected) or a space (unselected). When the cursor is
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within a check box, press[Space] to select an unselected feature or to deselect a
selected feature.

• Text Widget -- Text widgets are regions of the screen for the display of text. At
times, text widgets may also contain other widgets, such as check boxes. If a text
widget contains more information than can be displayed in the space reserved
for it, a scroll bar appears; if you position the cursor within the text widget, you
can then use the[Up] and [Down] arrow keys to scroll through all the information
available. Your current position is shown on the scroll bar by a# character, which
moves up and down the scroll bar as you scroll.

• Button Widget -- Button widgets are the primary method of interacting with
the installation program. You progress through the windows of the installation
program by navigating these buttons, using the[Tab] and[Enter] keys. Buttons can
be selected when they are highlighted.

• Cursor -- Although not a widget, the cursor is used to select (and interact) with
a particular widget. As the cursor is moved from widget to widget, it may cause
the widget to change color, or you may only see the cursor itself positioned in or
next to the widget. In Figure 10–1,Installation Program Widgets as seen inCon-
figure TCP/IP , the cursor is positioned on theOK button. Figure 10–2,Installation
Program Widgets as seen inDisk Druid shows the cursor on theEdit button.

10.1.1 Using the Keyboard to Navigate
Navigation through the installation dialogs is performed through a simple set of key-
strokes. To move the cursor, use[Left], [Right], [Up], and[Down] arrow keys. Use[Tab],
and[Alt]-[Tab] to cycle forward or backward through each widget on the screen. Most
screens display along the bottom a summary of available cursor positioning keys.

To "press" a button, position the cursor over the button (using[Tab], for instance) and
press[Space] or [Enter]. To select an item from a list of items, move the cursor to the
item you wish to select and press[Enter]. To select an item with acheck box, move the
cursor to the check box and press[Space] to select an item. To deselect, press[Space]

a second time.

Pressing[F12] accepts the current values and proceeds to the next dialog; it is equiva-
lent to pressing theOK button.
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CAUTION

Unless a dialog box is waiting for your input, do not press
any keys during the installation process (doing so may result
in unpredictable behavior).

10.2 Starting the Installation Program
There are several ways to start the installation. You can:

• insert the diskette included in your boxed set (or a PCMCIA boot or network boot
disk that you’ve created) into the primary diskette drive and reboot your computer

• insert the Red Hat Linux CD into the drive and reboot, if your computer can boot
from the CD-ROM drive

• boot MS-DOS, and start a program in thedosutils directory of the Red Hat
Linux CD-ROM namedautoboot.bat (this will work from DOS only; it will
not work from a DOS window started from Windows)

While the installation program loads, messages will scroll on your screen. When the
installation program has loaded, this prompt appears:

boot:

10.2.1 Displaying Online Help
Once the installation program is loaded into memory, you can obtain information
about the installation process and options by pressing[F1] through[F6]. For example,
press[F2] to see general information about the online help screens.

10.2.2 Text Mode Boot Options
If you press[Enter] at theboot prompt, or if you take no action within the first minute
after theboot prompt appears, the graphical installation program, as explained in
theOfficial Red Hat Linux Installation Guide, starts. Pressing one of the help screen
function keys as described above disables this autostart feature.
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To start the text mode installation program explained here, before pressing[Enter],
type:

boot: text

If the installation program does not properly detect your hardware, you may need to
restart the installation in "expert" mode. To start an expert mode installation, type:

boot: text expert

Expert mode disables most hardware probing, and gives you the option of entering
options for the drivers loaded during the installation.

Please Note

The initial boot messages will not contain any references
to SCSI or network cards. This is normal; these devices are
supported by modules that are loaded during the installation
process.

Note that the command to start a serial installation has changed. If you must perform
the installation in serial mode, type:

boot: linux console= <device>

Where<device>should be the device you are using (such as ttyS0 or ttyS1).

Other options that may be entered with the boot command include passing options
to the kernel. For example, to instruct the kernel to use all the RAM in a 128 MB
system, enter:

boot: linux mem=128M
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10.3 Choosing a Language
Using the[Up] and [Down] arrow keys, select the appropriate language for both the
installation program and the system default, and press[Enter] (Figure 10–3,Selecting
a Language).

Figure 10–3 Selecting a Language

A scroll bar appears to the right of the list. This indicates that there are more entries
than can be displayed in the available space at once. You’ll see other scroll bars like
this throughout the installation program.

10.4 Selecting a Keyboard Type
Next, choose a keyboard type (Figure 10–4,Selecting a Keyboard Type).
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Figure 10–4 Selecting a Keyboard Type

After selecting the appropriate keyboard type, press[Enter]; the keyboard type you
select will be loaded automatically both for the remainder of the installation process
and each time you boot your Red Hat Linux system.

Tip

If you wish to change your keyboard type after you have
installed your Red Hat Linux system, become root and type
either /usr/sbin/kbdconfig or setup at the root
prompt.

10.5 Selecting an Installation Method
If you booted directly from the Red Hat Linux CD-ROM, you’ll see theWelcome
dialog: turn to Section 10.8,Welcome.
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Otherwise, anInstallation Method dialog appears. The choices presented in the dialog
vary depending on the type of diskette you booted from (the one in your boxed set,
or a network or PCMCIA boot disk that you created).

Figure 10–5,Installation Method Dialogshows all available choices.

Figure 10–5 Installation Method Dialog

Please Note

If you are performing a network installation and are copying
the files from the Red Hat Linux CD-ROM or an FTP site,
be sure to check the file permissions to make sure they are
set correctly for your installation. If you do not, the files
that you copy will not be executable and you will have to
change the permissions before you are able to install.

Red Hat Linux can be installed via any of the following:



214 Chapter 10:Installing Red Hat Linux via Text Mode

Local CDROM

If you booted from the diskette in your boxed set and are installing with the
Red Hat Linux CD-ROM in a local drive. If you choose this method, you’ll
next see theWelcome dialog: turn to Section 10.8,Welcome.

NFS Image

If you booted from a network or PCMCIA boot disk and are installing from
an NFS Image server which is exporting the Red Hat Linux CD-ROM (or a
mirror image of one.) If you choose this method, you’ll next see theNFS Setup
dialogs: turn to Section 10.7,Installing over a Network.

FTP

If you booted from a network or PCMCIA boot disk and are installing directly
from an FTP server. If you select this method, you’ll next see theFTP Setup
dialogs: turn to Section 10.7,Installing over a Network.

HTTP

If you booted from a network or PCMCIA boot disk and are installing directly
from an HTTP Web server. If you select this method, you’ll next see theHTTP
Setup dialogs: turn to Section 10.7,Installing over a Network.

Hard Drive

If you booted from the diskette in your boxed set and are installing from the
Red Hat Linux files that you have previously copied to a local hard drive. If
you select this method, you’ll next see theSelect Partition dialog: turn to Section
10.6,Identify Disk Partition to Install From.

10.6 Identify Disk Partition to Install From
The Select Partition screen (Figure 10–6,Selecting Partition Dialog for Hard Drive
Installation) applies only if you are installing from a disk partition (that is, if you
selectedHard Drive in the Installation Method dialog). This dialog allows you to name
the disk partition you are installing from.
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Figure 10–6 Selecting Partition Dialog for Hard Drive Installation

Enter the device name of the partition containing theRedHat directory tree. There is
also a field labelledDirectory holding Red Hat . If theRedHat directory is not in the root
directory of that partition, enter the path to theRedHat directory (for example, if the
RedHat directory is at/test/new/RedHat , you would enter/test/new ).

After you’ve identified the disk partition, you’ll next see theWelcome dialog: Turn
now to Section 10.8,Welcome.

10.7 Installing over a Network
If you are performing a network installation, theConfigure TCP/IP dialog appears; for
an explanation of this dialog, go to Section 10.13,Configuring a Network Connection
and then return here.
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10.7.1 NFS Setup

The NFS setup dialog (Figure 10–7,NFS Setup Dialog) applies only if you are in-
stalling from an NFS server (that is, if you booted from a network or PCMCIA boot
disk and selectedNFS Image in the Installation Method dialog).

Figure 10–7 NFS Setup Dialog

Enter the fully-qualified domain name or IP address of your NFS server, and the
name of the exported directory that contains the Red Hat Linux installation files or
CD. For example, if you’re installing from a host namedeastcoast in the domain
redhat.com , entereastcoast.redhat.com in theNFS Server field.

If the NFS server has the Red Hat Linux CD mounted on/mnt/cdrom , enter
/mnt/cdrom in the Red Hat directory field. If the NFS server is exporting a mirror
of the Red Hat Linux installation tree instead of a CD, enter the directory which con-
tains theRedHat directory. For example, if your NFS server contains the directory
/mirrors/redhat/i386/RedHat , enter/mirrors/redhat/i386 .
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Please Note

If you are performing an NFS installation and are copying
the files from the Red Hat Linux CD-ROM, be sure to check
the file permissions to make sure they are set correctly for
your installation. If you do not, the files that you copy will
not be executable and you will have to change the permis-
sions before you are able to install.

Next you’ll see theWelcome dialog: Turn now to Section 10.8,Welcome.

10.7.2 FTP Setup
The FTP Setup screen (Figure 10–8,FTP Setup Diallog) applies only if you are in-
stalling from an FTP server (that is, if you selectedFTP in the Installation Method dia-
log). This dialog allows you to identify the FTP server you are installing from.

Figure 10–8 FTP Setup Diallog
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Enter the fully-qualified domain name or IP address of the FTP site you are in-
stalling from, and the name of the directory there which contains theRedHat in-
stallation files for your architecture. For example, if the FTP site contains the direc-
tory /pub/mirrors/redhat/i386/RedHat , enter/pub/mirrors/red-
hat/i386 .

If everything has been specified properly, a message box appears indicating that
base/hdlist is being retrieved.

Next you’ll see theWelcome dialog: Turn now to Section 10.8,Welcome.

10.7.3 HTTP Setup

The HTTP Setup screen (Figure 10–9,HTTP Setup Dialog) applies only if you are
installing from an HTTP server (that is, if you selectedHTTP in the Installation Method
dialog). This dialog prompts you for information about the HTTP server you are
installing from.

Figure 10–9 HTTP Setup Dialog
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Enter the name or IP address of the HTTP site you are installing from, and the name
of the directory there which contains theRedHat installation files for your architec-
ture. For example, if the HTTP site contains the directory/pub/mirrors/red-
hat/i386/RedHat , enter/pub/mirrors/redhat/i386 .

If everything has been specified properly, a message box appears indicating that
base/hdlist is being retrieved.

Next you’ll see theWelcome dialog: Turn now to Section 10.8,Welcome.

10.8 Welcome
Once you’ve selected your language and keyboard, and indicated the installation
method, Figure 10–10,Welcome dialogappears. PressOK to continue.

Figure 10–10 Welcome dialog



220 Chapter 10:Installing Red Hat Linux via Text Mode

10.9 Upgrading or Installing
TheInstallation Type dialog (Figure 10–11,Installation Type Dialog) presents you with
five choices, described below.

Figure 10–11 Installation Type Dialog

• Install GNOME Workstation -- Install on a system that will be used primarily as a
workstation. Load the GNOME GUI and configure the system to start GNOME
when the system boots. The installation program deletes all data in any exist-
ing Linux partitions, decides how to partition the disk for the new version, and
chooses which software packages to load.
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WARNING

Do not choose this method if you’re sharing a disk
with Windows NT; if you do, you will be unable to
boot Windows NT. LILO will write over NT’s boot
loader and you will be unable to boot NT. You must
perform a custom-class installation and configure
LILO so that it is not installed on the Master Boot
Record (MBR).

To create a dual-boot environment on a system
that currently has NT, you must install LILO
on the first sector of the root partition, not the
MBR. Please be sure to create a boot disk. In
a case such as this, you will either need to use
the boot disk, or configure the NT system loader
to boot LILO from the first sector of the root
partition. Be sure to check out http://www.linux-
doc.org/HOWTO/mini/Linux+NT-Loader.html for
more information on setting up LILO and NT.

• Install KDE Workstation -- Install on a system that will be used primarily as a work-
station. Load the KDE GUI and configure the system to start KDE when the
system boots. The installation program deletes all data in any existing Linux par-
titions, decides how to partition the disk for the new version, and chooses which
software packages to load.
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WARNING

Do not choose this method if you’re sharing a disk
with Windows NT; if you do, you will be unable to
boot Windows NT. LILO will write over NT’s boot
loader and you will be unable to boot NT. You must
perform a custom-class installation and configure
LILO so that it is not installed on the Master Boot
Record (MBR).

To create a dual-boot environment on a system
that currently has NT, you must install LILO
on the first sector of the root partition, not the
MBR. Please be sure to create a boot disk. In
a case such as this, you will either need to use
the boot disk, or configure the NT system loader
to boot LILO from the first sector of the root
partition. Be sure to check out http://www.linux-
doc.org/HOWTO/mini/Linux+NT-Loader.html for
more information on setting up LILO and NT.

• Install Server System -- Install on a system that will be used primarily as a server.
The X Window System is not configured and no GUI starts when the system
boots. The Installation program deletesall data inall existing partitions of any
kind, decides how to partition the disk for the new version, and chooses which
software packages to load.

• Install Custom System -- Perform a custom installation. You make all decisions
regarding disk partitioning and initialization, which software packages to install,
and how to configure the X Window System and the user interface.



Section 10.9:Upgrading or Installing 223

• Upgrade Existing System -- Upgrade an earlier version of Red Hat Linux (2.0 or
later) without deleting any existing data. The installation program updates the
modular 2.2.x kernel and all currently installed software packages.

10.9.1 Upgrading
If you choose to upgrade and the installation program detects more than one installed
Linux version on the system, you’ll be asked which version to upgrade. After you in-
dicate this, or if there’s only one installed Linux version on the system, the installation
program probes your existing system to determine which software packages require
updating and presents theCustomize Packages to Upgrade dialog (Figure 10–12,Cus-
tomize Packages to Upgrade Dialog).

Figure 10–12 Customize Packages to Upgrade Dialog

If you answerNo, the installation program starts upgrading existing packages.

AnswerYes if you want to add to or remove items from the list of individual packages
to be upgraded. The package selection dialog is seen in Section 10.19.1,Selecting
Individual Packages. The upgrade starts when you finish making your changes.
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Please Note

Some upgraded packages may require that other packages
are also installed for proper operation. The upgrade proce-
dure takes care of thesedependencies, but in doing so it
may need to install additional packages which are not on
your existing system.

The upgrade process preserves existing configuration files by renaming them using
a .rpmsave extension (e.g.,sendmail.cf.rpmsave ) and leaves a log telling
what actions it took in/tmp/upgrade.log . As software evolves, configuration
file formats can change, so you should carefully compare your original configuration
files to the new files before integrating your changes.

The next dialog you’ll see is Figure 10–40,Package Installation Status Dialog. This
dialog remains on the screen until the upgrade is complete.

10.9.2 Installing
If you choose a workstation- or server-class installation, Figure 10–13,Automatic
Partitioning Dialogappears.
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Figure 10–13 Automatic Partitioning Dialog

If you selectContinue and pressOK, the installation program partitions your disk and
decides which software packages to install. Next, you’ll see theHostname dialog
explained in Section 10.12,Naming Your Computer.

If you selectManually partition or choose to perform a custom-class installation,Disk

Druid will begin. The disk partitioning dialogs described in the next section will ap-
pear, showing you any current partitions on your system. It is up to you to indicate
the partitions and mount points to be used for installation of this version of Red Hat
Linux.
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CAUTION

Installing Red Hat Linux over another installation of Linux
(including Red Hat Linux) doesnot preserve any informa-
tion (files or data) from the prior installation. Make sure
you save any important files! If you are worried about sav-
ing the current data on your existing Red Hat Linux system
(without making a backup on your own), you should con-
sider performing an upgrade instead.

10.10 Partitioning Your Disk for Red Hat Linux
If you have not yet planned how you will set up your partitions, turn to Appendix
B, An Introduction to Disk Partitions. There you’ll find an introduction to basic disk
partitioning concepts. As a bare minimum, you’ll need an appropriately-sized root
partition, and a swap partition of at least 16 MB.

Figure 10–14,Disk Setup Dialogshows the two disk partitioning applications that
are available for you to use.

If you will be usingfdisk to partition your drive, please see Section 10.10.11,Using
fdisk for those instructions. If you selectDisk Druid, continue reading below.
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Figure 10–14 Disk Setup Dialog

The following sections describe the layout of Figure 10–15,Disk Druid Main Screen
and how to use its buttons to set up partitions. If you’re already familiar with Disk
Druid, you can partition your disk and skip to Section 10.10.10,Choose Partitions to
Format Dialog.

You use the disk partitioning dialogs to tell the installation program where to install
Red Hat Linux (Figure 10–15,Disk Druid Main Screen).
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Figure 10–15 Disk Druid Main Screen

10.10.1 The Current Disk Partitions Section
Each line in theCurrent Disk Partitions section represents a disk partition. In this ex-
ample (Figure 10–15,Disk Druid Main Screen), there are Linux existing partitions.

Note the scroll bar to the right, which indicates that there may be more partitions than
can be displayed at one time. If you use the[Up] and[Down] arrow keys, you can see if
there are any additional partitions. Each line in this section has five different fields:

• Mount Point -- Indicates where the partition will be mounted when Red Hat Linux
is installed (such as/ , /boot , or swap).

• Device -- Displays specific hard drive and partition information.

• Requested -- Shows the partition’s initial size.

• Actual -- Shows the partition’s current size.

• Type -- Shows the partition’s type.
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As you scroll through theCurrent Disk Partitions section, you might see anUnallo-
cated Requested Partitions title bar, followed by one or more partitions.
These are partitions that have been requested but, for one reason or another, have not
been allocated. A common reason for having an unallocated partition is a lack of
sufficient free space for the partition. In any case, the reason the partition remains
unallocated will be displayed after the partition’s mount point.

10.10.2 The Drive Summaries Section
Each line in theDrive Summaries section represents a hard disk on your system. Each
line has the following fields:

• Drive -- Shows the hard disk’s device name.

• Geom [C/H/S] -- Shows the hard disk’sgeometry. The geometry consists of three
numbers representing the number of cylinders, heads and sectors as reported by
the hard disk.

• Total -- Shows the total available space on the hard disk.

• Used -- Shows how much of the hard disk’s space is currently allocated to parti-
tions.

• Free -- Shows how much of the hard disk’s space is still unallocated.

• Bar Graph -- Presents a visual representation of the space currently used on the
hard disk. The more pound signs there are between the square braces, the less free
space there is. In Figure 10–15,Disk Druid Main Screen, the bar graph shows no
free space.

Please Note

The Drive Summaries section is displayed only to indicate
your computer’s disk configuration. It is not meant to be
used as a means of specifying the target hard drive for a
given partition. This is described more completely in Sec-
tion 10.10.5,Adding a Partition.
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10.10.3 Disk Druid’s Buttons
These buttons controlDisk Druid’s actions. They are used to add and delete partitions,
and to change partition attributes. In addition, there are buttons that are used to accept
the changes you’ve made, or to exitDisk Druid entirely. Let’s take a look at each button
in order.

• Add -- Request a new partition. Selecting this button causes a dialog box to appear
containing fields that must be filled in.

• Edit -- Modify the mount point of the partition currently highlighted in theCurrent
Disk Partitions section. Selecting this button will cause a dialog box to appear
allowing you to change the name of the mount point.

• Delete -- Delete the partition currently highlighted in theCurrent Disk Partitions
section. Selecting this button will cause a dialog box to appear asking you to
confirm the deletion.

• OK -- Confirm that changes made to your system’s partitions to be written to disk.
You will be asked to confirm the changes beforeDisk Druid rewrites your hard disk
partition table(s). In addition, any mount points you’ve defined are passed to the
installation program, and will eventually be used by your Red Hat Linux system
to define the filesystem layout.

• Back -- Abort without saving any changes you’ve made. When this button is
selected, the installation program will take you back to the previous screen, so
you can start over.

10.10.4 Handy Function Keys
Use the[F5] (Reset) function key to discard all changes you may have made while in
Disk Druid, and return the list of partitions to those read from the partition table(s) on
your hard disk(s). When selected, you’ll be asked to confirm whether you want to
discard the changes. Note that any mount points you’ve specified will be lost, and
will need to be reentered.
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Please Note

You will need to dedicate at least one partition to Red Hat
Linux, and optionally more. This is discussed more com-
pletely in Section B.1.8,How Many Partitions?.

10.10.5 Adding a Partition
To add a new partition, select theAdd button and press[Space] or [Enter]. TheEdit New
Partition dialog (Figure 10–16,Edit New Partition Dialog) appears.

Figure 10–16 Edit New Partition Dialog

The screen contains the following fields:

• Mount Point -- Highlight this field and enter the partition’s mount point. For ex-
ample, if this partition should be the root partition, enter/ ; enter/usr for the
/usr partition, and so on.
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• Size (Megs) -- In this field, enter the size (in megabytes) of the partition. Note that
this field starts with a "1" in it, meaning that unless you change it, you’ll end up
with a 1 MB partition. Delete it using the[Backspace] key, and enter the desired
partition size.

• Grow to fill disk? -- This check box indicates whether the size you entered in the
previous field is to be considered the partition’s exact size, or its minimum size.
Press[Space] to select this option. When selected, the partition will grow to fill
all available space on the hard disk. In this case, the partition’s size will expand
and contract as other partitions are modified. If you make more than one partition
growable, the partitions will compete for the available free space on the disk.

• Type -- This field contains a list of different partition types. Select the appropriate
partition type by using the[Up] and[Down] arrow keys.

• Allowable Drives -- This field contains a list of the hard disks installed on your
system, with a check box for each. If a hard disk’s box is checked, then this
partition may be created on that hard disk. By using different check box settings,
you can directDisk Druid to place partitions as you see fit, or letDisk Druid decide
where partitions should go.

• OK -- Select this button and press[Space] when you are satisfied with the partition’s
settings, and wish to create it.

• Cancel -- Select this button and press[Space] when you don’t want to create the
partition.

10.10.6 Problems When Adding a Partition

Please Note

If you are having problems adding a partition, turn to Ap-
pendix B,An Introduction to Disk Partitions, An Introduc-
tion to Disk Partitions, to find a solution.

If you attempt to add a partition andDisk Druid can’t carry out your request, you’ll see a
dialog box listing any partitions that are currently unallocated, along with the reason
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they could not be allocated, as in Figure 10–17,Unallocated Partitions Dialog. Select
theOK button, and press[Space] to continue. Note that the unallocated partition(s) are
also displayed onDisk Druid’s main screen (though you may have to scroll theCurrent
Disk Partitions section to see them).

Figure 10–17 Unallocated Partitions Dialog

10.10.7 Editing a Partition
To change a partition’s mount point, highlight the partition in theCurrent Disk Partitions
section, select theEdit button, and press[Space]. TheEdit Partition dialog is similar to
the one shown in Figure 10–16,Edit New Partition Dialog. The difference here is
that all fields except the mount point are read-only. To modify any other value, delete
the partition and add it again with the new values.
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Figure 10–18 Edit Partition Dialog

10.10.8 Deleting a Partition
To delete a partition, highlight the partition in theCurrent Disk Partitions section, select
theDelete button, and press[Space]. You will be asked to confirm the deletion.

10.10.9 When You’re Finished
Once you’ve configured your partitions and entered your mount points, you screen
should look something like Figure 10–19,Current Disk Partitions Dialog.
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Figure 10–19 Current Disk Partitions Dialog

10.10.10 Choose Partitions to Format Dialog
Next, select which partitions you want to format (Figure 10–20,Choose Partitions
to Format). You must format all newly created partitions and other partitions that
contain old data (assuming they don’t contain data you wish to keep).
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Figure 10–20 Choose Partitions to Format

CAUTION

If partitions such as/home or /usr/local already exist
and contain data you wish to keep, do not select these for
formatting.

When you have selected the partitions to format, press[Space]. If you wish to check
for bad blocks while formatting each filesystem (recommended for those with older
disk drives), selectCheck for bad blocks during format . SelectOK, and press[Space].

10.10.11 Using fdisk

If you chose a custom-class installation, you also chose which disk partitioning ap-
plication to use. This section only applies if you opted to usefdisk.
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Once you’ve selectedfdisk, you’ll be presented with thePartition Disks dialog box (Fig-
ure 10–21,Disk Setup Dialog). In this box is a list of every disk on your computer.

Using [Tab], and the[Up] and[Down] arrow keys, highlight the disk you’d like to parti-
tion, selectEdit , and press[Space].

You will then enterfdisk and can partition the disk you selected. Repeat this process
for each disk you want to partition. When you’re finished, selectDone.

Figure 10–21 Disk Setup Dialog

An Overview of fdisk

fdisk includes online help which is terse but useful. Here are a few tips:

• The command for help ism.

• To list the current partition table, use thep command (see Figure 10–22,Sample
Output fromfdisk).

• To add a new partition, usen.
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• Linux fdisk creates partitions of typeLinux native by default. When you create a
swap partition, don’t forget to change it to typeLinux swap using thet command.
The value for theLinux swap type is82 . For other partition types, use thel
command to see a list of partition types and values.

• Linux allows up to four (4) partitions on one disk. If you wish to create more
than that, one (and only one) of the four may be anextendedpartition, which
acts as a container for one or morelogical partitions. Since it acts as a container,
the extended partition must be at least as large as the total size of all the logical
partitions it is to contain.

• It’s a good idea to write down which partitions (e.g.,/dev/hda2 ) are meant
for which filesystems (e.g.,/usr ) as you create each one.

Please Note

None of the changes you make take effect until you save
them and exitfdisk using thewcommand. You can quitfdisk

at any time without saving changes by using theq com-
mand.
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Figure 10–22 Sample Output from fdisk

Changing the Partition Table

When you are finished partitioning your disks, pressDone; you may see a message
indicating that the installation program needs to reboot. This is a normal occurrence
after changing a disk’s partition data; it usually happens if you created, changed or
deleted any extended partitions. After you pressOK, your machine will reboot and
the installation will begin again. Repeat the same installation steps you performed
earlier until you reach thePartition Disks dialog; then simply chooseDone.

10.11 Installing LILO
The LI nux LOader (LILO) lets you specify at boot time whether to start Linux or
another operating system. (If you are performing a workstation- or server-class in-
stallation, LILO is configured automatically in the Master Boot Record [MBR].) If
you are performing a custom-class installation, theLILO Installation dialogs let you in-
dicate how or whether to install LILO.
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TheChoosing LILO in LILO Configuration Dialog dialog (Figure 10–23,Choosing LILO in
LILO Configuration Dialog) lets you add default options to the LILO boot command
or choose to not install LILO at all. Any options you enter will be passed to the Linux
kernel at boot time.

Figure 10–23 Choosing LILO in LILO Configuration Dialog

In Section 9.1.1,Basic Hardware Configuration, you were asked to review your com-
puter’s BIOS settings. In reviewing the BIOS settings, if you determined your system
does not access a hard drive in linear mode, deselect this option.Use linear mode is
selected by default. SelectOK and press[Space] to continue.

If you do not wish to install LILO, pressSkip .
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WARNING

If you chooseSkip , you will not be able to boot your Red
Hat Linux system directly, and will need to use another
boot method (such as a boot disk). Use this option only if
you are sure you have another way of booting your Red
Hat Linux system!

10.11.1 Alternatives to LILO
If you do not wish to use LILO to boot your Red Hat Linux system, there are a few
alternatives:

Boot Disk

You can use the boot disk created by the installation program (if you elected to
create one).

LOADLIN

LOADLIN can load Linux from MS-DOS; unfortunately, it requires a copy of the
Linux kernel (and an initial RAM disk, if you have a SCSI adapter) to be avail-
able on an MS-DOS partition. The only way to accomplish this is to boot your
Red Hat Linux system using some other method (e.g., from LILO on a diskette)
and then copy the kernel to an MS-DOS partition.LOADLIN is available from
ftp://metalab.unc.edu/pub/Linux/system/boot/dualboot/ and associated mirror
sites.

SYSLINUX

SYSLINUX is an MS-DOS program very similar toLOADLIN; it is also available
from ftp://metalab.unc.edu/pub/Linux/system/boot/loaders/ and associated
mirror sites.

Commercial Bootloaders
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Some commercial bootloaders are able to boot Linux. However, these products
still require LILO to be installed in your Linux boot partition).

10.11.2 LILO Configuration
Choose where you want to install LILO (Figure 10–24,Installing LILO in LILO Con-
figuration Dialog).

Figure 10–24 Installing LILO in LILO Configuration Dialog

You may install LILO in one of two places:



Section 10.11:Installing LILO 243

WARNING

To create a dual-boot environment on a system that
currently has NT, you must install LILO on the first
sector of the root partition, not the MBR. Please be
sure to create a boot disk. In a case such as this, you
will either need to use the boot disk, or configure the
NT system loader to boot LILO from the first sector of
the root partition. Be sure to check out http://www.lin-
uxdoc.org/HOWTO/mini/Linux+NT-Loader.html for
more information on setting up LILO and NT.

The Master Boot Record (MBR)

The recommended place to install LILO, unless the MBR already starts another
OS loader, such System Commander or OS/2’s Boot Manager. The MBR is a
special area on your hard drive that is automatically loaded by your computer’s
BIOS, and is the earliest point at which LILO can take control of the boot
process. If you install LILO in the MBR, when your machine boots, LILO
will present aboot: prompt. You can then boot Red Hat Linux or any other
operating system you configure LILO to boot.

The first sector of your boot partition

Recommended if you are already using another boot loader on your system
(such as OS/2’s Boot Manager). In this case, your other boot loader will take
control first. You can then configure that boot loader to start LILO (which will
then boot Red Hat Linux).

Select the location where you wish to install LILO and pressOK.

Finally the installation program lets you set the default operating system and specify
boot labels, as in Figure 10–25,Selecting Bootable Partitions in LILO Configuration
Dialog.
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Figure 10–25 Selecting Bootable Partitions in LILO Configuration Dialog

Every partition that is bootable is listed, including partitions used by other operating
systems. TheBoot label column will be filled in with the wordlinux on the partition
holding your Red Hat Linux system’s root filesystem. Other partitions may also have
boot labels (such as ados boot label for Windows 95/98 partitions).

To add a boot label for a partition (or change an existing boot label), use the arrow
keys to highlight the desired partition. Then use the[Tab] key to select theEdit button,
and press[Space]. You’ll then see a small dialog box permitting you to enter/modify
the partition’s boot label. PressOK when done.
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Tip

The contents of theBoot label column show what you will
need to enter at LILO’sboot: prompt in order to boot
the desired operating system. Should you forget the boot
labels defined on your system, press[Tab] at LILO’s Boot:
prompt to display a list of defined boot labels.

There is also a column labeledDefault . Only one partition will contain an asterisk
under that column. The partition marked as the default will be the partition LILO
will boot if there is no user input during the boot process. Initially the root partition
for your Red Hat Linux installation will be selected as the default. If you’d like
to change this, use the arrow keys to highlight the partition you’d like to make the
default, and press[F2]. The asterisk will move to the selected partition. When you’ve
finished, selectOK, and press[Space].

10.11.3 SMP Motherboards and LILO
If the installer detects a symmetric multi-processor motherboard on your system, it
will automatically create twolilo.conf entries: linux , the default, boots the
system in SMP mode andlinux-up boots the system in uni-processor mode.

10.12 Naming Your Computer
The Hostname Configuration dialog prompts you to enter a name for your computer
(called ahostname).
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Figure 10–26 Hostname Configuration Dialog

If you have a network card in your computer, enter afully-qualified domain name
in this format:

hostname . domain.name

In this example,hostname is the name you’ve chosen for your computer anddo-
main.name is the TCP/IP domain. (A domain name may contain more nodes: for
example,eastcoast.mainserver.redhat.comandwestcoast.mainserver.redhat.com.)

Even if your computer is not part of a network, you can enter a hostname for your
system. Take this opportunity to enter in a name; if you do not, your system will be
known aslocalhost .
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Tip

To change your hostname once you have rebooted your sys-
tem, first become root. In a terminal at the root prompt, type
hostname newname, wherenewnameis what you want
the hostname to be. If you just want to have the hostname
echoed onto the display, typehostname and it will display
the system’s hostname.

10.13 Configuring a Network Connection
If you are installing over the network, you have performed your network configu-
ration at the beginning of the installation process and do not need to complete this
information again. If you are installing via local media and have a network card in
place, please continue with this section.

Figure 10–27,Network Configuration Dialogappears only if your computer has a
network card. (If there is more than one network card, this dialog configures the
primary card.)
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Figure 10–27 Network Configuration Dialog

You have two choices in this dialog:

• SelectUse bootp/dhcp . In this case, an existing server on your LAN dynamically
supplies network-related information needed to add this system to the network at
connect-time. (Note that if you do this, the remaining fields in this dialog will be
disabled, as DHCP and BOOTP essentially "fill in the blanks" for you.)

• Enter static network information in the fields provided. In this case, the network
information you supply is assigned permanently to this computer.

10.14 Configuring Your Mouse
Next, the installation program probes for a mouse (Figure 10–28,Mouse Selection
Dialog). Use the[Up] and [Down] arrow keys to confirm or change the selection as
required.
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Figure 10–28 Mouse Selection Dialog

If no mouse is detected, you’ll have to select one manually.

To determine your mouse’s interface, follow the mouse cable back to where it plugs
into your system. If the connector at the end of the mouse cable plugs into a rectangu-
lar connector, you have a serial mouse. On the other hand, if the connector is round,
you have a PS/2 mouse. If you are installing Red Hat Linux on a laptop computer, in
most cases the pointing device will be PS/2 compatible.

If you cannot find an exact match, select one of theGeneric entries, based on your
mouse’s number of buttons, and its interface.

TheEmulate 3 Buttons check box allows you to emulate a three-button mouse if your
mouse only has two buttons. If you select this check box, you can simulate the third,
"middle" button by pressing both mouse buttons simultaneously. If you have a two-
button mouse, checking this box is a good idea, since the X Window System is easiest
to use with a three-button mouse.
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If you’ve selected a mouse with a serial interface, highlight the appropriate serial
port, selectOK, and press[Space].

Tip

To change your mouse configuration after you have booted
your Red Hat Linux system, become root and use the
/usr/sbin/mouseconfig command.

To configure your mouse as a left-handed mouse after you
have booted your Red Hat Linux system, open a terminal
and typegpm -B 321 .

10.15 Configuring the Time Zone
Next, enter your system’s time zone (see Figure 10–29,Time Zone Selection Dialog).

Figure 10–29 Time Zone Selection Dialog
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Notice that the screen shows the current time for your system. When you select dif-
ferent time zones, the current time also changes. Make sure that when you select your
proper time zone, that the current time seen is also correct.

If you wish to set the hardware (CMOS) clock to GMT (Greenwich Mean Time,
also known as UTC, or Universal Coordinated Time), selectHardware clock set to GMT .
Setting it to GMT means your system will properly handle daylight-saving time, if
your time zone uses it.

WARNING

If your computer uses another operating system, setting
the clock to GMT may cause the other operating system
to display the incorrect time. Also keep in mind that if
more than one operating system is allowed to automati-
cally change the time to compensate for daylight saving
time, it is likely that the time will be improperly set.

Select your time zone from the list and press[Enter].

Tip

To change your time zone configuration after you
have booted your Red Hat Linux system, use the
/usr/sbin/timeconfig command.

10.16 Setting a Root Password
TheRoot Password dialog prompts you to set aroot passwordfor your system. You’ll
use the root password to log into your Red Hat Linux system to perform system ad-
ministration functions.
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Figure 10–30 Root Password Dialog

The root password must be at least six characters long; the password you type is not
echoed to the screen. You must enter the password twice; if the two passwords do
not match, the installation program will ask you to enter them again.

You should make the root password something you can
remember, but not something that is easy for someone
else to guess. Your name, your phone number,qwerty,
password, root, 123456, and anteater are all examples
of poor passwords. Good passwords mix numerals with
upper and lower case letters and do not contain dictionary
words: Aard387vark or 420BMttNT , for example. Re-
member that the password is case-sensitive. Write down
this password and keep it in a secure place.
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10.17 Creating a User Account
Next, you can create a user account for yourself which is for your everyday use (as
in Figure 10–31,Add User Dialog). If you do not create a user account, after instal-
lation you’ll have to log in as theroot user (also known as thesuperuser). Root has
complete access to the entire system. Logging in as the root user is best doneonly to
perform system maintenance or administration. For instructions on how to create or
modify user accounts after installation, refer to Chapter 3,System Configurationor
theGetting Startedchapter in theOfficial Red Hat Linux Getting Started Guide.

Figure 10–31 Add User Dialog

If you choose to create a user account, the account directory will be created under
the path/home (for example,/home/claire ). Passwords are case-sensitive and
must contain at least six characters.

After you add a user account for yourself, theUser Account Setup dialog (Figure 10–32,
User Account Setup Dialog) appears, giving you the opportunity to create additional
accounts. SelectAdd to do so orOK to continue.
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Figure 10–32 User Account Setup Dialog

If you are performing a workstation- or server-class installation, your next task is to
confirm your video hardware: turn to Section 10.20,Configuring Your Video Adapter.
Otherwise, continue reading.

10.18 Authentication Configuration
If you are performing a custom installation, your next step is to configure the type
of password authentication your Red Hat Linux system will use (see Figure 10–33,
Authentication Configuration Dialog). You will also have the opportunity to config-
ure NIS support; If you are unsure as to whether or not you should do this, ask your
network administrator.
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Figure 10–33 Authentication Configuration Dialog

Here’s a brief explanation of the authentication password prompts:

• Use Shadow Passwords -- provides a very secure method of retaining pass-
words for you. The password filed in the/etc/passwd file is replaced by
/etc/shadow which is readable only by root.

• Enable MD5 Passwords -- allows a long password to be used (up to 256 characters)
instead of the standard eight letters or less.

• Enable NIS -- allows you to run a group of computers in the same Network Infor-
mation Service domain with a common password and group file. There are two
options here to choose from:

– NIS Domain -- this option allows you to specify which domain or group of
computers your system will belong to.



256 Chapter 10:Installing Red Hat Linux via Text Mode

– NIS Server -- this option causes your computer to use a specific NIS server,
rather than "broadcasting" a message to the local area network asking for any
available server to host your system.

Please Note

To configure the NIS option, you must be connected to an
NIS network. If you are unsure whether you are connected
to an NIS network, please ask your network administrator.

Unless you are setting up NIS, you will notice that both shadow passwords and MD5
passwords are selected. We recommend you use both to make your machine as secure
as possible.

10.19 Select Packages to Install
Figure 10–34,Package Group Selection Dialogappears only if you’re performing a
custom-class installation. Use this dialog to select the types of software packages
you wish to install.
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Figure 10–34 Package Group Selection Dialog

SelectingEverything (which can be found at the end of the component list) installs all
packages included with Red Hat Linux. Selecting every package will require close
to 1.7GB of free disk space.

10.19.1 Selecting Individual Packages
You can also select or deselect individual packages in an application category. To
do this, check theSelect individual packages check box. When you selectOK, a screen
like Figure 10–35,Selecting Individual Packages in Package Group Selection Dialog
appears.
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Figure 10–35 Selecting Individual Packages in Package Group Selection
Dialog

To see the list of packages in theApplications/Editors category, for example, use the
arrow keys to select this group and press[Enter] or [Space]. When you do, the+ sign
(closed) changes to a- sign (open) and a list of packages in this category appears. An
* appears beside currently selected packages. Press the[Enter] or [Space] keys to select
or deselect packages.

To see a description of a particular package, make sure that package is highlighted
and press[F1].

Note that some packages that are required for every Red Hat Linux system (such as
the kernel and certain libraries) do not appear in the package selection dialogs.

10.19.2 Unresolved Package Dependencies
Many software packages, in order to work correctly, require that other software pack-
ages are also installed on your system. For example, many of the graphical system
administration tools require thepython andpythonlib packages. To make sure
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your system has all the packages it needs in order to be fully functional, Red Hat
Linux checks these packagedependencieseach time you install or remove software
packages.

Figure 10–36 Package Dependencies Dialog

After you have finished selecting packages to install, the installation program checks
the list of selected packages for dependencies. If any package requires another pack-
age which you have not selected to install, the program presents a list of theseun-
resolved dependenciesand gives you the opportunity to resolve them (see Figure
10–36,Package Dependencies Dialog). If you simply pressOK, the program will
resolve them automatically by adding all required packages to the list of selected
packages.

10.20 Configuring Your Video Adapter

The installation program then probes for your video card. If your card is detected,
click OK to continue.



260 Chapter 10:Installing Red Hat Linux via Text Mode

Figure 10–37 Video Card Confirmation

If the installation program cannot detect your video adapter, you’ll see Figure 10–38,
Video Card Selection Dialog. In this case, select your video card from the list using
the arrow keys and[Space].



Section 10.21:Package Installation 261

Figure 10–38 Video Card Selection Dialog

10.21 Package Installation
Figure 10–39,Installation to Begin Dialogappears when the installation program
is ready to format partitions and load software packages. The installation program
names the log file (/tmp/install.log ) for this Red Hat Linux installation. Se-
lect OK and press[Space] to continue.
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Figure 10–39 Installation to Begin Dialog

While software packages are being installed, a screen like Figure 10–40,Package
Installation Status Dialogappears.
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Figure 10–40 Package Installation Status Dialog

As each software package is installed, the top part of thePackage Installation screen
displays its name, size, and a summary description of its function.

In the bottom part of thePackage Installation screen, theTotal row shows the total num-
ber of packages to be installed, the total size of all packages, and the amount of time
required to install all packages. As each package begins and completes installation,
the completed and remaining rows are updated.

If you are performing a server-class installation, you are almost finished; turn to Sec-
tion 10.24,Finishing Up.

10.22 Configuring the X Window System

If you are performing a workstation- or a custom-class installation and you have cho-
sen to install the X Window System, theXconfigurator utility starts and gives
you the opportunity to configure the X server for your system. If you are performing
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a server-class installation or you did not choose to install the X Window System, skip
ahead to Section 10.24,Finishing Up.

First,Xconfigurator presents a list of monitors (see Figure 10–41,Monitor Setup
Dialog). If your monitor is listed, select it and press[Enter]. Otherwise, selectCustom .

Figure 10–41 Monitor Setup Dialog

If you selectCustom , Xconfigurator prompts you to select the horizontal sync
range and vertical sync range of your monitor (these values are usually available in
the documentation which accompanies your monitor, or from your monitor’s vendor
or manufacturer).

CAUTION

Do not select any range that exceeds the capacity of your
monitor. If you do this, it is possible you may overclock
your monitor and damage or destroy it.
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After you’ve selected your monitor, the program starts to probe your video card. To
bypass the probe and enter scan ranges and display modes manually, selectDo Not
Probe . This option is provided because an unsuccessful probe of your video card
could cause your system not to boot properly or a program to hang.

While the probe is in progress, it is normal for your display to blink.

When the probe is finished, Figure 10–42,Probing Finishedappears, displaying the
results of the probe.

Figure 10–42 Probing Finished

SelectUse Default to accept the displayed color depth and resolution. If you selectLet
Me Choose , theSelect Video Modes dialog (Figure 10–43,Select Video Modes Dialog)
displays the video modes supported by your monitor.
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Figure 10–43 Select Video Modes Dialog

Do not select a mode that exceeds the capacity of your monitor.

Once you’ve either selected the default video mode or specified a different mode, the
Starting X dialog lets you test your X configuration.
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Figure 10–44 Test Your X Configuration

If you selectOK, you’ll have the opportunity to go back enter different configuration
values should there be an error. If there is no error, X will start, and a small display
window will ask you if you can read its contents clearly: using the mouse, clickYes
within ten seconds. Then you are asked whether you want X to start when the system
boots.

In most cases, X configuration is complete at this point, and you’ll see the completion
screen.

To modify your X configuration after installation, as root issue theXconfigura-
tor command.

10.22.1 If Your Video Card Was Not Detected…
Earlier, in Section 10.20,Configuring Your Video Adapter, your system was probed
for a video card. If none was detected, you were asked to select your card. If your
card was not listed and you selectedCustom , you are now asked for the following
information about your video card:
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• The amount of video memory installed on your video card. If you are not sure,
consult the documentation accompanying your video card. Choosing more mem-
ory than is present in your card will not damage it, but may cause theXFree86

server to start incorrectly.

Figure 10–45 Select Video Memeory Dialog

• If your video card supports a video clockchip (if it has one). The recommended
choice isNo Clockchip Setting , since XFree86 can automatically detect the proper
clockchip in most cases.
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Figure 10–46 Clockship Configuration Dialog

• The preferred display mode (see Figure 10–43,Select Video Modes Dialog).
Select one or more modes by pressing[Space].

Xconfigurator then saves all of your choices to the configuration file
/etc/X11/XF86Config . To modify your X configuration after installation, as
root issue theXconfigurator command.

10.23 Creating a Boot Disk
If you’re performing a custom-class installation, theBootdisk dialog (see Figure
10–47,Creating a Boot Disk) gives you the opportunity to create a customized boot
disk for your Red Hat Linux system.
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Figure 10–47 Creating a Boot Disk

A boot disk can be handy in these situations:

• Use It Instead of LILO -- You can use a boot disk instead of LILO. This is handy
if you’re trying Red Hat Linux for the first time, and you’d feel more comfortable
if the boot process for your other operating system is left unchanged. With a boot
disk, going back to your other operating system is as easy as removing the boot
disk and rebooting.

• Use It When Another Operating System Overwrites LILO -- Other operating
systems may not be as flexible as Red Hat Linux when it comes to supported boot
methods. Quite often, installing or updating another operating system can cause
the master boot record (originally containing LILO) to be overwritten, making it
impossible to boot your Red Hat Linux installation. The boot disk can then be
used to boot Red Hat Linux so you can reinstall LILO.

SelectYes and press[Space] to create a boot disk. Next, you’ll be prompted to insert
a blank, formatted diskette.
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Figure 10–48 Boot Disk Dialog

For instructions on how to create a boot disk after the installation, read themkboot-
disk man page. Be sure you create a new boot disk if you make any changes to your
kernel.

10.24 Finishing Up
When finished, the installation program displays theComplete dialog (as in Figure
10–49,Compete Dialog), telling you to reboot your computer. Remove any diskette
from the diskette drive (unless you skipped the LILO installation, in which case you
must use the boot disk created during the installation), or the Red Hat Linux CD if
your system booted from the CD-ROM.
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Figure 10–49 Compete Dialog

SelectOK to reboot your newly installed system. After your computer’s normal
power-up sequence has completed, you should see LILO’s standardboot: prompt,
at which you can do any of the following:

• Press[Enter] -- Causes LILO’s default boot entry (as seen in Figure 10–25,Se-
lecting Bootable Partitions in LILO Configuration Dialog) to be booted.

• Enter a Boot Label, followed by[Enter] -- Causes LILO to boot the operating
system corresponding to the boot label.

• Wait -- After LILO’s timeout period, (which, by default, is five seconds) LILO
will automatically boot the default boot entry.

Do whatever is appropriate to boot Red Hat Linux. You should see one or more
screens of messages scroll by. Eventually, you should see either a graphical login
screen, or alogin: prompt.

Congratulations! Your Red Hat Linux installation is complete!
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A General Parameters and Modules
This appendix is provided to illustratesomeof the possible parameters that may be
needed by certain drivers. It should be noted that, in most cases, these additional
parameters are unnecessary. Also included is a list of network hardware and the as-
sociated modules required by that hardware.

Please keep in mind that if a device you are attempting to use requires one of these
parameters, and support for that device isnot compiled into the kernel, the tradi-
tional method of adding the parameter to the LILO boot command will not work.
Drivers loaded as modules require that these parameters are specified when the mod-
ule is loaded. The Red Hat Linux installation program gives you the option to specify
module parameters when a driver is loaded.

A.1 A Note About Kernel Drivers
During installation of Red Hat Linux, there are some limits placed on the filesystems
and other drivers supported by the kernel. However, after installation there is sup-
port for all filesystems available under Linux. At install time the modularized kernel
has support for (E)IDE devices, (including ATAPI CD-ROM drives), SCSI adapters,
and network cards. Additionally, all mice, SLIP, CSLIP, PPP, PLIP, FPU emulation,
console selection, ELF, SysV IPC, IP forwarding, firewalling and accounting, reverse
ARP, QIC tape and parallel printers, are supported.

Because Red Hat Linux supports installation on many dif-
ferent types of hardware, many drivers (including those for
SCSI adapters, network cards, and many CD-ROMs) are not
built into the Linux kernel used during installation; rather,
they are available asmodulesand loaded as you need them
during the installation process. If necessary, you will have
the chance to specify options for these modules at the time
they are loaded, and in fact these drivers will ignore any op-
tions you specify for them at theboot: prompt.
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After the installation is complete you may want to rebuild a kernel that includes sup-
port for your specific hardware configuration. See Section 2.8,Building a Custom
Kernel for information on building a customized kernel. Note that, in most cases, a
custom-built kernel is not necessary.

A.2 CD-ROM Module Parameters

Please Note

Not all of the cards that are listed are supported. Please
check the hardware compatibility list on Red Hat’s
World Wide Web site at http://www.redhat.com/sup-
port/docs/hardware.html to make sure your card is
supported.

One of the more commonly used parameters, thehdX=cdrom parameter,can be
entered at the boot prompt, as it deals with support for IDE/ATAPI CD-ROMs, which
is part of the kernel.

In the tables below, most modules without any parameters listed are either able to
auto-probe to find the hardware, or require you to manually change settings in the
module source code, and recompile.

Table A–1 Hardware Parameters

Hardware Module Parameters

ATAPI/IDE CD-ROM Drives hdX=cdrom

Aztech CD268-01A, Orchid
CD-3110, Okano/Wearnes
CDD110, Conrad TXC,
CyCDROM CR520,
CyCDROM CR540 (non-IDE)

aztcd.o aztcd=io_port
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Hardware Module Parameters

Sony CDU 31A or 33A
CD-ROM

cdu31a.o cdu31a=io_port,IRQ[,PAS]
cdu31a_port=base_addr
cdu31a_irq=irq

Philips/LMS CDROM
drive 206 with cm260 host
adapter card

cm206.o cm206=io_port,IRQ

Goldstar R420 CD-ROM gscd.o gscd=io_port

ISP16, MAD16, or Mozart
sound card CD-ROM
interface (OPTi 82C928
and OPTi 82C929) with
Sanyo/Panasonic, Sony, or
Mitsumi drives

isp16.o isp16=io_port, IRQ,
dma,drive_type
isp16_cdrom_base=io_port
isp16_cdrom_irq=IRQ
isp16_cdrom_dma=dma
isp16_cdrom_type=drive_type

Mitsumi CD-ROM, Standard mcd.o mcd=io_port,IRQ

Mitsumi CD-ROM,
Experimental

mcdx.o mcdx=io_port_1, IRQ_1,
io_port_n, IRQ_n

Optics storage 8000 AT
CD-ROM "Dolphin" drive;
Lasermate CR328A

optcd.o optcd=io_port

SB Pro 16 compatible sbpcd.o sbpcd=io_port,sb_pro_Setting

Sanyo CDR-H94A sjcd.o sjcd=io_port sjcd_base=io_port

Sony CDU-535 & 531 (some
Procomm drives)

sonycd535.o sonycd535=io_port

Here are some examples of these modules in use:
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Table A–2 Hardware Parameters Configuration Examples

Configuration Example

ATAPI CD-ROM, jumpered as master
on 2nd IDE channel

hdc=cdrom

non-IDE Mitsumi CD-ROM on
port 340, IRQ 11

mcd=0x340,11

Three non-IDE Mitsumi CD-ROM
drives using the experimental driver,
io ports 300, 304, and 320 with
IRQs 5, 10 and 11

mcdx=0x300,5,0x304,10,0x320,11

Sony CDU 31 or 33 at port 340, no IRQcdu31=0x340,0 cdu31_port=0x340
cdu31a_irq=0

Aztech CD-ROM at port 220 aztcd=0x220

Panasonic-type CD-ROM on a
SoundBlaster interface at port 230

sbpcd=0x230,1

Phillips/LMS cm206 and cm260
at IO 340 and IRQ 11

cm206=0x340,11

Goldstar R420 at IO 300 gscd=0x300

Mitsumi drive on a MAD16
soundcard at IO Addr 330 and
IRQ 1, probing DMA

isp16=0x330,11,0,Mitsumi

Sony CDU 531 at IO address 320 sonycd535=0x320

Please Note

Most newer Sound Blaster cards come with IDE interfaces.
For these cards, you do not need to usesbpcd parameters,
only usehdx parameters.
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A.3 SCSI parameters
Table A–3 SCSI Parameters

Hardware Module Parameters

NCR53c810/820/720,
NCR53c700/710/700-66

53c7,8xx.o

AM53/79C974 PC-SCSI
Driver Qlogic PCI-Basic

AM53C974.o AM53C974=host-scsi-id,
target-scsi-id,max-rate,
max-offset

Most Buslogic (now
Mylex) cards with "BT"
part number

BusLogic.o BusLogic_Options=op-
tion,option,… (See
README.BusLogic
in …drivers/scsi/)

NCR53c406a.o ncr53c406a=io_port[,
IRQ[, FASTPIO]]
ncr53c406a io=io_port
irq=IRQ fastpio=FASTPIO

Advansys SCSI Cards advansys.o

Adaptec AHA 152x aha152x.o aha152x=io_base, IRQ,
scsi_id, reconnect, parity

Adaptec AHA 1542 aha1542.o aha1542=io_base,bu-
son,busoff,dmaspeed

Adaptec AHA 1740 aha1740.o
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Hardware Module Parameters

Adaptec AHA-274x,
AHA-284x, AHA-29xx,
AHA-394x, AHA-398x,
AHA-274x, AHA-274xT,
AHA-2842, AHA-2910B,
AHA-2920C,
AHA-2930/U/U2,
AHA-2940/W/U/UW/AU/,
U2W/U2/U2B/,
U2BOEM, AHA-
2944D/WD/UD/UWD,
AHA-2950U2/W/B,
AHA-3940/U/W/UW/,
AUW/U2W/U2B,
AHA-3950U2D,
AHA-3985/U/W/UW,
AIC-777x, AIC-785x,
AIC-786x, AIC-787x,
AIC-788x , AIC-789x,
AIC-3860

aic7xxx.o aic7xxx=string

Data Technology Corp
DTC3180/3280

dtc.o
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Hardware Module Parameters

DTP SCSI host
adapters (EATA/DMA)
PM2011B/9X ISA,
PM2021A/9X ISA,
PM2012A, PM2012B,
PM2022A/9X EISA,
PM2122A/9X,
PM2322A/9X, SmartRAID
PM3021, PM3222,
PM3224

eata.o eata=port0,port1,port2,…
options eata
io_port=port0,port1,port2,…
option=value

DTP SCSI Adapters
PM2011, PM2021,
PM2041, PM3021,
PM2012B, PM2022,
PM2122, PM2322,
PM2042, PM3122,
PM3222, PM3332,
PM2024, PM2124,
PM2044, PM2144,
PM3224, PM3334

eata_dma.o

DTP EATA-PIO boards eata_pio.o
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Hardware Module Parameters

Future Domain
TMC-16x0- based cards
TMC-1800, TMC-18C50,
TMC-18C30, TMC-
36C70, Future Domain
TMC-1650, TMC-1660,
TMC-1670, TMC-1680,
TMC-1610M/MER/MEX,
TMC-3260 (PCI),
Quantum ISA-200S,
ISA-250MG, Adaptec
AHA-2920A (PCI) (NOT
AHA-2920C)

fdomain.o fdomain=io_base, IRQ[,
ADAPTER_ID]

NCR5380 and NCR53c400
cards

g_NCR5380.o ncr5380=io_port,IRQ,dma
ncr53c400=io_port,IRQ
ncr5380 io=io_port
irq=IRQ dma=dma
ncr53c400 io=io_port
irq=IRQ

GDT ISA/EISA/PCI Disk
Array Controller

gdth.o gdth=IRQ0,IRQ1,IRQ2,…
options:values

IOMEGA MatchMaker
parallel port SCSI adapter

imm.o

Always IN2000 ISA
SCSI card

in2000.o in2000=setup_string:value
in2000 setup_string=value

Initio INI-9X00U/UW
SCSI host adapters

initio.o

AMI MegaRAID 418,
428, 438, 466, 762

megaraid.o
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Hardware Module Parameters

NCR SCSI controllers
with 810/810A/815/
825/825A/860/875/876/895
chipsets

ncr53c8xx.o ncr53c8xx=op-
tion1:value1,op-
tion2:value2,…
ncr53c8xx="op-
tion1:value1 op-
tion2:value2…"

Pro Audio Spectrum/Studio
16

pas16.o pas16=port,irq

IOMEGA PPA3 parallel
port SCSI host adapter

ppa.o

Perceptive Solutions
PSI-240I EIDE

psi240i.o

QLogic Fast
SCSI FASXXX
ISA/VLB/PCMCIA

qlogicfas.o

QLogic ISP2100
SCSI-FCP

qlogicfc.o

QLogic ISP1020 Intelligent
SCSI cards IQ-PCI,
IQ-PCI-10, IQ-PCI-D

qlogicisp.o

Seagate ST01/ST02 seagate.o controller_type=1
base_address=base_addr
irq=irq

Future Domain TMC-885,
TMC-950

seagate.o controller_type=2
base_address=base_addr
irq=irq
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Hardware Module Parameters

Cards with the sym53c416
chipset

sym53c416.o sym53c416=PORT-
BASE[,IRQ] sym53c416
io=PORTBASE irq=IRQ

Trantor T128/T128F/T228
SCSI Host Adapter

t128.o

Tekram DC390 and other
AMD53C974A based PCI
SCSI adapters

tmscsim.o tmscsim=ID,SPEED

UltraStor 14F/34F SCSI
host adapters (14F,
24F, 34F)

u14-34f.o u14-
34f=io_port1,io_port2,…
io_port10 u14-34f
io_port=io_port1,io_port2,
… io_port10

UltraStor 14F, 24F, and 34Fultrastor.o

WD7000-
FASST2,WD7000-ASC,
WD7000-AX/MX/EX

wd7000.o wd7000=IRQ,dma,io_port
wd7000 io=io_port
irq=IRQ dma=dma

Here are some examples of these modules in use:

Table A–4 SCSI Parameters Configuration Examples

Configuration Example

Adaptec AHA1522 at port 330,
IRQ 11, SCSI ID 7

aha152x=0x330,11,7

Adaptec AHA1542 at port 330 bases=0x330

Future Domain TMC-800 at
CA000, IRQ 10

controller_type=2 base_ad-
dress=0xca000 irq=10

When a parameter has commas, make sure you donotput a space after a comma.
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A.4 Ethernet parameters
Table A–5 Ethernet Module Parameters

Hardware Module Parameters

3Com 3c501 3c501.o 3c501=io_port,IRQ

3Com 3c503 and 3c503/163c503.o 3c503=io_port,IRQ 3c503
io=io_port_1,io_port_n
irq=IRQ_1,IRQ_n

3Com EtherLink Plus
(3c505)

3c505.o 3c505=io_port,IRQ,DMA
3c505
io=io_port_1,io_port_n
irq=IRQ_1,IRQ_2
dma=dma_1,dma_n

3Com EtherLink 16 3c507.o 3c507=io_port,IRQ 3c507
io=io_port irq=IRQ

3Com EtherLink III 3c509.o 3c509=IRQ

3Com ISA EtherLink
XL "Corkscrew"

3c515.o

3Com EtherLink PCI
III/XL Vortex (3c590,
3c592, 3c595, 3c597)
Boomerang (3c900,
3c905, 3c595)

3c59x.o

Apricot 680x0 VME,
82596 chipset

82596.o 82596=IRQ 82596
irq=IRQ

Ansel Communications
AC3200 EISA

ac3200.o ac3200=io_port,IRQ
ac3200
io=io_port_1,io_port_n
irq=IRQ_1,IRQ_n
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Hardware Module Parameters

Alteon AceNIC Gigabit
Ethernet driver

acenic.o acenic=trace,link acenic
trace=trace link=val

Allied Telesis AT1700 at1700.o at1700=io_port,IRQ
at1700 io=io_port irq=IRQ

Tangent ATB-II, Novel
NL-10000, Daystar Digital
LT-200, Dayna DL2000,
DaynaTalk PC (HL),
COPS LT-95, Farallon
PhoneNET PC II, III

cops.o cops=io_port,IRQ cops
io=io_port irq=IRQ

Modular driver for the
COSA or SRP synchronous
serial card

cosa.o cosa=io_port,IRQ,dma

Crystal LAN
CS8900/CS8920

cs89x0.o cs89x0=io_port,IRQ,ME-
DIA_TYPE cs89x0
io=io_port irq=IRQ me-
dia=TYPE

EtherWORKS DE425
TP/COAX EISA, DE434
TP PCI, DE435/450
TP/COAX/AUI PCI DE500
10/100 PCI Kingston,
LinkSys, SMC8432,
SMC9332, Znyx31[45],
and Znyx346 10/100
cards with DC21040 (no
SROM), DC21041[A],
DC21140[A], DC21142,
DC21143 chipsets

de4x5.o de4x5=io_port de4x5
io=io_port de4x5
args=’ethX[fdx]
autosense=ME-
DIA_STRING’
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Hardware Module Parameters

D-Link DE-600 Ethernet
Pocket Adapter

de600.o

D-Link DE-620 Ethernet
Pocket Adapter

de620.o de620 io=io_port irq=IRQ
bnc=1 utp=1

DIGITAL DEPCA &
EtherWORKS DEPCA,
DE100, DE101, DE200
Turbo, DE201Turbo
DE202 Turbo TP/BNC,
DE210, DE422 EISA

depca.o depca=io_port,IRQ depca
io=io_port irq=IRQ

Digi Intl. RightSwitch
SE-X EISA and PCI

dgrs.o

Cabletron E2100 series
ethercards

e2100.o e2100=io_port,IRQ e2100
io=io_port irq=IRQ

Intel i82595 ISA
EtherExpressPro10/10+
driver

eepro.o eepro=io_port,IRQ,mem
eepro io=io_port irq=IRQ
mem=mem

Intel i82557/i82558 PCI
EtherExpressPro driver

eepro100.o

Intel EtherExpress 16
(i82586)

eexpress.o eexpress=io_port,IRQ
eexpress io=io_port
irq=IRQ

SMC EtherPower II
9432 PCI (83c170/175
EPIC series)

epic100.o

Racal-Interlan ES3210
EISA Network Adapter

es3210.o es3210=io_port,IRQ,mem
es3210 io=io_port irq=IRQ
mem=mem
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Hardware Module Parameters

ICL EtherTeam 16i/32 eth16i.o eth16i=io_port,mediatype
eth16i ioaddr=io_port
mediatype=type

EtherWORKS 3 (DE203,
DE204 and DE205)

ewrk3.o ewrk=io_port,IRQ ewrk
io=io_port irq=IRQ

Fujitsu FMV-
181/182/183/184

fmv18x.o fmv18x=io_port,IRQ
fmv18x io=io_port
irq=IRQ

Modular driver for the
Comtrol Hostess SV11

hostess_sv11.o hostess_sv11=io_port,
IRQ, DMABIT
hostess_sv11 io=io_port
irq=IRQ dma=DMABIT

HP PCLAN/plus hp-plus.o hp-plus=io_port,IRQ
hp-plus io=io_port irq=IRQ

HP LAN Ethernet hp.o hp=io_port,IRQ hp
io=io_port irq=IRQ

100VG-AnyLan Network
Adapters HP J2585B,
J2585A, J2970, J2973,
J2573 Compex ReadyLink
ENET100-VG4,
FreedomLine 100/VG

hp100.o hp100=io_port,name
hp100 hp100_port=io_port
hp100_name=name

IBM Token Ring 16/4 ibmtr.o ibmtr=io_port,IRQ,mem
ibmtr io=io_port irq=IRQ
mem=mem
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Hardware Module Parameters

AMD LANCE/PCnet
Allied Telesis AT1500, HP
J2405A, NE2100, NE2500

lance.o lance=io_port,IRQ,dma
lance
io=io_port_1,io_port_n
irq=IRQ_1,IRQ_2
dma=dma_1,dma_n

Mylex LNE390 EISA cards
(LNE390A, LNE390B)

lne390.o lne390=io_port,IRQ,mem
lne390 io=io_port irq=IRQ
mem=mem

ltpc.o ltpc=io_port,IRQ ltpc
io=io_port irq=IRQ

NE1000 / NE2000
(non-pci)

ne.o ne=io_port,IRQ ne
io=io_port irq=IRQ

PCI NE2000 cards
RealTEk RTL-8029,
Winbond 89C940, Compex
RL2000, KTI ET32P2,
NetVin, NV5000SC, Via
82C926, SureCom NE34

ne2k-pci.o

Novell NE3210 EISA
Network Adapter

ne3210.o ne3210=io_port,IRQ,mem
ne3210 io=io_port irq=IRQ
mem=mem

MiCom-Interlan NI5010
ethercard

ni5010.o ni5010=io_port,IRQ
ni5010 io=io_port irq=IRQ

NI5210 card (i82586
Ethernet chip)

ni52.o ni52=io_port,IRQ ni52
io=io_port irq=IRQ

NI6510, ni6510
EtherBlaster

ni65.o ni65=io_port,IRQ,dma
ni65 io=io_port irq=IRQ
dma=dma
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Hardware Module Parameters

AMD PCnet32 and AMD
PCnetPCI

pcnet32.o

RedCreek
Communications PCI

rcpci.o

RealTek cards using
RTL8129 or RTL8139 Fast
Ethernet chipsets

rtl8139.o

Sangoma S502/S508
multi-protocol FR

sdla.o

Sangoma S502A, ES502A,
S502E, S503, S507,
S508, S509

sdladrv.o

SysKonnect Token
Ring ISA/PCI Adapter,
TR4/16(+) ISA or PCI,
TR4/16 PCI, and older SK
NET TR4/16 ISA cards

sktr.o sktr=io_port,IRQ,mem
sktr io=io_port irq=IRQ
mem=mem

SMC Ultra and SMC
EtherEZ ISA ethercard
(8K, 83c790)

smc-ultra.o smc-ultra=io_port,IRQ
smc-ultra io=io_port
irq=IRQ

SMC Ultra32 EISA
Ethernet card (32K)

smc-ultra32.o

SMC 9000 series of
Ethernet cards

smc9194.o smc9194=io_port,IRQ
smc9194 io=io_port
irq=IRQ ifport=[0,1,2]
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Hardware Module Parameters

Compaq Netelligent 10/100
TX PCI UTP Compaq
Netelligent 10 T PCI UTP
Compaq Integrated NetFlex
3/P Compaq Netelligent
Dual 10/100 TX PCI
UTP Compaq Netelligent
Integrated 10/100 TX
UTP Compaq Netelligent
10/100 TX Embedded UTP
Compaq Netelligent 10 T/2
PCI UTP/Coax Compaq
Netelligent 10/100 TX
UTP Compaq NetFlex
3/P Olicom OC-2325,
OC-2183, OC-2326

tlan.o tlan=io_port,IRQ,aui,de-
bug tlan io=io_port
irq=IRQ Other
Module Options:
speed=10Mbs,100Mbs
debug=0x0[1,2,4,8] aui=1
duplex=[1,2]

Digital 21x4x Tulip
PCI Ethernet cards
SMC EtherPower 10
PCI(8432T/8432BT)
SMC EtherPower 10/100
PCI(9332DST) DEC
EtherWorks 100/10
PCI(DE500-XA)
DEC EtherWorks 10
PCI(DE450) DEC
QSILVER’s, Znyx 312
etherarray Allied Telesis
LA100PCI-T Danpex
EN-9400, Cogent EM110

tulip.o
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Hardware Module Parameters

VIA Rhine PCI Fast
Ethernet cards with either
the VIA VT86c100A
Rhine-II PCI or
3043 Rhine-I D-Link
DFE-930-TX PCI 10/100

via-rhine.o

AT&T GIS (nee NCR)
WaveLan ISA Card

wavelan.o wave-
lan=[IRQ,0],io_port,NWID

WD8003 and WD8013
"compatible" ethercards

wd.o wd=io_port, IRQ,
mem,mem_end wd
io=io_port irq=IRQ
mem=mem mem_end=end

Packet Engines Yellowfin yellowfin.o

G-NIC PCI Gigabit
Ethernet adapter

Z8530 based HDLC cards
for AX.25

z85230.o

Here are some examples of these modules in use:

Table A–6 Ethernet Parameter Configuration Examples

Configuration Example

NE2000 ISA card at IO address
300 and IRQ 11

ne=0x300,11 ether=0x300,11,eth0

Wavelan card at IO 390, autoprobe for
IRQ, and use the NWID to 0x4321

wavelan=0,0x390,0x4321
ether=0,0x390,0x4321,eth0
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A.4.1 Using Multiple Ethernet Cards
You can use multiple Ethernet cards in one machine. If each card uses a different
driver (e.g., a 3c509 and a DE425), you simply need to addalias (and possibly
options ) lines for each card to/etc/conf.modules . See Section 3.2.2,Load-
ing Kernel Modulesfor more information.

If any two Ethernet cards use the same driver (e.g., two 3c509’s or a 3c595 and a
3c905), you will need to either give the two card addresses on the driver’s options
line (in the case of ISA cards), or (for PCI cards) simply add onealias line for
each card.

http://metalab.unc.edu/LDP/HOWTO/Ethernet-HOWTO.html For more information
about using more than one Ethernet card, see theLinux Ethernet-HOWTOat
http://metalab.unc.edu/LDP/HOWTO/Ethernet-HOWTO.html. If you installed the
howto package when you installed Red Hat Linux, you can find it in the file
/usr/doc/HOWTO/Ethernet-HOWTO .
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B An Introduction to Disk Partitions
Disk partitions are a standard part of the personal computer landscape, and have been
for quite some time. However, with so many people purchasing computers featuring
preinstalled operating systems, relatively few people understand how partitions work.
This chapter attempts to explain how disk partitions work so you’ll find your Red Hat
Linux installation is as simple as possible.

If you’re reasonably comfortable with disk partitions, you could skip ahead to Sec-
tion B.1.4,Making Room For Red Hat Linuxfor more information on the process of
freeing up disk space to prepare for a Red Hat Linux installation. This section also
discusses the partition naming scheme used by Linux systems, sharing disk space
with other operating systems, and related topics.

B.1 Hard Disk Basic Concepts
Hard disks perform a very simple function -- they store data and reliably retrieve it
on command.

When discussing issues such as disk partitioning, it’s important to know a bit about
the underlying hardware; unfortunately, it’s easy to become bogged down in details.
Therefore, let’s use a simplified diagram of a disk drive to help us explain what goes
on "under the hood." Figure B–1,An Unused Disk Driveshows a brand-new, unused
disk drive.
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Figure B–1 An Unused Disk Drive

Not much to look at, is it? But if we’re talking about disk drives on a basic level,
it will do. Let’s say that we’d like to store some data on this drive. As things stand
now, it won’t work. There’s something we need to do first…

B.1.1 It’s Not What You Write, it’s How You Write It
The old-timers in the audience probably got this one on the first try. We need to
format the drive. Formatting (usually known as "making afilesystem" in Linux par-
lance) writes information to the drive, creating order out of the empty space in an
unformatted drive.
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Figure B–2 Disk Drive with a Filesystem

As Figure B–2,Disk Drive with a Filesystemimplies, the order imposed by a filesys-
tem involves some tradeoffs:

• A small percentage of the drive’s available space is used to store filesystem-
related data, and can be considered as overhead.

• A filesystem splits the remaining space into small, consistently-sized segments.
In the Linux world, these segments are known asblocks. 1

Given that filesystems make things like directories and files possible, these tradeoffs
are usually seen as a small price to pay.

It’s also worth noting that there is no single, universal filesystem; as Figure B–3,
Disk Drive with a Different Filesystemshows, a disk drive may have one of many
different filesystems written on it. As you might guess, different filesystems tend

1 Blocks reallyare consistently sized, unlike our illustrations. Keep in mind, also, that an average disk drive
contains thousands of blocks. But for the purposes of this discussion, please ignore these minor discrepancies.
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to be incompatible; that is, an operating system that supports one filesystem (or a
handful of related filesystem types) may not support another. This last statement
is not a hard-and-fast rule, however. For example, Red Hat Linux supports a wide
variety of filesystems (including many commonly used by other operating systems),
making data interchange easy.

Figure B–3 Disk Drive with a Different Filesystem

Of course, writing a filesystem to disk is only the beginning. The goal of this process
is to actuallystoreandretrievedata. Let’s take a look at our drive after some files
have been written to it.
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Figure B–4 Disk Drive with Data Written to It

As Figure B–4,Disk Drive with Data Written to Itshows, 14 of the previously-empty
blocks are now holding data. We cannot determine how many files reside on this
drive; it may be as few as one or as many as 14, as all files use at least one block. An-
other important point to note is that the used blocks do not have to form a contiguous
region; used and unused blocks may be interspersed. This is known asfragmenta-
tion. Fragmentation can play a part when attempting to resize an existing partition.

As with most computer-related technologies, disk drives continued to change over
time. In particular, they changed in one specific way -- they got bigger. Not bigger in
size, but bigger in capacity. And it was this additional capacity that drove a change
in the way disk drives were used.

B.1.2 Partitions – Turning One Drive Into Many

As disk drive capacities soared, some people started wondering if having all that space
in one big chunk wasn’t such a great idea. This line of thinking was driven by several
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issues, some philosophical, some technical. On the philosophical side, above a cer-
tain size, it seemed that the additional space provided by a larger drive created more
clutter. On the technical side, some filesystems were never designed to support larger
drives. Or the filesystemscouldsupport larger drives, but the overhead imposed by
the filesystem became excessive.

The solution to this problem was to divide disks intopartitions . Each partition can be
accessed as if it was a separate disk. This is done through the addition of apartition
table.

Please Note

While the diagrams in this chapter show the partition table
as being separate from the actual disk drive, this is not en-
tirely accurate. In reality, the partition table is stored at the
very start of the disk, before any filesystem or user data. But
for clarity, we’ll keep it separate in our diagrams.



Section B.1:Hard Disk Basic Concepts 301

Figure B–5 Disk Drive with Partition Table

As Figure B–5,Disk Drive with Partition Tableshows, the partition table is divided
into four sections. Each section can hold the information necessary to define a single
partition, meaning that the partition table can define no more than four partitions.

Each partition table entry contains several important characteristics of the partition:

• The points on the disk where the partition starts and ends;

• Whether the partition is "active";

• The partition’s type.

Let’s take a closer look at each of these characteristics. The starting and ending points
actually define the partition’s size and location on the disk. The "active" flag is used
by some operating systems’ boot loaders. In other words, the operating system in the
partition that is marked "active" will be booted.

The partition’s type can be a bit confusing. The type is a number that identifies the
partition’s anticipated usage. If that statement sounds a bit vague, that’s because the
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meaning of the partition type is a bit vague. Some operating systems use the partition
type to denote a specific filesystem type, to flag the partition as being associated
with a particular operating system, to indicate that the partition contains a bootable
operating system, or some combination of the three.

Table B–1,Partition Typescontains a listing of some popular (and obscure) partition
types, along with their numeric values.

Table B–1 Partition Types

Partition Type Value Partition Type Value

Empty 00 Novell Netware 386 65

DOS 12-bit FAT 01 PIC/IX 75

XENIX root 02 Old MINIX 80

XENIX usr 03 Linux/MINUX 81

DOS 16-bit <=32M 04 Linux swap 82

Extended 05 Linux native 83

DOS 16-bit >=32 06 Linux extended 85

OS/2 HPFS 07 Amoeba 93

AIX 08 Amoeba BBT 94

AIX bootable 09 BSD/386 a5

OS/2 Boot Manager 0a OpenBSD a6

Win95 FAT32 0b NEXTSTEP a7

Win95 FAT32 (LBA) 0c BSDI fs b7

Win95 FAT16 (LBA) 0e BSDI swap b8

Win95 Extended (LBA) 0f Syrinx c7

Venix 80286 40 CP/M db

Novell? 51 DOS access e1
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Partition Type Value Partition Type Value

Microport 52 DOS R/O e3

GNU HURD 63 DOS secondary f2

Novell Netware 286 64 BBT ff

Now you might be wondering how all this additional complexity is normally used.
See Figure B–6,Disk Drive With Single Partitionfor an example.

Figure B–6 Disk Drive With Single Partition

That’s right -- in many cases there is but a single partition spanning the entire disk,
essentially duplicating the pre-partitioned days of yore. The partition table has only
one entry used, and it points to the start of the partition.

We’ve labeled this partition as being of type "DOS," although as you can see from
Table B–1,Partition Types, that’s a bit simplistic, but adequate for the purposes of
this discussion. This is a typical partition layout for most newly purchased computers
with some version of Windows pre-installed.
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B.1.3 Partitions within Partitions – An Overview of Extended
Partitions
Of course, in time it became obvious that four partitions would not be enough. As
disk drives continued to grow, it became more and more likely that a person could
configure four reasonably-sized partitions and still have disk space left over. There
needed to be some way of creating more partitions.

Enter the extended partition. As you may have noticed in Table B–1,Partition Types,
there is an "Extended" partition type; it is this partition type that is at the heart of
extended partitions. Here’s how it works.

When a partition is created and its type is set to "Extended," an extended partition
table is created. In essence, the extended partition is like a disk drive in its own right
-- it has a partition table that points to one or more partitions (now calledlogical
partitions , as opposed to the fourprimary partitions ) contained entirely within the
extended partition itself. Figure B–7,Disk Drive With Extended Partitionshows a
disk drive with one primary partition, and one extended partition containing two log-
ical partitions (along with some unpartitioned free space).
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Figure B–7 Disk Drive With Extended Partition

As this figure implies, there is a difference between primary and logical partitions --
there can only be four primary partitions, but there is no fixed limit to the number of
logical partitions that can exist. (However, in reality it is probably not a good idea to
try to define and use more than 12 logical partitions on a single disk drive.)

Now that we’ve discussed partitions in general, let’s see how to use this knowledge
to get Red Hat Linux installed.

B.1.4 Making Room For Red Hat Linux

There are three possible scenarios you may face when attempting to repartition your
hard disk:

• Unpartitioned free space is available.

• An unused partition is available.

• Free space in an actively used partition is available.
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Let’s look at each scenario in order.

Please Note

Please keep in mind that the following illustrations are sim-
plified in the interest of clarity, and do not reflect the exact
partition layout that you will encounter when actually in-
stalling Red Hat Linux.

Using Unpartitioned Free Space

In this situation, the partitions already defined do not span the entire hard disk, leaving
unallocated space that is not part of any defined partition. Figure B–8,Disk Drive
with Unpartitioned Free Spaceshows what this might look like.

Figure B–8 Disk Drive with Unpartitioned Free Space

If you think about it, an unused hard disk also falls into this category; the only differ-
ence is thatall the space is not part of any defined partition.
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In any case, you can simply create the necessary partitions from the unused space.
Unfortunately, this scenario, although very simple, is not very likely (unless you’ve
just purchased a new disk just for Red Hat Linux).

Let’s move on to a slightly more common situation.

Using Space From An Unused Partition

In this case, maybe you have one or more partitions that you just don’t use any longer.
Perhaps you’ve dabbled with another operating system in the past, and the partition(s)
you’ve dedicated to it never seem to be used anymore. Figure B–9,Disk Drive With
an Unused Partitionillustrates such a situation.

Figure B–9 Disk Drive With an Unused Partition

If you find yourself in this situation, you can use the space allocated to the unused
partition. You’ll first need to delete the partition, and then create the appropriate
Linux partition(s) in its place. You can either delete the partition using DOSfdisk ,
or you’ll be given the opportunity to do so during a custom-class installation.
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Using Free Space From An Active Partition

This is the most common situation. It is also, unfortunately, the hardest to work with.
The main problem is that, even if you have enough free space, it’s presently allocated
to a partition that is in use. If you purchased a computer with pre-installed software,
the hard disk most likely has one massive partition holding the operating system and
data.

Aside from adding a new hard drive to your system, you have two choices:

Destructive Repartitioning

Basically, you delete the single large partition, and create several smaller ones.
As you might imagine, any data you had in the original partition is destroyed.
This means that making a complete backup is necessary. For your own sake,
make two backups, use verification (if available in your backup software), and
try to read data from your backupbeforeyou delete the partition. Note also
that if there was an operating system of some type installed on that partition, it
will need to be reinstalled as well.

After creating a smaller partition for your existing software, you can reinstall
any software, restore your data, and continue with your Red Hat Linux instal-
lation. Figure B–10,Disk Drive Being Destructively Repartitionedshows this
being done.
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Figure B–10 Disk Drive Being Destructively Repartitioned

CAUTION

As Figure B–10,Disk Drive Being Destructively
Repartitionedshows, any data present in the original
partition will be lost without proper backup!

Non-Destructive Repartitioning

Here, you run a program that does the seemingly impossible: it makes a big
partition smaller without losing any of the files stored in that partition. Many
people have found this method to be reliable and trouble-free. What software
should you use to perform this feat? There are several disk management soft-
ware products on the market; you’ll have to do some research to find the one
that is best for your situation.

While the process of non-destructive repartitioning is rather straightforward,
there are a number of steps involved:
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• Compress existing data

• Resize partition

• Create new partition(s)

Let’s take a look at each step in a bit more detail.

Compress existing data

As Figure B–11,Disk Drive Being Compressedshows, the first step is to compress
the data in your existing partition. The reason for doing this is to rearrange the data
such that it maximizes the available free space at the "end" of the partition.

Figure B–11 Disk Drive Being Compressed

This step is crucial; without it, it is possible that the location of your data could pre-
vent the partition from being resized to the extent desired. Note also that, for one
reason or another, some data cannot be moved. If this is the case (and it restricts the
size of your new partition(s)), you may be forced to destructively repartition your
disk.
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Resize partition

Figure B–12,Disk Drive with Partition Resizedshows the actual resizing process.
While the actual end-product of the resizing operation varies depending on the soft-
ware used, in most cases the newly freed space is used to create an unformatted par-
tition of the same type as the original partition.

Figure B–12 Disk Drive with Partition Resized

It’s important to understand what the resizing software you use does with the newly
freed space, so that you can take the appropriate steps. In the case we’ve illustrated,
it would be best to simply delete the new DOS partition, and create the appropriate
Linux partition(s).

Create new partition(s)

As the previous step implied, it may or may not be necessary to create new partitions.
However, unless your resizing software is Linux-aware, it is likely you’ll need to
delete the partition that was created during the resizing process. Figure B–13,Disk
Drive with Final Partition Configurationshows this being done.
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Figure B–13 Disk Drive with Final Partition Configuration

Intel

The following information is specific to Intel-based com-
puters only.

As a convenience to our customers, we provide thefips utility. This is a freely
available program that can resize FAT (File Allocation Table) partitions. It’s included
on the Red Hat Linux/Intel CD-ROM in thedosutils directory.
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Please Note

Many people have successfully usedfips to repartition
their hard drives. However, because of the nature of the op-
erations carried out byfips , and the wide variety of hard-
ware and software configurations under which it must run,
Red Hat cannot guarantee thatfips will work properly on
your system. Therefore, no installation support whatsoever
is available forfips ; use it at your own risk.

That said, if you decide to repartition your hard drive withfips , it is vital that you
do two things:

• Perform a Backup -- Make two copies of all the important data on your computer.
These copies should be to removable media (such as tape or diskettes), and you
should make sure they are readable before proceeding.

• Read the Documentation -- Completely read thefips documentation, located
in the /dosutils/fipsdocs subdirectory on Red Hat Linux/Intel CD 1.

Should you decide to usefips , be aware that afterfips runs you will be left with
twopartitions: the one you resized, and the onefips created out of the newly freed
space. If your goal is to use that space to install Red Hat Linux, you should delete the
newly created partition, either by usingfdisk under your current operating system,
or while setting up partitions during a custom-class installation.

B.1.5 Partition Naming Scheme

Linux refers to disk partitions using a combination of letters and numbers which may
be confusing, particularly if you’re used to the "C drive" way of referring to hard disks
and their partitions. In the DOS/Windows world, here is how partitions are named:

• Each partition’s type is checked to determine if it can be read by DOS/Windows.

• If the partition’s type is compatible, it is assigned a "drive letter." The drive letters
start with "C".
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• The drive letter can then be used to refer to that partition as well as the filesystem
contained on that partition.

Red Hat Linux uses a naming scheme that is more flexible and conveys more infor-
mation than the approach used by other operating systems. The naming scheme is
file-based, with filenames in the form:

/dev/ xxyN

Here’s how to decipher the partition naming scheme:

/dev/

This string is the name of the directory in which all device files reside. Since
partitions reside on hard disks, and hard disks are devices, the files representing
all possible partitions reside in/dev/ .

xx

The first two letters of the partition name indicate the type of device on which
the partition resides. You’ll normally see eitherhd (for IDE disks), orsd (for
SCSI disks).

y

This letter indicates which device the partition is on. For example,/dev/hda
(the first IDE hard disk) or/dev/sdb (the second SCSI disk).

N

The final number denotes the partition. The first four (primary or extended)
partitions are numbered1 through 4. Logical partitions start at5. E.g.,
/dev/hda3 is the third primary or extended partition on the first IDE hard
disk; /dev/sdb6 is the second logical partition on the second SCSI hard
disk.
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Please Note

There is no part of this naming convention that is based on
partition type; unlike DOS/Windows,all partitions can be
identified under Red Hat Linux. Of course, this doesn’t
mean that Red Hat Linux can access data on every type of
partition, but in many cases it is possible to access data on
a partition dedicated to another operating system.

Keep this information in mind; it will make things easier to understand when you’re
setting up the partitions Red Hat Linux requires.

B.1.6 Disk Partitions and Other Operating Systems
If your Red Hat Linux partitions will be sharing a hard disk with partitions used by
other operating systems, most of the time you’ll have no problems. However, there
are certain combinations of Linux and other operating systems that require extra care.
Information on creating disk partitions compatible with other operating systems is
available in several HOWTOs and Mini-HOWTOs, available on the Red Hat Linux
CD in thedoc/HOWTOanddoc/HOWTO/mini directories. In particular, the Mini-
HOWTOs whose names start withLinux+ are quite helpful.

Intel

If Red Hat Linux/Intel will coexist on your machine with
OS/2 , you must create your disk partitions with the OS/2
partitioning software---otherwise, OS/2 may not recognize
the disk partitions. During the installation, do not create any
new partitions, but do set the proper partition types for your
Linux partitions using the Linuxfdisk .
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B.1.7 Disk Partitions and Mount Points

One area that many people new to Linux find confusing is the matter of how parti-
tions are used and accessed by the Linux operating system. In DOS/Windows, it is
relatively simple: If you have more than one partition, each partition gets a "drive let-
ter." You then use the drive letter to refer to files and directories on a given partition.

This is entirely different from how Red Hat Linux deals with partitions and, for that
matter, with disk storage in general. The main difference is that each partition is used
to form part of the storage necessary to support a single set of files and directories.
This is done by associating a partition with a directory through a process known as
mounting. Mounting a partition makes its storage available starting at the specified
directory (known as amount point).

For example, if partition/dev/hda5 were mounted on/usr , that would mean that
all files and directories under/usr would physically reside on/dev/hda5 . So the
file /usr/doc/FAQ/txt/Linux-FAQ would be stored on/dev/hda5 , while
the file /etc/X11/gdm/Sessions/Gnome would not.

Continuing our example, it is also possible that one or more directories below
/usr would be mount points for other partitions. For instance, a partition (say,
/dev/hda7 ) could be mounted on/usr/local , meaning that, for example,
/usr/local/man/whatis would then reside on/dev/hda7 rather than
/dev/hda5 .

B.1.8 How Many Partitions?

At this point in the process of preparing to install Red Hat Linux, you will need to give
some consideration to the number and size of the partitions to be used by your new
operating system. The question of "how many partitions" continues to spark debate
within the Linux community and, without any end to the debate in sight, it’s safe to
say that there are probably as many partition layouts as there are people debating the
issue.

Keeping this in mind, we recommend that, unless you have a reason for doing other-
wise, you should create the following partitions:
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• A swap partition -- Swap partitions are used to support virtual memory. In other
words, data is written to swap when there is not RAM to hold the data your sys-
tem is processing. If your computer has 16 MB of RAM or less, youmustcreate
a swap partition. Even if you have more memory, a swap partition is still rec-
ommended. The minimum size of your swap partition should be equal to your
computer’s RAM, or 16 MB (whichever is larger).

•

Intel

The following partition is specific to Red Hat Linux/In-
tel installations.

A /boot partition -- The partition mounted on/boot
contains the operating system kernel (which allows your
system to boot Red Hat Linux), along with a few other
files used during the bootstrap process. Due to the limi-
tations of most PC BIOSes, creating a small partition to
hold these files is a good idea. This partition should be
no larger than 16MB.

Please Note

Make sure you read Section B.1.9,One Last Wrinkle:
Using LILO -- the information there applies to the
/boot partition!

•
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Alpha
The following partition is specific to Red Hat Linux/Al-
pha installations.

A MILO partition -- Alpha owners that will be using
MILO to boot their systems should create a 2MB DOS
partition where MILO can be copied after the installa-
tion is complete. We recommend using/dos as the
mount point.

• A root partition (/) -- The root partition is where/ (the root directory) resides.
In this partitioning layout, all files (except those stored in/boot ) reside on the
root partition. Because of this, it’s in your best interest to maximize the size
of your root partition. A 600MB root partition will permit the equivalent of a
workstation-class installation (withvery little free space), while a 1.5GB root
partition will let you install every package.

B.1.9 One Last Wrinkle: Using LILO
LILO (the LInux LOader) is the most commonly used method to boot Red Hat Linux
on Intel-based systems. An operating system loader, LILO operates "outside" of any
operating system, using only the Basic I/O System (or BIOS) built into the computer
hardware itself. This section describes LILO’s interactions with PC BIOSes, and is
specific to Intel-compatible computers.

BIOS-Related Limitations Impacting LILO
LILO is subject to some limitations imposed by the BIOS in most Intel-based com-
puters. Specifically, most BIOSes can’t access more than two hard drives and they
can’t access any data stored beyond cylinder 1023 of any drive. Note that some recent
BIOSes do not have these limitations, but this is by no means universal.

All the data LILO needs to access at boot time (including the Linux kernel) are located
in the /boot directory. If you follow the partition layout recommended above, or
you are performing a workstation- or server-class install, the/boot directory will be
in a small, separate partition. Otherwise, it will reside in the root partition. In either
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case, the partition in which/boot resides must conform to the following guidelines
if you are going to use LILO to boot your Red Hat Linux system:

On First Two IDE Drives

If you have 2 IDE (or EIDE) drives,/boot must be located on one of them.
Note that this two-drive limit also includes any IDE CD-ROM drives on your
primary IDE controller. So, if you have one IDE hard drive, and one IDE
CD-ROM on your primary controller,/boot must be located on the first hard
driveonly, even if you have other hard drives on your secondary IDE controller.

On First IDE or First SCSI Drive

If you have one IDE (or EIDE) drive and one or more SCSI drives,/boot
must be located either on the IDE drive or the SCSI drive at ID 0. No other
SCSI IDs will work.

On First Two SCSI Drives

If you have only SCSI hard drives,/boot must be located on a drive at ID 0
or ID 1. No other SCSI IDs will work.

Partition CompletelyBelow Cylinder 1023

No matter which of the above configurations apply, the partition that holds
/boot must be located entirely below cylinder 1023. If the partition hold-
ing /boot straddles cylinder 1023, you may face a situation where LILO will
work initially (because all the necessary information is below cylinder 1023),
but will fail if a new kernel is to be loaded, and that kernel resides above cylin-
der 1023.

As mentioned earlier, it is possible that some of the newer BIOSes may permit LILO
to work with configurations that don’t meet our guidelines. Likewise, some of LILO’s
more esoteric features may be used to get a Linux system started, even if the configu-
ration doesn’t meet our guidelines. However, due to the number of variables involved,
Red Hat cannot support such extraordinary efforts.
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Please Note

Disk Druid as well as the workstation- and server-class in-
stalls take these BIOS-related limitations into account.
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C Driver Disks
C.1 Why Do I Need a Driver Disk?
While the Red Hat Linux installation program is loading, you may see a screen that
asks you for a driver disk. The driver disk screen is most often seen in three scenarios:

• if you are running the installation program inexpert mode

• if you run the installation program by enteringlinux dd at theboot: prompt

• if you run the installation program on a computer which does not have any PCI
devices

C.1.1 So What Is a Driver Disk Anyway?
A driver disk adds support for hardware that is not otherwise supported by the instal-
lation program. The driver disk could be produced by Red Hat, it could be a disk you
make yourself, or it could be a disk that a hardware vendor includes with a piece of
hardware.

There is really no need to use a driver disk unless you need a particular device in order
to install Red Hat Linux. You will most likely use a driver disk for SCSI adapters and
NICs, as those are really the only devices which are used during the installation that
might require driver disk support. If an unsupported device is not needed to install
Red Hat Linux on your system, continue with a regular installation and then add
support for the new piece of hardware once the installation is complete.

C.1.2 How Do I Obtain a Driver Disk?
Your best option for finding driver disk information is on Red Hat’s website at
http://www.redhat.com/support/errata/ under the section calledBug Fixes .

If you find a driver disk that is appropriate for your device support needs, create a boot
disk using thatfilename .img file. For instructions on how to make a boot disk,
see theOfficial Red Hat Linux Installation Guidesection calledMaking Installation
Diskettes.
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Once you have created your driver disk, boot your system using the diskette as a boot
disk and enter eitherlinux expert or linux dd at theboot: prompt.
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D How to Create a Dual-Boot System
This document explains your options for installing Red Hat Linux on a computer that
currently runs another operating system, and how to create a dual-boot environment.

D.1 If Your Computer Already Has An Operating
System ...
If the computer you want to install Red Hat Linux on is currently running Windows
(or some other operating system), you have an important decision to make. Your
choices are:

• Do you want to install Red Hat Linux but feel timid about disk partitioning? You
can install Red Hat Linux on your system without creating any Linux partitions by
performing apartitionless installation. The installation program can install Red
Hat Linux on an existing, formatted Windows partition and you’ll only need to
create a boot disk during the installation to access Red Hat Linux on your system.

This method is perfect for those who do not want to install Red Hat Linux as the
primary OS or as a dual-boot OS on your system. It is a great way of trying out
Red Hat Linux without creating Linux partitions on your system.

If this is your preferred choice, refer toOfficial Red Hat Linux Installation Guide,
Appendix B. Installing Without Partitioning, for those instructions.

• Do you want to install Red Hat Linux and have the option of booting either Red
Hat Linux or your other operating system? Performing a workstation- or cus-
tom-class installation will allow Red Hat Linux to install on your system with-
out affecting the other operating system. A workstation-class installation will do
this by default. In a custom-class installation, you must install LILO (the LInux
LOader) on the MBR (Master Boot Record) -- unless Windows NT is your other
OS or if you are already using another boot loader on your system. TheOfficial
Red Hat Linux Installation Guidehas instructions on installing and configuring
LILO. After the installation, whenever you start the computer, you will indicate
whether you want to start Red Hat Linux or the other operating system.
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WARNING

Do not perform a workstation-class installation if
you’re sharing a disk with Windows NT; if you do,
you will be unable to boot Windows NT. LILO will
overwrite NT’s boot loader and you will be unable
to boot NT. You must perform a custom-class instal-
lation and configure LILO so that it is not installed
on the MBR.

To create a dual-boot environment on a system
that currently has NT, you must install LILO
on the first sector of the root partition, not the
MBR. Please be sure to create a boot disk. In
a case such as this, you will either need to use
the boot disk, or configure the NT system loader
to boot LILO from the first sector of the root
partition. Be sure to check out http://www.linux-
doc.org/HOWTO/mini/Linux+NT-Loader.html for
more information on setting up LILO and NT.

If this is your preferred choice, read Section D.2,Setting Up a Dual-Boot Envi-
ronment

• Do you want Red Hat Linux to be the only operating system on your computer?
The Red Hat Linux installation program will remove the other operating system
and also any data you have created using that operating system.
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Please Note

In order to install Red Hat Linux and keep another OS
on your system, there must be sufficient space for Red
Hat Linux to be installed on. Otherwise, Red Hat Linux
will replace the current OS and files on your system. If
you have not partitioned your hard drive to make room
for Red Hat Linux or made sure that there is sufficient
unpartitioned space available for your installation, Red
Hat Linux will install over the existing information by
default. It will also happen if you select a server-class
installation (note that a server-class installation does not
install the X Window System so no GUI environment
will be present1). So a dual-boot environment is in-
compatible with this choice.

If this is your preferred choice, first back-up any information on your computer
that you want to save or perform a full backup if you think you may want to
restore your system to its original configuration), then proceed with installation
as explained in theOfficial Red Hat Linux Installation Guide.

D.2 Setting Up a Dual-Boot Environment
Sharing a computer between two operating systems requires dual booting. You can
use either operating system on the computer but not both at once. Each operating
system boots from and uses its own hard drives or disk partitions (a partition is a
physical division on a hard drive).

For clarity, we will assume that the other operating system is Windows. But the
general procedures are similar for other operating systems.

1 A server-class installation is most appropriate for you if you’d like your system to function as a Linux-based
server, and you don’t want to heavily customize your system configuration.
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Please Note

If Red Hat Linux will coexist on your system with OS/2,
you must create your disk partitions with the OS/2 parti-
tioning software -- otherwise, OS/2 may not recognize the
disk partitions. During the installation, do not create any
new partitions, but do set the proper partition types for your
Linux partition usingfdisk.

Before starting the installation program, you must first make room for Red Hat Linux.
Your choices are:

• Add a new hard drive

• Use an existing hard drive or partition

• Create a new partition

D.2.1 Add a New Hard Drive
The simplest way to make room for Red Hat Linux is to add a new hard drive to the
computer and then install Red Hat Linux on that drive. For example, if you add a
second IDE hard drive to the computer, the Red Hat Linux installation program will
recognize it ashdb and the existing drive (the one used by Windows) ashda . (With
SCSI hard drives, the newly installed hard drive would be recognized assdb and the
other hard drive assda .)

If you choose to install a new hard drive for Linux, you don’t need to read any fur-
ther. After starting the Red Hat Linux installation program, just make sure you tell
it to install Linux on the newly installed hard drive (hdb , sdb ) rather than the one
Windows uses.

D.2.2 Use an Existing Hard Drive or Partition
The next simplest way to make room for Linux is to use a hard drive or disk partition
that is currently being used by Windows. For example, suppose thatWindows Explorer

shows two hard drives,C: andD: . This could indicate either that the computer has
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two hard drives, or a single hard drive with two partitions. In either case (assuming
it is large enough), you can install Red Hat Linux on the hard drive or disk partition
that Windows recognizes asD: .

This choice is available to you only if the computer has two or more hard drives or
disk partitions.

Please Note

Windows uses letters to refer to removable drives (for ex-
ample, a ZIP drive) and network storage (virtual drives) as
well as for local hard drive space: you cannot install Linux
on a removable or network drive.

If a local Windows partition is available that you want to install Linux in, you don’t
need to read any further. Just do the following:

1. Copy all data you want to save from the selected hard drive or partition (D: in
this example) to another location.

2. Start the Red Hat Linux installation program and tell it to install Linux in the
designated drive or partition -- in this example, in the hard drive or partition that
Windows designates asD: . Note that Linux distinguishes between hard drives
and disk partitions. Thus:

• If C: andD: on this computer refer to two separate hard drives, the instal-
lation program will recognize them ashda andhdb (IDE) or sda andsdb
(SCSI). Tell the installation program to usehdb or sdb .

• If C: andD: refer to partitions on a single drive, the installation program will
recognize them ashda1 andhda2 (or sda1 andsda2 ). During the parti-
tioning phase of Linux installation, you’ll delete the second partition (hda2
orsda2 ), then partition the unallocated free space for Linux. (You don’t have
to delete the second partition prior to beginning Linux partitioning. But if you
don’t, Windows will complain whenever you boot that it cannot readDrive
D; and should someone accidentally formatD, your Linux system would be
destroyed.)
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D.2.3 Create a New Partition
The third way to make room for Linux is to create a new partition for Red Hat Linux
on the hard drive being used by the other operating system. IfWindows Explorer shows
only one hard drive (C: ), and you don’t want to add a new hard drive, you must parti-
tion the drive. After partitioning,Windows Explorer will reveal a smallerC: drive; and,
when you run the Red Hat Linux installation program, it will partition the remainder
of the drive for Linux.

You can use a destructive partitioning program, such asfdisk, to divide the hard drive,
but doing so will require you to re-install Windows. (This is probably not your best
option.)

A number of non-destructive third-party partitioning programs are available for the
Windows operating system. If you choose to use one of these, consult their docu-
mentation.

For instructions on how to partition withFIPS, a program that is on the Red Hat Linux
CD-ROM, turn to Section D.3,Partitioning withFIPS.

D.3 Partitioning with FIPS

As a convenience to our customers, we provide theFIPS utility. This is a freely avail-
able program that can resize FAT (File Allocation Table) partitions. It’s included on
the Red Hat Linux CD-ROM in thedosutils directory.

Please Note

Many people have successfully usedFIPS to repartition their
hard drives. However, because of the nature of the opera-
tions carried out byFIPS, and the wide variety of hardware
and software configurations under which it must run, Red
Hat cannot guarantee thatFIPS will work properly on your
system. Therefore, no installation support whatsoever is
available forFIPS; use it at your own risk.
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That said, if you decide to repartition your hard drive withFIPS, it is vital that you do
two things:

• Perform a Backup -- Make two copies of all the important data on your
computer. These copies should be to removable media (such as tape or diskettes),
and you should make sure they are readable before proceeding.

• Read the Documentation -- Completely read theFIPS documentation, lo-
cated in theFIPS directory on Red Hat Linux CD-ROM.

Should use decide to useFIPS, be aware that afterFIPS runs you will be left with two
partitions: the one you resized, and the oneFIPS created out of the newly freed space.
If your goal is to use that space to install Red Hat Linux, you should delete the newly
created partition, either by usingfdisk under your current operating system, or while
setting up partitions during a custom-class installation.

The following instructions are a simplified version of theFIPS documentation file,
fips.doc , located in theFIPS directory (/dosutils/fips20/* ). These in-
structions should apply in most instances. If you encounter any problems, see the
documentation file.

1. From Windows:

• Do a full backup.

• Runscandisk to verify that the hard drive contains no bad clusters.

• Decide how to distribute the available space on the hard drive between the
operating systems. UseWindows Explorer to see the free space on the drive.
Make a note of the space (in megabytes) that each operating system will have.

• If you don’t have one, create a DOS boot disk.

To create a DOS boot disk, first boot your machine to DOS.

Next, insert a blank, formatted diskette into the floppy drive.

Type the following at the command prompt and press[Enter]:

FORMAT A: /S
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If you’re using Windows 95, first insert a blank formatted diskette into the
floppy drive. Next, go toStart /Run, and type:

FORMAT A: /S

The diskette will be formatted, andCOMMAND.COM, along with the associated
hidden files (IO.SYS , MSDOS.SYS, andBDLSAPCE.BIN), will be copied
to the diskette.

• Copy the following files on the Red Hat Linux CD-ROM to the DOS boot
disk.

/mnt/cdrom/dosutils/fips20/fips.exe
/mnt/cdrom/dosutils/fips20/restorrb.exe
/mnt/cdrom/dosutils/fips20/errors.txt
/mnt/cdrom/dosutils/fips20/fips.doc
/mnt/cdrom/dosutils/fips20/fips.faq

• Defragment the hard drive.

2. Insert the DOS boot disk into the floppy drive and reboot the system.

3. StartFIPS (type fips at the prompt).

WhenFIPS begins, you’ll find a welcome screen similar to the following:

Figure D–1 FIPS Welcome Screen

FIPS version 2.0, Copyright (C) 1993/4 Arno Schaefer
FAT32 Support, Copyright (C) 1997 Gordon Chaffee

DO NOT use FIPS in a multitasking environment like Windows, OS/2, Desqview,
Novell Task manager or the Linux DOS emulator; boot from a DOS boot disk fir s

If you use OS/2 or a disk compressor, read the relevant sections in FIPS.DOC

FIPS comes with ABSOLUTELY NO WARRANTY, see file COPYING for details.

This is free software, and you are welcome to redistribute it
under certain conditions; again, see file COPYING for details.
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Press any key.

When you press a key, a root partition screen similar to the following appears.
(Note that, if the computer has more than one hard drive, you’ll be asked to select
which one you want to partition.)

Figure D–2 FIPS Root Partition Screen
Partition table:

| | Start | | End | Start |Number of|
Part.|bootable|Head Cyl. Sector|System|Head Cyl. Sector| Sector |Sectors | MB
-----+--------+----------------+------+----------------+--------+---------+----
1 | yes | 0 148 1| 83h| 15 295 63| 149184| 149184| 72
2 | no | 1 0 1| 06h| 15 139 63| 63| 141057| 68
3 | no | 0 140 1| 06h| 15 147 63| 141120| 8064| 3
4 | no | 0 0 0| 00h| 0 0 0| 0| 0| 0

Checking root sector ... OK

Press any key.

When you press a key, details about the hard drive, such as the following, will
appear.

Figure D–3 FIPS Boot Sector Screen

Boot sector:
Bytes per sector: 512
Sectors per cluster: 8
Reserved sectors: 1
Number of FATs: 2
Number of rootdirectory entries: 512
Number of sectors (short): 0
Media descriptor byte: f8h
Sectors per FAT: 145
Sectors per track: 63
Drive heads: 16
Hidden sectors: 63
Number of sectors (long): 141057
Physical drive number: 80h
Signature: 29h
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Checking boot sector ... OK
Checking FAT ... OK
Searching for free space ... OK

Do you want to make a backup copy of your root and boot sector before
proceeding? (y/n)

You should selecty , for yes , to make a backup copy of your root and boot sector
before proceeding withFIPS.

Next, you’ll be presented with the following message:
Do you have a bootable floppy disk in drive A: as described in the
documentation? (y/n)

Verify that a DOS boot disk is in the floppy drive, and typey , for yes . A screen
similar to the following will appear, allowing you to resize the partition.

Figure D–4 Partition Resizing Screen
Writing file a:\rootboot:000

Enter start cylinder for new partition (33-526)

Use the cursor keys to choose the cylinder, <enter> to continue

Old partition Cylinder New partition
258.9 MB 33 3835.8 MB

The initial values allocateall free space on the disk to the new partition. This is not
what you want, because this setting would leave no free space on your Windows
partition. Press the[right arrow] to increase the size of the Windows partition and
decrease the size of the new (Linux) partition; press the[left arrow] to decrease the
size of the Windows partition and increase the size of the Linux partition. When
the sizes are what you want, press[Enter]. A verification screen similar to the
following appears:

Figure D–5 FIPS Verification Screen

First Cluster: 17442
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Last Cluster: 65511

Testing if empty ... OK

New partition table:

| | Start | | End | Start |Number of|
Part.|bootable|Head Cyl. Sector|System|Head Cyl. Sector| Sector |Sectors | MB
-----+--------+----------------+------+----------------+--------+---------+----
1 | yes | 0 148 1| 83h| 15 295 63| 149184| 149184| 109 0
2 | no | 0 139 1| 06h| 254 521 63| 2233035| 6152995| 308 4
3 | no | 0 140 1| 06h| 15 147 63| 141120| 8064| 3
4 | no | 0 0 0| 00h| 0 0 0| 0| 0| 0

Checking root sector ... OK

Do you want to continue or reedit the partition table (c/r)?

If you answerr (to re-edit the partition tables),Figure 4reappears, allowing you
to change the partition sizes. If you answerc , a confirmation screen (Figure 6)
appears:

Figure D–6 FIPS Confirmation Screen

New boot sector:

Boot sector:
Bytes per sector: 512
Sectors per cluster: 8
Reserved sectors: 1
Number of FATs: 2
Number of rootdirectory entries: 512
Number of sectors (short): 0
Media descriptor byte: f8h
Sectors per FAT: 145
Sectors per track: 63
Drive heads: 16
Hidden sectors: 63
Number of sectors (long): 141057
Physical drive number: 80h
Signature: 29h

Checking boot sector ... OK
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Ready to write new partition scheme to disk
Do you want to proceed (y/n)?

Answeringy completes the resizing operation. A harmless error message may occur,
stating, in effect thatFIPS cannot reboot the system.

After a successful operation, the disk will have two partitions. The first partition
(hda1 or sda1 ) will be used by Windows. We recommend that you start Windows
(remember to remove the boot disk from driveA: ) and runscandisk on driveC: .

If you encounter any problems, (for example, Windows will not boot), you can reverse
theFIPS resizing operation with therestorrb.exe command, which you copied to your
DOS boot disk. In case of any errors, read theFIPS documentation files (fips.doc
and fips.faq ), which indicate a number of factors that could cause the resizing
operation to fail. If all else fails, you can restore Windows with the backup you made.

The second partition (hda2 or sda2 ) contains the space that the Red Hat Linux
installation program will use. When theDisk Druid screen appears during installation,
delete this partition (the installation manual explains how), then proceed with Linux
partitioning.
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E RAID (Redundant Array of Independent
Disks)
E.1 What is RAID?
The basic idea behind RAID is to combine multiple small, inexpensive disk drives
into an array which yields performance exceeding that of one large and expensive
drive. This array of drives will appear to the computer as a single logical storage unit
or drive.

RAID is a method in which information is spread across several disks, using tech-
niques such asdisk striping (RAID Level 0) anddisk mirroring (RAID level 1) to
achieve redundancy, lower latency and/or higher bandwidth for reading and/or writ-
ing to disks, and maximize recoverability from hard-disk crashes.

The underlying concept in RAID is that data may be distributed across each drive
in the array in a consistent manner. To do this, the data much first be broken into
consistently-sized "chunks" (often 32K or 64K in size, although different sizes can
be used). Each chunk is then written to each drive in turn. When the data is to be
read, the process is reversed, giving the illusion that multiple drives are actually one
large drive.

E.1.1 Who Should Use RAID?
Those of you who need to keep large quantities of data on hand (such as an aver-
age administrator) would benefit by using RAID technology. Primary reasons to use
RAID include:

• enhanced speed

• increased storage capacity

• greater efficiency in recovering from a disk failure

E.1.2 RAID: Hardware vs. Software
There are two possible approaches to RAID: Hardware RAID and Software RAID.
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Hardware RAID

The hardware-based system manages the RAID subsystem independently from the
host and presents to the host only a single disk per RAID array.

An example of a hardware RAID device would be one that connects to a SCSI con-
troller and presents the RAID arrays as a single SCSI drive. An external RAID system
moves all RAID handling "intelligence" into a controller located in the external disk
subsystem. The whole subsystem is connected to the host via a normal SCSI con-
troller and appears to the host as a single disk.

RAID controllers also come in the form of cards thatact like a SCSI controller to
the operating system, but handle all of the actual drive communications themselves.
In these cases, you plug the drives into the RAID controller just like you would a
SCSI controller, but then you add them to the RAID controller’s configuration, and
the operating system never knows the difference.

Software RAID

Software RAID implements the various RAID levels in the kernel disk (block device)
code. It also offers the cheapest possible solution: Expensive disk controller cards
or hot-swap chassis1are not required, and software RAID works with cheaper IDE
disks as well as SCSI disks. With today’s fast CPUs, software RAID performance
can excel against hardware RAID.

The MD driver in the Linux kernel is an example of a RAID solution that is completely
hardware independent. The performance of a software-based array is dependent on
the server CPU performance and load.

E.1.3 Some Features of RAID
For those interested in learning more about what software RAID has to offer, here is
a brief list of few of those features:

• Threaded rebuild process

• Fully kernel-based configuration

1 A hot-swap chassis allow you to remove a hard drive without having to power-down your system.
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• Portability of arrays between Linux machines without reconstruction

• Backgrounded array reconstruction using idle system resources

• Hot-swappable drive support

• Automatic CPU detection to take advantage of certain CPU optimizations

Levels and linear support

RAID also offers levels 0, 1, 4, 5, and linear support. These RAID types act as fol-
lows:

• Level 0-- RAID level 0, often called "striping," is a performance- oriented striped
data mapping technique. That means the data being written to the array is broken
down into strips and written across the member disks of the array. This allows
high I/O performance at low inherent cost but provides no redundancy. Storage
capacity of the array is equal to the total capacity of the member disks.

• Level 1-- RAID level 1, or "mirroring," has been used longer than any other
form of RAID. Level 1 provides redundancy by writing identical data to each
member disk of the array, leaving a "mirrored" copy on each disk. Mirroring
remains popular due to its simplicity and high level of data availability. Level 1
operates with two or more disks that may use parallel access for high data-transfer
rates when reading, but more commonly operate independently to provide high
I/O transaction rates. Level 1 provides very good data reliability and improves
performance for read-intensive applications but at a relatively high cost2. Array
capacity is equal to the capacity of one member disk.

• Level 4-- Level 4 uses parity3concentrated on a single disk drive to protect data.
It’s better suited to transaction I/O rather than large file transfers. Because the
dedicated parity disk represents an inherent bottleneck, level 4 is seldom used

2 RAID level 1 is at a high cost because you write the same information to all of the disks in the array, which
wastes drive space. For example, you have RAID level 1 set up so that your "/" (root) partition spans across two
4G drives. You have 8G total but are only able to access 4G of that 8G. The other 4G acts like a mirror of the
first 4G.

3 Parity information is calculated based on the contents of the rest of the member disks in the array. This infor-
mation can then be used to reconstruct data when a disk in the array fails. The reconstructed data can then be used
to satisfy I/O requests to the failed disk, and to repopulate the failed disk after it has been repaired or replaced.
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without accompanying technologies such as write-back caching. Although RAID
level 4 is an option in some RAID partitioning schemes, it is not an option allowed
in Red Hat Linux RAID installations4. Array capacity is equal to the capacity of
member disks, minus capacity of one member disk.

• Level 5-- The most common type of RAID. By distributing parity across some or
all of an array’s member disk drives, RAID level 5 eliminates the write bottleneck
inherent in level 4. The only bottleneck is the parity calculation process. With
modern CPUs and software RAID, that isn’t a very big bottleneck. As with level
4, the result is asymmetrical performance, with reads substantially outperforming
writes. Level 5 is often used with write-back caching to reduce the asymmetry.
Array capacity is equal to the capacity of member disks, minus capacity of one
member disk.

• Linear RAID-- Linear RAID is a simple grouping of drives to create a larger
virtual drive. In linear RAID, the chunks are allocated sequentially from one
member drive, going to the next drive only when the first is completely filled. This
grouping provides no performance benefit, as it is unlikely that any I/O operations
will be split between member drives. Linear RAID also offers no redundancy, and
in fact decreases reliability -- if any one member drive fails, the entire array cannot
be used. The capacity is total of all member disks.

E.1.4 Creating RAID Partitions
RAID is available in both the GUI and kickstart installation modes. You can use
fdisk or Disk Druid to create your RAID configuration, but these instructions will focus
mainly on usingDisk Druid to complete this task.

Before you can create a RAID device, you must first create RAID partitions, using
the following step-by-step instructions.

4 RAID level 4 takes up the same amount of space as RAID level 5, but level 5 has many advantages over level
4 which is why it is not supported.
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Tip: If You Use fdisk

If you are usingfdisk to create a RAID partition, bear in
mind that instead of creating a partition as type83 , which
is Linux native, you must create the partition as typefd
(Linux RAID).

• Create a partition. InDisk Druid, chooseAdd to create a new partition (see Figure
E–1,Creating a New RAID Partition).

Figure E–1 Creating a New RAID Partition

• You will not be able to enter a mount point (you will be able to do that once
you’ve created your RAID device).

• Enter the size that you want the partition to be.
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• SelectGrow to fill disk if you want the partition to grow to fill all available space
on the hard disk. In this case, the partition’s size will expand and contract as
other partitions are modified. If you make more than one partition grow-able, the
partitions will compete for the available free space on the disk.

• Enter the partition type as RAID.

• Finally, for Allowable Drives , select the drive that RAID will be created on. If you
have multiple drives, all drives will be selected here and you must deselect those
drives which willnot have RAID array on it.

Continue these steps to create as many partitions as needed for your RAID setup.

Figure E–2 RAID Partitions

Once you have all of your partitions created as RAID partitions, select theMake RAID
Device button on theDisk Druid main partitioning screen (see Figure E–2,RAID Parti-
tions).

Next, Figure E–3,Making a RAID Devicewill appear which will allow you to make
a RAID device.
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Figure E–3 Making a RAID Device

• First, enter a mount point.

• Next, make sure the partition type is set asLinux Native (which will be the default).

• Choose your RAID device. You should choosemd0 for your first device,md1
for your second device, and so on, unless you have a specific reason to make it
something else. Raid devices range from md0 to md7, and each may only be used
once.

• Choose your RAID type. You can choose fromRAID 0, RAID 1, andRAID 5.
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Please Note

If you are making a RAID partition of/boot , you must
choose RAID level 1. If you are not creating a RAID
partition of /boot , and are making a RAID partition
of / , it must be RAID level 1.

• Finally, select which partitions will go into this RAID array (as in Figure E–4,
Creating a RAID Array) and then clickNext.

Figure E–4 Creating a RAID Array

• From here, you can continue with your installation process. Refer back to the
Official Red Hat Linux Installation Guidefor further instructions.
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F Kickstart Installations
F.1 What are Kickstart Installations
Due to the need for automated installation, Red Hat has created the kickstart instal-
lation method. With this method, a system administrator can create a single file con-
taining the answers to all the questions that would normally be asked during a typical
Red Hat Linux installation.

Kickstart files can be kept on single server system, and read by individual computers
during the installation. The kickstart installation method is powerful enough that
often a single kickstart file can be used to install Red Hat Linux on multiple machines,
making it ideal for network and system administrators.

Kickstart lets you automate most of a Red Hat Linux installation, including:

• Language selection

• Network configuration

• Keyboard selection

• Boot loader installation (LILO)

• Disk partitioning

• Mouse Selection

• X Window System configuration

F.2 How Do You Perform a Kickstart Installation?
Kickstart installations can only be performed using a local CD-ROM, a local hard
drive, or NFS installation methods. FTP and HTTP installations cannot be automated
using kickstart mode.

To use kickstart mode, you must first create a kickstart file (ks.cfg ), and make it
available to the Red Hat Linux installation program.



344 Appendix F:Kickstart Installations

F.2.1 Where to Put A Kickstart File
A kickstart file must be placed in one of two locations:

• on a boot disk

• on a network

Normally a kickstart file is copied to the boot disk, or made available on the network.
The network-based approach is most commonly used, as most kickstart installations
tend to be performed on networked computers.

Let’s take a more in-depth look at where the kickstart file may be placed.

To perform a diskette-based kickstart installation, the kickstart file must be named
ks.cfg , and reside in the boot disk’s top-level directory. Note that the Red Hat
Linux boot disks are in MS-DOS format, making it easy to copy the kickstart file
under Linux using themcopy command:

mcopy ks.cfg a:

(or, if you insist, you can also use Windows). You can also mount the MS-DOS boot
disk andcp the file over. Although there’s no technological requirement for it, most
diskette-based kickstart installations install Red Hat Linux from a local CD-ROM.

Network installations using kickstart are quite common, because system administra-
tors can easily automate the installation on many networked computers quickly and
painlessly. In general, the approach most commonly used is for the administrator
to have both a BOOTP/DHCP server and an NFS server on the local network. The
BOOTP/DHCP server is used to give the client system its networking information,
while the actual files used during the installation are served by the NFS server. Often,
these two servers run on the same physical machine, but there is no requirement for
this.

To do a network-based kickstart installation, you must have a BOOTP/DHCP server
on your network, and it must include configuration information for the machine on
which you are attempting to install Red Hat Linux. The BOOTP/DHCP server will
be used to give the client its networking information as well as the location of the
kickstart file.
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If a kickstart file is specified by the BOOTP/DHCP server, the client system will
attempt an NFS mount of the file’s path, and will copy the specified file to the client,
using it as the kickstart file. The exact settings required vary depending on the
BOOTP/DHCP server you use.

Here’s an example of a line from thedhcpd.conf file for the DHCP server shipped
with Red Hat Linux:

filename "/usr/new-machine/kickstart/";
next-server blarg.redhat.com;

Note that you should usefilename for the kickstart file’s name (or the directory
in which the kickstart file resides) andnext-server to set the NFS server name.

If the filename returned by the BOOTP/DHCP server ends with a slash ("/"), then it
is interpreted as a path only. In this case, the client system mounts that path using
NFS, and searches for a specially-named file. The filename the client searches for is:

<ip-addr> -kickstart

The<ip-addr> section of the filename should be replaced with the client’s IP ad-
dress in dotted decimal notation. For example, the filename for a computer with an
IP address of 10.10.0.1 would be10.10.0.1-kickstart .

Note that if you don’t specify a server name, then the client system will attempt to
use the server that answered the BOOTP/DHCP request as its NFS server. If you
don’t specify a path or filename, the client system will try to mount/kickstart
from the BOOTP/DHCP server, and will try to find the kickstart file using the same
<ip-addr> -kickstart filename as described above.

F.3 Starting a Kickstart Installation
To begin a kickstart installation, you must boot the system from a Red Hat Linux
boot disk, and enter a special boot command at the boot prompt. If the kickstart file
resides on the boot disk, the proper boot command would be:

boot: linux ks=floppy



346 Appendix F:Kickstart Installations

If, on the other hand, the kickstart file resides on a server, the appropriate boot com-
mand would be:

boot: linux ks

Anaconda looks for a kickstart file if theks command line argument is passed to the
kernel. It can take a number of forms:

ks=floppy

The installation program looks for the fileks.cfg on a VFAT filesystem on
the floppy in drive /dev/fd0.

ks=hd: <device> / <file>

The installation program will mount the filesystem on<device> (which must
be VFAT or ext2), and look for the kickstart configuration file as<file> in that
filesystem (for example,ks=hd:sda3/mydir/ks.cfg ).

ks=file:/ <file>

The installation program will try to read the file<file> from the filesystem; no
mounts will be done. This is normally used if the kickstart file is already on
the initrd image.

ks=nfs: <server:> / <path>

The installation program will look for the kickstart file on the NFS server
<server>, as file<path>. The installation program will use DHCP to con-
figure the Ethernet card.

ks

If ks is used alone, the installation program will configure the Ethernet card in
the system using DHCP. The system will use the "bootServer" from the DHCP
response as an NFS server to read the kickstart file from (by default, this is
the same as the DHCP server). The name of the kickstart file is one of the
following:

• If DHCP is specified and the "bootfile" begins with a/ , that file is looked
for on the NFS server.
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• If DHCP is specified and the "bootfile" begins with something other then a
/ , that file is looked for in the/kickstart directory on the NFS server.

• If DCHP did not specify a "bootfile," then the installation program tries
to read the file/kickstart/1.2.3.4-kickstart , where1.2.3.4is
the numeric IP address of the machine being installed.

F.4 The Kickstart File
Now that you have some background information on kickstart installations, let’s take
a look at the kickstart file itself. The kickstart file is a simple text file, containing a
list of items, each identified by a keyword. You can create it by editing a copy of the
sample.ks file found in the/doc directory of the Red Hat Linux CD-ROM, or
you can create it from scratch. You should be able to edit it with any text editor or
word processor that can save files as ASCII text.

First, some ground rules to keep in mind while creating your kickstart file:

• Items must be specifiedin order. It is not a good idea to try to change the order
of the required items.

• Items that aren’t required can be omitted.

• Omitting any required item will result in the installation program prompting the
user for an answer to the related item, just as during a typical installation. Once the
answer is given the installation will continue unattended (unless it comes across
another missing item).

• Lines starting with a pound sign ("#") are treated as comments, and are ignored.

• For kickstartupgrades, the following items are required:

– language

– installation method

– device specification (if device is needed to perform installation)

– keyboard setup

– theupgrade keyword
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– LILO configuration

If any other items are specified for an upgrade, those items will be ignored (note
that this includes package selection).

• Kickstart files are split into three sections: commands, package list, and scripts.
The file must be of the form:

– <kickstart commands>

– %packages

– <package list>

– %post

– <post script>

The order matters; it can’t be random. The post section goes to the end of the file and
ends the file, no marker is necessary to end the file other than the post section itself.

F.5 Kickstart Commands
The following commands can be placed in a kickstart file.

F.5.1 auth – Authentication Options
auth (required)

Sets up the authentication options for the system. It’s similar to theauth-
config command that can be run after the install. By default, passwords are
normally encrypted and are not shadowed.

--enablemd5

Use md5 encryption for user passwords.

--enablenis

Turns on NIS support. By default,--enablenis uses whatever do-
main it finds on the network. A domain should almost always be set by
hand (via--nisdomain ).
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--nisdomain

NIS domain name to use for NIS services.

--nisserver

Server to use for NIS services (broadcasts by default).

--useshadow

Use shadow passwords.

F.5.2 clearpart – Removing partitions based on partition
type
clearpart (optional)

Removes partitions from the system, prior to creation of new partitions. By
default, no partitions are removed.

--linux

Erases Linux (type 0x82, 0x83, and 0xfd [RAID]) partitions

--all

Erases all partitions from the system.

F.5.3 device --opts

device (optional)

On most PCI systems, the installation program will autoprobe for Ethernet and
SCSI cards properly. On older systems, and some PCI systems, kickstart needs
a hint to find the proper devices, however. The device command tellsAnaconda

to install extra modules. It is of the form:

device <type> <moduleName> --opts <options>
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<type> should be one of "scsi" or "eth", and<moduleName>is the name of
the kernel module which should be installed.

--opts

Options to pass to the kernel module. Note that multiple options may be
passed if put in quotes. For example:

--opts "aic152x=0x340 io=11"

F.5.4 driver disk
driverdisk (optional)

During kickstart, driver disks can be used by copying the contents of a driver
disk to the root directory of a partition on the system’s hard drive and using the
driverdisk command to tell the installation program where to look for it.

driverdisk <partition> [--type <fstype> ]

<partition> is the partition containing the driver disk.

--type

Filesystem type (for example, VFAT or ext2).

F.5.5 install
install (optional)

Tells the system to install a fresh system rather than upgrade an existing system.
This is the default mode.

F.5.6 Installation methods
You must use one of the these three commands to specify what type of kickstart is
being done:

NFS

Install from the NFS server specified.
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• --server<server>

Server from which to install (hostname or IP).

• --dir <dir>

Directory containing the Red Hat installation tree.

For example:

nfs --server <server> --dir <dir>

CD-ROM

Install from the first CD-ROM drive on the system.

For example:

cdrom

hard drive

Install from a Red Hat installation tree on a local drive, which must be either
VFAT or ext2.

• --partition<partition>

Partition to install from (such as, sdb2).

• --dir <dir>

Directory containing the Red Hat installation tree.

For example:

harddrive --partition <partition> --dir <dir>

F.5.7 keyboard

keyboard (required)
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Sets system keyboard type. Here’s the list of available keyboards on i386 and
Alpha machines:

azerty, be-latin1, be2-latin1, fr-latin0, fr-latin1, fr-pc, fr,
wangbe, ANSI-dvorak, dvorak-l, dvorak-r, dvorak, pc-dvorak-latin1,
tr_f-latin5, trf, bg, cf, cz-lat2-prog, cz-lat2, defkeymap,
defkeymap_V1.0, dk-latin1, dk. emacs, emacs2, es, fi-latin1, fi,
gr-pc, gr, hebrew, hu101, is-latin1, it-ibm, it, it2, jp106,
la-latin1, lt, lt.l4, nl, no-latin1, no, pc110, pl, pt-latin1,
pt-old, ro, ru-cp1251, ru-ms, ru-yawerty, ru, ru1, ru2, ru_win,
se-latin1, sk-prog-qwerty, sk-prog, sk-qwerty, tr_q-latin5, tralt,
trf, trq, ua, uk, us, croat, cz-us-qwertz, de-latin1-nodeadkeys,
de-latin1, de, fr_CH-latin1, fr_CH, hu, sg-latin1-lk450,
sg-latin1, sg, sk-prog-qwertz, sk-qwertz, slovene

Here’s the list for SPARC machines:
sun-pl-altgraph, sun-pl, sundvorak, sunkeymap, sunt4-es,
sunt4-no-latin1, sunt5-cz-us, sunt5-de-latin1, sunt5-es,
sunt5-fi-latin1, sunt5-fr-latin1, sunt5-ru, sunt5-uk, sunt5-us-cz

F.5.8 language
lang (required)

Sets the default language for the installed system. The language you specify
will be used during the installation as well as to configure any language-specific
aspect of the installed system. For example, to set the language to English, the
kickstart file should contain the following line:

lang en_US

Valid languages codes are:
cs_CZ, en_US, fr_FR, de_DE, hu_HU, is_IS, id_ID, it_IT,
ja_JP.ujis, no_NO, pl_PL, ro_RO, sk_SK, sl_SI, es_MX,
ru_RU.KOI8-R, uk_UA

F.5.9 lilo
lilo (required)
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Specifies how the boot loader should be installed on the system. By default,
LILO installs on the MBR of the first disk, and installs a dual-boot system if a
DOS partition is found (the DOS/Windows system will boot if the user types
dos at theLILO: prompt).

--append <params>

Specifies kernel parameters.

--linear

Use thelinear LILO option; this is only for backwards compatibility
(and linear is now used by default).

--location

Specifies where the LILO boot record is written. Valid values arembr
(default),partition (installs the boot loader on the first sector of the
partition containing the kernel), or none, which prevents any bootloader
from being installed.

F.5.10 lilocheck
lilocheck (optional)

If this is present, the installation program checks for LILO on the MBR of the
first hard drive, and reboots the system if it is found -- No installation is done in
this case. This can prevent the kickstart from reinstalling an already installed
system.

F.5.11 mouse
mouse (required)

Configures the mouse for the system, both in GUI and text modes. Options are:

--device <dev>

Device the mouse is on (such as --device ttyS0)

--emulthree
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If present, the X Window System uses simultaneous left+right mouse
buttons to emulate the middle button (should be used on two button
mice).

After options, the mouse type may be specified as one of the following:
alpsps/2, ascii, asciips/2, atibm, generic, generic3,
genericps/2, generic3ps/2, geniusnm, geniusnmps/2,
geniusnsps/2, thinking, thinkingps/2, logitech,
logitechcc, logibm, logimman, logimmanps/2, logimman+,
logimman+ps/2, microsoft, msnew, msintelli, msintellips/2,
msbm, mousesystems, mmseries, mmhittab, sun, none

If the mouse command is given without any arguments, or it is omit-
ted, the installation program will attempt to autodetect the mouse (which
works for most modern mice).

F.5.12 network
network (optional)

Configures network information for the system. If it is not given, and the kick-
start installation does not require networking (in other words, it’s not installed
over NFS), networking is not configured for the system. If the installation does
require networking,Anaconda assumes that the install should be done over eth0
via a dynamic IP address (BOOTP/DHCP), and configures the final, installed
system to dynamically determine its IP address. The network command con-
figures the networking information for the installation for network kickstarts
as well as for the final, installed system.

--bootproto

One ofdhcp , bootp , or static (defaults to DHCP, anddhcp and
bootp are treated the same). Must bestatic for static IP information
to be used.

--ip

IP address for machine to be installed.
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--gateway

Default gateway as an IP address.

--nameserver

Primary name server, as an IP address.

--netmask

Netmask for the installed system

There are three different methods of network configuration:

• DHCP

• BOOTP

• static

The DHCP method uses a DHCP server system to obtain its networking con-
figuration. As you might guess, the BOOTP method is similar, requiring a
BOOTP server to supply the networking configuration.

The static method requires that you enter all the required networking informa-
tion in the kickstart file. As the name implies, this information is static, and
will be used during the installation, and after the installation as well.

To direct a system to use DHCP to obtain its networking configuration, use the
following line:

network --bootproto dhcp

To direct a machine to use BOOTP to obtain its networking configuration, use
the following line in the kickstart file:

network --bootproto bootp

The line for static networking is more complex, as you must include all network
configuration information on one line. You’ll need to specify:

• IP address
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• netmask

• gateway IP address

• name server IP address

Here’s an example static line:

network --bootproto static
--ip 10.0.2.15
--netmask 255.255.255.0
--gateway 10.0.2.254
--nameserver 10.0.2.1

Please Note

The entirenetwork configurationmustappear on
one line! We’ve wrapped it here to make it easier to
read.

There are two restrictions you must keep in mind should you use the static
method:

• All static networking configuration information must be specified onone
line; you cannot wrap lines using a backslash, for example.

• You can only specify one name server here. However, you can use the
kickstart file’s%post section (described in Section F.5.23,%post -- Post-
Installation Configuration Section) to add more name servers, if needed.

F.5.13 partition

part (required for installs, ignored for upgrades)

Create a partition on the system. Partition requests are of the form:

part <mntpoint> --size <size> [--grow] [--onpart <partc> ] [--ondisk <disk >
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The<mntpoint> is where the partition will be mounted, and must be of one of
the following forms:

/<mntpoint>

(i.e. / , /usr , /home )

swap

The partition will be used as swap space.

raid.<id>

The partition will be used for software RAID (see theraid command
later).

--size<size>

Sets the minimum size for the partition

--grow

Tells the partition to grow to fill available space (if any).

--onpart <part>

Tells the installation program to put the partition on thealready exist-
ing device<part> . For example,partition /home --onpart
hda1 will put /home on /dev/hda1 , which must already exist.

--ondisk <disk>

Forces the partition to be created on a particular disk. For example,
--ondisk sdb will put the partition on the second disk on the system.

All partitions created will be formatted as part of the installation process.

F.5.14 raid

raid (optional)

Assembles a software RAID device. This command is of the form:
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raid <mntpoint> --level <level> --device
<mddevice><partitions*>

The<mntpoint> is the location to mount the RAID filesystem. If it is/ , the
RAID level must be 1 unless a boot partition (/boot ) is present in which the
/boot partition has to be level 1 and the root (/ ) partition can be any of the
available types. The<partitions*> (which denotes that multiple partitions can
be listed) lists the RAID identifiers to add to the RAID array.

--level <level>

RAID level to use (0, 1, or 5).

--device<mddevice>

Name of the RAID device to use (such as md0 or m1). RAID devices
range from md0 to md7, and each may only be used once.

Here’s an example of how to create a RAID level 1 partition for/ , and a RAID
level 5 for /usr , assuming there are three SCSI disks on the system. It also
creates three swap partitions, one on each drive.

part raid.01 --size 60 --ondisk sda
part raid.02 --size 60 --ondisk sdb
part raid.03 --size 60 --ondisk sdc

part swap --size 128 --ondisk sda part swap --size 128 --ondisk
sdb part swap --size 128 --ondisk sdc

part raid.11 --size 1 --grow --ondisk sda part raid.12 --size 1
--grow --ondisk sdb part raid.13 --size 1 --grow --ondisk sdc

raid / --level 1 --device md0 raid.01 raid.02 raid.03 raid /usr
--level 5 --device md1 raid.11 raid.12 raid.13

F.5.15 reboot
reboot (optional)
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Reboot after the installation is complete (no arguments). Normally, kickstart
displays a message and waits for the user to press a key before rebooting.

F.5.16 rootpw
rootpw (required)

usage: rootpw [--iscrypted]<password>

Set the system’s root password to the<password>argument.

--iscrypted

If this is present, the password argument is assumed to already be en-
crypted.

F.5.17 skipx
skipx (optional)

If present, X is not configured on the installed system.

F.5.18 timezone
timezone (required)

timezone [--utc]<timezone>

Sets the system time zone to<timezone>which may be any of the time zones
listed in "timeconfig".

--utc

If present, the system assumes the hardware clock is set to UTC (Green-
wich Mean) time.

F.5.19 upgrade
upgrade (optional)

Tells the system to upgrade an existing system rather than install a fresh system.
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F.5.20 xconfig

xconfig (optional)

Configures the X Window System. If this option is not given, the user will
need to configure X manually during the installation, if X was installed; this
option should not be used if X is not installed on the final system.

--noprobe

Don’t probe the monitor.

--card <card>

Use card<card>; this card name should be from the list of cards in
Xconfigurator. If this argument is not provided,Anaconda will probe the
PCI bus for the card.

--monitor <mon>

Use monitor<mon>; this monitor name should be from the list of mon-
itors in Xconfigurator. This is ignored if--hsync or --vsync is pro-
vided; if no monitor information is provided, the monitor is probed via
plug-and-play.

--hsync<sync>

Specifies the horizontal sync frequency of the monitor.

--vsync<sync>

Specifies the vertical sync frequency of the monitor.

--startxonboot

Use a graphical login (runlevel 5) for the installed system.

F.5.21 zerombr – Partition table initialization

zerombr (optional)
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If "zerombr" is specified, and "yes" is its sole argument, any invalid partition
tables found on disks are initialized. This will destroy all of the contents of
disks with invalid partition tables. This command should be used as:

zerombr yes

No other format is effective.

F.5.22 %packages – Package Selection
Use the%packages command to begin a kickstart file section that lists the packages
you’d like to install (this is for installations only, as package selection during upgrades
is not supported).

Packages can be specified by component or by individual package name. The instal-
lation program defines several components that group together related packages. See
theRedHat/base/comps file on any Red Hat Linux CD-ROM for a list of com-
ponents. The components are defined by the lines that begin with a number followed
by a space, and then the component name. Each package in that component is then
listed, line-by-line. Individual packages lack the leading number found in front of
component lines.

Additionally, there are three other types of lines in thecomps file you may run across:

Architecture specific (alpha:, i386:, and sparc64:)

If a package name begins with an architecture type, you only need to type in
the package name, not the architecture name. For example:

For i386: netscape-common you only need to use thenetscape-
commonpart for that specific package to be installed.

Lines beginning with ?

Lines that begin with a?, are specific to the installation program. You do not
have to do anything with these type of lines.

Lines beginning with --hide

If a package name begins with--hide , you only need to type in the package
name, minus the--hide . For example:
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For --hide KDE Workstation you only need to use theKDE Work-
station part for that specific package to be installed.

In most cases, it’s only necessary to list the desired components and not individual
packages. Note that theBase component is always selected by default, so it’s not
necessary to specify it in the%packages section.

Here’s an example%packages selection:
%packages
@ Networked Workstation
@ C Development
@ Web Server
@ X Window System
bsd-games

As you can see, components are specified, one to a line, starting with an@symbol,
a space, and then the full component name as given in thecomps file. Specify indi-
vidual packages with no additional characters (thebsd-games line in the example
above is an individual package).

Please Note
You can also direct the kickstart installation to use the work-
station- and server-class installations. To do this, simply
addoneof the following lines to the%packages section:

@ Gnome Workstation
@ KDE Workstation
@ Server

F.5.23 %post – Post-Installation Configuration Section
You have the option of adding commands to run on the system once the installation is
complete. This section must be at the end of the kickstart file and must start with the
%post command. Note, you can access the network in the%post section; however,
name servicehas not been configured at this point, so only IP addresses will work.
Here’s an example%post section:
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%post

# add comment to /etc/motd
echo "Kickstart-installed Red Hat Linux ‘/bin/date‘" > /etc/motd

# add another nameserver
echo "nameserver 10.10.0.2" >> /etc/resolv.conf

This section creates a message-of-the-day file containing the date the kickstart instal-
lation took place, and gets around thenetwork command’s "one name server only"
limitation by adding another name server to/etc/resolv.conf .

Please Note

Note that the post-install script is run in a chroot’ed environ-
ment; therefore performing tasks such as copying scripts or
RPMs from the installation media will not work.

--nochroot

Allows you to specify commands that you would like to run outside of the
chroot’ed environment.
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