FINAL DRAFT - FINAL DRAFT - FINAL DRAFT - FINAL

DRAFT -

PIPVIC - Piloting IP Videoconferencing

Deliverable D0

Title: Collection and Analysis of M bone Traffic Statistics, V1

Authors : Colin Per kins, Panos Gevr os & M . Angela Sasse

Departme nt of Computer Scie nce

London WC1E BT

Doc ume nt

Reference: PIPVIC D0

Date: February 1998

UKERNA isthe trading name of The JNT Association. UKERNA managesthe networking programme on behalf of the higher educationand research community in the

United Kingdom. For further information please contact:

JANET Customer Service

UKERNA Tel: +44 (0) 1235 822 212

AtlasCentre, Chilton, Didcot Fax: +44 (0) 1235 822 397

Oxfordshire, OX11 0QS E-mail: service@ukerna.ac.uk

Copyright:

Thisdocument iscopyright The JNT Association. Parts of it, as appropriate, may be freely copied and incorporated unaltered into another document subject to the source being appropriately acknowledged and the copyright preserved.

Trademarks:

JANET ® , SuperJANET ® and UKERNA ® are registered trademarks of the Higher Education

Funding Councils for England, Scotland and Wales. The JNT Association isthe registered user of these trademarks.

Disclaimer:

The JNT Association cannot accept any responsibility for any lossor damage resulting from the use of the material contained herein. The information isbelieved to be correct, but no liability can be accepted for any inaccuracies.

Availability:

Further copies of this document may be obtained from JANET Customer Service at the above address.

[If the document is available on the WWW add] Thisdocument isalso available electronically from:

[insert URL]

© The JNT Association 1998

1. Intr oduction

This document is a proposalas to the most appropriate wayo fcollect ing and analys ing traffic statist ics in the PIPVIC (Piloting IP Videonconferencing) Project.

The aim ofthe PIPVIC project is to understand potentialissues invo lved in running a large-scale IP mulkticast videoconferencing service. To this end, a ser ies of structured activit ies (teaching, research and administration) are conducted, using IP mult icast videoconferencing tools, with user s at 6 sites in the UK academic communit y:

· Universit y Co llege London (Leading Partner)

· Universit y ofExeter

· Universit y ofEssex

· Unversit y ofWales at Aber ystwyth

· Universit y ofWestminster

· SchoolofSlavonic and East European Studies (SSEES).

The audio, video and shared workspace tools used for conferencing between the sites were provided bya separate project, SHRIMP.

The detailed aims o fthe project, as descr ibed in the proposal, are:

· To pilot and assess IP mult icast videoconferencing wit h a cross-section ofusers with differ ing requirements (other IP based videoconferencing tools will be tested as part oflarge scale pilot ing act ivit ies).

· To assess the effect iveness ofIP videoconferencing tools in a collaborative working environment.

· To ident ifyfurther requirements for a large-scale deplo yment and use ofwide-area

IP videoconferencing ser vice on JANET.

· To begin to test what happens when congest ion occurs within a ser vice network environment and to evaluate the effects ofcongestion on videoconferencing applicat ions within a service network environment (this aspect will be fullytested as part ofthe large scale piloting act ivit ies).

· To begin to determine the scalabilit y o fIP videoconferencing on JANET (this aspect will be fullytested as part ofthe large scale pilot ing activit ies).

To address the last 3 aims, the project is to carryout monitoring and analysis o fthe network condit ions and per for mance dur ing the videoconferencing sessio ns.

This report ˘ PIPVIC Deliverable D0 ˘ is a proposalfor collecting and analysing traffic statist ics dur ing the project. It provides a rationale for the approach chosen, based on best current knowledge, and explain how data collect ion and analys is methods chosen willprovide good indicat ion oflevelor perfor mance and cause ofany problems obser ved. It is based on the advice ofMbo ne experts at UCL and in the inter nat ionalresearch communit y.

This deliverable is submitted for agreement with UKERNA. The intended audience ofthis document is therefore PIPVIC partners and staff coordinat ing the PIPVIC project at UKERNA.

The collection and analysis o fdata should be documented and constantly reviewed throughout the project. At the end ofthe project, conclusio ns as to which data collect ion and analysis methods provide meaningfulfeedback about network perfor mance willbe provided in a separate deliverable (D4).

2 Mbone monitoring

The protocolstack used for IP mult icast conferencing on the Mbone is relatively shallo w [5]; there are onlya few layers at which is it sensible to take measurements:

application level (RTP/RTCP), IP level (routing and packet loss rates) and link level .

In the fo llowing sect ions, these are discussed in turn.

2.1 Monitoring at the application level

An Mbone mult imedia conference co mpr ises a set ofpacket flows, one for each media, carr ied by a transport protocolknown as the Real-t ime Transport Protocol

(RTP) [9]. The RTP controlprotocol(RTCP) is an integralpart ofRTP and provides for participant ident ificat ion and Qualit yo fService (QoS) feedback. Despite its name, RTCP is not a controlprotocolin the usualsense: it provides infor mat ion on the progress ofa sessio n only, but cannot be used to influence that sessio n.

Infor mat ion conveyed in RTCP includes user details, together with loss rate statist ics and summar ytransmissio n rate data. The user details provided are sufficient to ident ify part icipants in a conference, and the QoS infor mat ion is useful for debugging network problems.

There are a number ofways in which RTCP data can be analysed. The most commo n means are:

1) Loss statistics from Mbone tools : Audio/video conferencing tools such as rat [7] and vic [6] maintain inter nal statist ics on packets received, fro mwhich theyder ive buffer ing parameters, adapt to network condit ions, etc. It is possible to access some ofthis infor mat ion fro mwithin the tools, and hence obtain so me diagnosis ofnetwork problems. There are three major drawbacks with using this method:

(a) the for mat in which the loss statist ics are reported is complex, and requires in-depth knowledge o fmult icast to interpret;

(b) since the data canonly be accessed in real-t ime, post-session analysis is not possible; and

(c) the loss statistics cover packets lost for reasons other than network problems

( i.e. processor over load in the workstation).

2) The rtpmon tool : Rtpmon [1] can be used to monitor an ongoing sessio n and ident ify network problems. It displays a matrix o fsources and receiver s, with the packet loss rate (as reported byRTCP) displa yed in the cells o fthe matr ix. The presence ofhigh loss rates is an indicator ofnetwork problems, which should be investigated further. The manner in which loss statist ics are displayed by rtpmon is less complex than those presented bythe media tools, but is st illdifficult to read and interpret. Like the statist ics fro mthe media tools, it must be used during a session, and cannot provide post-session analys is.

3) The rtpdump tool : rtpdump [8] can be used to save RTP packet headers for later analys is. It is not suitable for interactive monitoring, or for use bynon-technical users. The infor mation stored compr ises allRTP packet headers received at a site, together with allRTCP packet infor mat ion. This set ofdata can thus be used to obtain an exact analys is ofthe conference as seen at a single site, and to obtain approximate infor mation, as provided byRTCP, for other sites. Trace data may be taken at mult iple sites, and it should be possible to combine this to provide a detailed view ofthe conference. The major drawback o fthis methods is that there is currently no software toolto analyse such traces; therefore, datafiles (which reach approximately 10Mb per hour per site) would have to be analysed by hand.

Since RTCP gives a globalview o fthe qualit yo fa conference, the reports are mult icast, so monitoring need not be perfor med at each site (although iflogging can be conducted at mult iple sites, the more detailed RTP packet loss infor mat ion can be combined wit h the summar yRTCP data).

We need to understand the credence that can be placed on the sessio n infor mat ion

(RTP/RTCP) transmitted bythe tools; although the RTP infor mat ion is reliable, since the operation o fthe tools relies upon it, there are suspicio ns that the infor mat ion fro m the RTCP packets is less reliable.

2.2 Monitoring at IP level

The application level mo nitor ing descr ibed in the previous section provides an indicat ion ofwhether problems exist, but gives litt le infor mat ion about where the cause ofthe problemmight be. The only toolwhich can give informat ion on IP mult icast packet loss is mult icast traceroute ( mtrace) [3]. mtrace determines the mult icast route between two sites, and reportson packet loss characteristics alo ng that route. Ifproblems are noted during the application level mo nitor ing ofa session, it is possible to trace the mult icast routing between those sites seeing problems, and to determine where bottlenecks occur. To date, this has t ypicallybeen a manualprocess, and interpreting the output of mtrace requires an in-depth understanding ofmult icast.

There is so me hope that more advanced monitor ing software maybe developed [4], but this is not expected to be available in the short to mediumter m.

mtrace depends on the abilit yto send a specialIGMP packet to allrouters in the path between two hosts. Therefore, it mayfailif:

1. network packet loss rates are high (since the traceroute packets may be lost),

2. firewalls are configured to block such packets, or

3. routers are configured to ignore such requests.

In our exper ience, the last two occur rarelywit hin SuperJANET, but the fir st is a commo n problem.

2.3 Monitoring network conditions at the link level

The cause ofIP levelproblems descr ibed in the previous section can be ident ified by studying the link- levelpacket loss character ist ics. Link-level mo nitoring requires low- levelaccess to the network links. IfIP levelproblems persist, such link level mo nitoring should be conducted bythe SuperJANET operations staff to determine the cause ofthe problem.

3 Tracing M bone pr oble ms

There are two approaches to monitoring and analys ing network perfor mance in the context ofthe PIPVIC project: real-time or post-session analysis . Both are discussed in this sect ion.

3.1 Real-time analysis

The abilit yto detect a network problem and locate its source during an ongo ing session is clear lyuseful, since immediate action can be taken to remove the cause o f the problem. The simplest means ofdetecting network problems is through analysis of application level statistics , as were discussed in sect ion 2.1. FromstudyofRTCP reception report data (for example, as provided by rtpmon ), it is possible to determine packet loss rates. Ifapplicat ions are seeing high packet-loss rates, this is a signalthat

IP level monitor ing should be emplo yed to determine the locat ion ofanyproblem.

High loss rates, as reported in RTCP, are not necessar ily indicat ive ofa network problem. A loaded workstation, for example, can cause scheduling ano malies which result in an applicat ion missing packets, even though the network is funct ioning correctly(this will probably show up as increased jitter in the RTCP reports).

Further more, the statist ics provided by so me versions o fthe media tools have turned out to be inaccurate.

Ifnetwork problems are suspected, it is necessar yto emplo yIP level mo nitoring to determine the location o fthe problem. This is done byrunning mtrace between those sites seeing the problem, and interpreting the results. This should lead to the bottleneck or failed link to be identified and fixed.

There has been some concern about the widespread use of mtrace , since this places a large processing load on network routers, which beco mes more concentrated nearer the source. More research is needed to determine the effects this mayhave on the network as seen bythe applicat ion.

This approach is feasible if the aim is to diagnose a particular fault, however it requires expert staffto be available when the fault is noticed, and cannot currentlybe automated.

3.2 Post-session analysis

Monitoring ofRTP can provide two types ofdata for post-session analysis and debugging:

1) packet traces and RTCP reports produced by rtpdump , which provide an applicat ion levelview including packet loss statistics, and

2) the output of mtrace , which gives an IP levelview, showing routing and link loss rates.

Packet traces and RTCP reception report data provide an overview ofthe qualit y ofa conference, giving summar ydata for allsites. Together with subject ive qualit y assessment, this mayhelp to further our understanding ofthe network qualit yrequired for certain tasks to be perfor med. The absence ofso ftware tools for automated analys is ofthe large amounts ofdata collected makes this a cumberso me and daunt ing task which, given the resources available in the PIPVIC project, can onlybe conducted byexample.

Further more, a comprehensive co llect ion ofpacket traces and summar y routing infor mat ion would be useful

1) to assess the perfor mance ofthe network;

2) to design new transport protocols; and

3) to gauge the suitabilit yo fexist ing conferencing tools to the observed network condit ions.

Some work has been conducted in this area [2,4, 10], but this is clear ly in its ear ly stages, and further invest igat ion would be desir able. Detailed studyin boththese areas would clear ly be valuable, but are outside the scope ofthe current PIPVIC project.

4 Proposed M onitoring and Analysis Appr oac h for PIPVIC

It is o fpr imar yimportance for the success o fIP mult icast conferencing that the mult icast infrastructure within SuperJANET is as problem-free as possible. The situation at the start ofthe PIPVIC project is clear ly that there are a number of problems with the network configuration, which result in large amounts ofpacket loss dur ing nat ionwide conferences.

The major aim ofthe network monitoring act ivit yto be undertaken bythe PIPVIC project must therefore be to locate network problems, and to work with the

SuperJANET operations staffto correct them.

To this end, it is proposed to conduct a programme ofapplicat ion-levelnetwork mo nitoring dur ing allstructured activit ies carr ied out byPIPVIC (teaching sessions, weekly seminar s and project management meet ings). Ifproblems are noticed dur ing a session, the fir st cause ofaction locally must be to monitor processor perfor mance of the workstation, to see ifthe loss is caused byoverload here. Ifthis is not the case, packet loss must be invest igated at network level, and a report onthe likelycause and locat ion ofthe problemsubmitted to the networkoperations staff. This report will take the for mofsample output from mtrace to indicate the location ofthe problem, together with co mments descr ibing the duration and sever it yofthe fault. Such mo nitoring and fault tracing should clear ly be a distr ibuted activit y, undertaken byas many PIPVIC partners as possible, since some problems mayonly be apparent froma subset ofthe sites invo lved.

For each session, there should be an indicat ion ofthe network performance (^no problems noticed~, ^problemsuspected~), a summar y ofthe problem, and ofany action taken to attempt to repair that problem. This infor mat ion should be co llected and displayed on the PIPVIC WWW page for future inspect ion.

We also propose to make select ive use ofthe SNMP tools mconfig and mstat to mo nitor the stateofSuperJANET Mbone core routers. In particular, we willuse the ˘ v, -D, -T and ˘C options of mstat to obser ve whether or not Mbone tunnels are saturated in terms o ftheir rate_limit settings. We willnot methodicallymo nitor all routers, as supplying the statist ics creates addit ional lo ad on the routers themselves.

Instead, we willuse these tools to observe suspected ^Hot Spots~ when packet loss is reported in toolstatist ics.

Clear ly, large-scale collect ion detailed packet traces or continuous routing table metr ics for post-sessio n analysis is not feasible, since the expertise necessar yto collect and analyse this data does not currently exist. Collect ing statist ics onthis scale and analysing themwould have considerable benefit s for the understanding and improvement ofMbone ser vices ever ywhere; however, further research must be conducted to determine the best means by which this can be undertaken, and tools developed to facilitate analysis on a large scale. We propose to collect such data for a small number ofsessio ns, and explore themin parallelwit h obser vat ions and user qualit yreports.

Another method ofpost-session analysis o fpacket loss is via recordings using the

UCL Mulitcast Conference Recorder (MMCR), which allows replayo fmedia streams collected at a particular site. The recording will only reflect loss at the site at which it was recorded; currently, the other PIPVIC partners do not have facilit ies to record and store these sessio ns. Recordings maybe able to contribute to post-sessio n analysis, and we propose to explore this further.

References

[1] D. Bacher and A. Swan. rtpmon : A third-partyRTCP monitor.

Available at ftp://mm- ftp.cs.berkeley.edu/pub/rtpmon/, 1996.

[2] J.-C. Bolot and A. Vega-Garcia. The case for FEC based error control for packet audio in the Internet. To appear in ACM Multimedia Systems .

[3] W. Fenner and S. Casner. A `traceroute´ facilit y for IP mult icast. IETF Inter-

Domain Mult icast Routing Working Group, November 1997. Work in progress.

[4] M. Handley. An examinat ion ofMbone per for mance. USC/ISI Research

Report: ISI/RR-97-450, Apr il1997.

[5]M. Handley, J. Crowcroft, C. Bormann, and J. Ott. The Internet mult imedia conferencing architecture. IETF Mult ipart yMult imedia Sessio n ControlWorking

Group, July 1997. Work in progress.

[6] S. McCanne and V. Jacobson. vic: A flexible framework for packet video. In

Proceedings ACM Multimedia’95 , San Franscisco, November 1995.

[7] M. A. Sasse, V. Hardman, I. Kouvelas, C. S. Perkins, O. Hodson, and A. Watson.

RAT: The UCL Robust-Audio Tool. http://www-mice.cs.ucl.ac.uk/mice/rat/.

[8] H. Schulzr inne. Tools for RTP. Software available online at http://www.cs.columbia.edu/hgs/software/, August 1997.

[9] H. Schulzr inne, S. Casner, R. Frederick, and V. Jacobson. RTP: A transport protocolfor real-time applicat ions. IETF Audio/Video Transport Working Group,

Januar y1996. RFC1889.

[10] M. Yajnik, J. Kurose, and D. Towsley. Packet loss correlat ion in the Mbone mult icast network. In Proceedings IEEE Global Internet Conference , November

1996.